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Introduction and summary

The upcoming U.S. presidential election will be the first since Russia’s extensive and 
systematic attack on the 2016 cycle. Unfortunately, the interference campaign did 
not end on November 8, 2016. Multiple law enforcement filings, intelligence warn-
ings, private sector alarms, and watchdog group reports prove that Russia’s attacks 
continued throughout the 2018 midterm elections—and continue to this day. 

Every indicator suggests that Russia will continue to be actively engaged in disrupt-
ing U.S. democratic processes throughout the 2020 election cycle. Compared with 
midterms, presidential elections are more tempting because the potential return on 
investment is much greater. Foreign policy tends to play a larger role in debates, as 
presidents have a much larger executive say in foreign policy decisions than domes-
tic policy. And in 2020, President Donald Trump, a politician for whom the Russian 
government has a preference and on whose behalf the Kremlin is willing to inter-
vene, will mostly likely be on the ticket again.

To further complicate the matter, the threat of foreign interference goes beyond 
Russia. Countries such as China, as well as Iran and other Gulf states, are advancing 
their foreign interference capabilities.1 And the lack of any substantive response to 
Russia’s interference in 2016 has sent the signal to these countries—in particular, to 
China—that there are no consequences for interfering with American elections.2 In 
fact, in an interview with ABC News, President Trump said he would accept infor-
mation from a foreign state, creating a perverse incentive for foreign intelligence 
services to engage in such activity.3 

Russian attempts to sow discord in the United States are ongoing, as Russian 
President Vladimir Putin continuously seeks to weaken and undermine Western 
democracies. Some lines of effort, such as disinformation, are perpetually active, 
even between election cycles. In fact, Project Lahkta, which was the code name 
given to the Russian disinformation campaign targeting the 2016 election, began in 
2014 and ran through the 2018 midterm elections, and there is no reason to believe 
that it has ceased.4 Others, such as a WikiLeaks-style hack and release campaign, 
can be specifically deployed during crucial campaign moments, but these can be 
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months, even years, in the planning.5 Furthermore, Russia is consistently shifting 
and updating its interference tactics, making it even harder to protect future elec-
tions. Prior to the 2016 election, for example, candidates had little understanding of 
how troll farms could be used to influence voters, which made it difficult to defend 
against this new type of interference. 

An election year presents a tempting target, then, a situation in which Russia can 
ramp up its ongoing interference attacks and launch brand-new ones for maximum 
impact. Therefore, it is matter of when and how—not if—Russia intervenes in the 
2020 election. As Dan Coats, the former director of national intelligence, said, “The 
warning lights are blinking red.”6 Unfortunately, the Trump administration appears 
either unable or unwilling to put up a meaningful defense against foreign interfer-
ence. The White House has refused even to recognize Russia’s ongoing interference 
efforts and has prevented other government offices from raising the issue. In fact, the 
White House has reportedly told former Secretary of Homeland Security Kirstjen 
Nielsen not to raise election security with other Cabinet members.7 The administra-
tion also dramatically downsized two offices at the U.S. Department of Homeland 
Security that were established to combat this issue—one on election security and 
the other on foreign interference.8 

While the Trump administration itself appears unlikely to fight foreign interference, 
there are multiple stakeholders who have agency and can either contribute to, or curb, 
the impact of a foreign influence operation. These include voters; the press; political 
parties and candidates; and law enforcement and career government officials. 

America is also not the only target for Russian influence operations; democracies 
in Europe and around the world are combating Russian election interference. Some 
of these countries have dealt with this interference better than others, and there 
are important lessons to be derived from these experiences. With these factors in 
mind, this report outlines Russian election influence operations and evaluates the 
responses from stakeholders. It determines the lessons the United States can learn 
from these democracies, including what works and what does not when confronting 
Russian interference. 

There is no single formula for protecting democratic processes, nor is there a way to 
provide 100 percent guaranteed protection. However, based on this report’s review 
of how other democracies have confronted Russian interference, it is clear that any 
successful strategy must be multifaceted and include a combination of a forceful 
government response, an alert and educated public, a trusted media, paper ballots, 
and efforts to monitor and combat illicit financial flows. 
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In understanding Russia’s approach to election interference, and therefore what 
methods the country is likely to employ or amplify during the 2020 election and 
beyond, it is helpful to take a step back and understand how such interference fits 
into Russia’s broader geopolitical strategy. It should be noted that this report uses 
“Russia” as an umbrella term to describe efforts that are connected—often loosely—
to the Kremlin. This may encompass military or intelligence services acting on 
direct orders, or oligarchs and friends of President Putin simply trying win his favor, 
though usually with explicit or implicit direction from the Kremlin.

Following Russia’s 2016 interference campaign, analysts and journalists have spent 
a great deal of time dissecting Russian strategy, arguing that Putin has developed a 
new way of war.9 Terms such as “hybrid war” and the “Gerasimov Doctrine” have 
become commonplace.10 But in reality, Russia’s interference campaign is a renewal 
of Soviet-era intelligence operations, dating back to the earliest days of the Soviet 
Union.11 George Kennan, the American diplomat and architect of America’s Cold 
War containment strategy, referred to this approach as “political war.”12 In a classified 
1948 memo to the National Security Council, Kennan described what the Soviets 
were doing:

Political warfare is the logical application of Clausewitz’s doctrine in time of peace. In 
broadest definition, political warfare is the employment of all the means at a nation’s 
command, short of war, to achieve its national objectives. Such operations are both 
overt and covert. They range from such overt actions as political alliances, economic 
measures (as ERP—the Marshall Plan), and ‘white’ propaganda to such covert 
operations as clandestine support of ‘friendly’ foreign elements, ‘black’ psychological 
warfare and even encouragement of underground resistance in hostile states.13

The Soviets themselves had a different term: active measures. This effort was con-
sidered the heart and soul of Soviet intelligence and run by a special branch of the 

Russian strategy
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KGB’s foreign intelligence directorate, Service A.14 KGB Major General Oleg Kalugin 
described active measures, saying it is: 

not intelligence collection, but subversion: active measures to weaken the west, to 
drive wedges in the western community alliances of all sorts, particularly Nato, to 
sow discord among allies, to weaken the United States in the eyes of the people of 
Europe, Asia, Africa, Latin America, and thus to prepare ground in case the war 
really occurs.15

While influence operations are not new, and information warfare is as old as war-
fare itself, there has recently been an important development that has allowed these 
operations to be much more potent: advancements in information technology. The 
proliferation of social media has created a new venue to disseminate disinformation, 
fake news, and propaganda. Modern reliance on digital communications has created a 
new vulnerability for candidates and challenges to campaigns’ operational security, as 
campaigns maintain a trove of information that state-supported hackers can steal and 
use how they see fit, including releasing to the public or to rival campaigns.

Information—both legitimate and fabricated—spread quickly in the digital age 
compared with successful efforts in the past, such as Operation Infektion, a Russian 
effort to undermine America’s credibility in nonaligned countries. This 1990s con-
spiracy theory claimed that the U.S. military created HIV as a biological weapon. 
But it took three years for this planted scheme to make its way from a KGB-founded 
newspaper in India to outlets across developing nations.16 It was one of the most 
successful disinformation campaigns in history—in spite of the years it took to 
spread—thanks to the KGB helping it along the way. Russia promoted it through 
overt propaganda outlets, had assets write pseudo-academic papers and present 
them at conferences, and employed allied intelligence agencies.17 Compare this 
with the @TEN_GOP Twitter handle, a Russian troll farm account posing as the 
Tennessee Republican Party.18 In a matter of a few weeks, the handle was retweeted 
by prominent figures close to President Trump, including Roger Stone, Eric Trump, 
Donald Trump Jr., and Kellyanne Conway, with more than a million followers 
among them.19 This account peddled in racist and Islamophobic material, but it also 
advanced more specific policy decisions that played to the advantage of Russian 
intelligence, including advocating for firing former FBI Director James Comey and 
against prosecuting WikiLeaks founder Julian Assange.20 
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Putin’s strategy is also not confined to American targets. Across Europe, Putin has 
been providing support in one way or another to movements and parties whose 
political platforms align with the Kremlin’s objectives. There is evidence of Russian 
support for the Brexit vote in the United Kingdom; Marine Le Pen and the National 
Rally, formerly the National Front, in France; Alternative for Germany (Af D) 
in Germany; and the 5-Star Movement in Italy, just to name a few.21 This type of 
support falls under Kennan’s framework discussed above, as it uses a wide range of 
methods, either overt or covert, to achieve Russia’s objectives. Whether Putin is sup-
porting specifically anti-democratic parties or just parties whose victory would have 
a destabilizing effect, this support has a cumulative effect that amounts to a political 
assault. Each of these political assaults has helped to further three overarching goals: 

1. To sow political and social discord in the target countries

2. To undermine and challenge the Western democratic system, especially 
in the eyes of transitioning democracies

3. To shift policies in target countries to undermine the trans-Atlantic 
alliance and the European project

To achieve these goals, Russia has deployed a multifaceted strategy, which has 
included a social media campaign, fueled by automated bots and online operatives 
or trolls, that drives disinformation and promotes divisive voices. This tactic was on 
display during the Catalonia independence referendum, where Russian bots and trolls 
were actively supporting the pro-secessionist movement.22 

Another common method is funneling money to candidates aligned with the 
Kremlin’s goals, often through elaborate schemes. This was exposed most recently in 
Italy, where a Russian-linked energy giant allegedly hatched a plan to funnel money to 
Deputy Prime Minister Matteo Salvini’s Lega party ahead of the European Parliament 
election this past spring.23 Another common method is the hack and release tactic of 
stealing information from individuals, either the candidates or those close to them, 
and publicly releasing the information in a way that benefits the candidate of choice. 
This was on display with different levels of success in both the 2016 American presi-
dential election and the 2017 French presidential election.24 

Most often, however, Russia deploys a combination of these tools, depending on the 
unique nature of the particular country’s political culture and fault lines. While the 
political dynamics in each country are unique, each country’s response to Russian 
election interference has yielded helpful lessons for other democracies. This report 
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contains a review of recent elections where evidence of Russian interference has been 
a factor, an analysis of how different stakeholders responded, and what lessons can be 
learned moving forward.

The issue of foreign political interference is immense and continually expansive. This 
report focuses specifically on election interference perpetrated by foreign actors—
actions specifically meant to influence the results of elections taking place in democ-
racies. Many of the countries discussed below, as well as others not included in this 
report, have been very successful in countering disinformation, ensuring access to mul-
tilingual news sources so that no ethnic group is dependent on any single source, and 
advancing civic education to curb foreign influence for generations to come, among 
other strategies. However, this report focuses on the more immediate and direct 
impact that foreign interference can have on elections. The goal is a better understand-
ing of the threat environment ahead of the 2020 election as well as what responses and 
mitigation practices have worked best. 



7 Center for American Progress | Democratic Resilience

To gain better insight into how democracies in Europe have responded to Russian 
interference, this report analyzes some of the most high-profile examples that have 
taken place since the 2016 election. This list is not comprehensive and does not focus 
on cases from before the 2016 American election.

2017 French presidential election

Perhaps the most important case study of Russian interference abroad was France’s 
2017 presidential election. This was in many ways a major test for the trans-Atlantic 
democratic community following the 2016 American election. The May 7 runoff 
election between the top two candidates offered a stark choice. Emmanuel Macron’s 
En Marche! presented a new and rejuvenated vision of a pro-EU, moderate platform. 
On the other hand, Marine Le Pen’s National Front ran on an anti-NATO, anti-EU, 
anti-immigrant, and pro-Russian platform. Le Pen and her party also had deep ties to 
Russia. When the party was in financial trouble, it was an obscure Russian bank, the 
First Czech-Russian Bank, that came to its rescue with a 9.4 million-euro, or $12.2 
million, loan.25 Le Pen even flew to Moscow just a few weeks ahead of the election to 
meet with President Putin. After the meeting, Le Pen said, “A new world has emerged 
in these past years. It’s the world of Vladimir Putin, it’s the world of Donald Trump in 
the US. I share with these great nations a vision of cooperation, not of submission.”26

This was clearly a tempting target for Russia. And it acted. 

Russia launched a coordinated attempt to undermine Macron’s candidacy. Much like 
Russian interference in the 2016 American presidential campaign, the political assault 
was multifaceted, consisting of a disinformation campaign that included rumors, fake 
news, and the planting of forged documents; a cyberintrusion of the campaign staff 
and advisers; and a leak of stolen data timed to influence the election, just ahead of a 
media blackout. Just as in the U.S. case, the disinformation and stolen material were 
spread through an advanced network of bots and an army of trolls. It is also worth 

Case studies: Country-by-country 
review of foreign interference 
campaigns and responses
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noting that real-life alt-right activists not using fake personas played a major role. For 
example, the first person to use the hashtag #MacronLeaks—eventually adopted as 
the moniker for the entire series of events—was not a Russian troll or bot, but the 
American alt-right activist Jack Posobiec.27 

In the end, the political assault on France was not successful enough to sway voters. 
Macron won the runoff election against Le Pen with 66.1 percent of the vote.28 This 
makes France an important case study for two reasons. First, it was perhaps the most 
expansive foreign interference campaign Russia launched since the 2016 American 
election. But perhaps more importantly, it did not work. There was clearly a preferred 
Russian candidate in Le Pen, and yet Macron won a resounding victory despite 
Russian interference efforts. 

Several factors limited the impact of Russian interference. 

Like many countries in the post-2016 threat environment, the French government 
took Russian interference very seriously. The country’s National Cybersecurity Agency 
(ANSSI), which is responsible for protecting government and key industries from 
cyberattacks, provided cybersecurity awareness-raising seminars for political par-
ties, which all parties except Le Pen’s National Front accepted. Similarly, the National 
Commission for the Control of the Electoral Campaign for the Presidential Election 
(CNCCEP) was a special body set up in the months preceding the election to serve 
as a campaign watchdog. The ANSSI and the CNCCEP both frequently alerted the 
media, political parties, and the public to the risk of cyberattacks and disinformation 
during the presidential campaign. Then-President François Hollande even ordered a 
“mobilization of all the means necessary” to face down cyberattacks.29 

In addition to alerting the public to the threat, the French government issued warn-
ings to Russia at multiple levels of government and in both public and private settings. 
The French foreign minister pledged before Parliament that France would not tolerate 
Russian interference.30 President Hollande also warned President Putin in private. The 
French government’s response was distinctly nonpartisan. These warnings came from 
the outgoing administration, even though the attacks targeted a different candidate. 
This was not treated as a partisan issue but rather as one of national security. 

To help combat disinformation, trusted well-established newspapers such as Le Monde 
created platforms to verify the reliability of a piece of information’s sourcing. Google 
also partnered with more than 30 media outlets, including mainstream newspapers 
and television stations, to build the CrossCheck fact-checking platform.31
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Additionally, the French government engaged in the fight against disinformation 
when and where appropriate. For example, Russian state-run media outlet Sputnik ran 
a story during the first round of the election saying that François Fillon, the former 
French prime minister and supporter of improving ties with Russia, was leading the 
race. The story, which cited a Moscow-based analytics firm, was counter to every main-
stream French poll, which showed Fallon in third place. The timing of the story was 
also notable: It was published when Macron was rising in the polls. In response to this 
event, the French polling commission issued a strong warning against polls deemed 
illegitimate under French law, making clear that the Sputnik story was not reliable.32 

France also benefits from some preexisting structural advantages to countering dis-
information. According to a Center for Strategic and International Studies study, the 
French media environment consists mainly of mainstream and trusted media sources: 
The “tabloid-style outlets and ‘alternative’ websites that are common in the United 
States and United Kingdom” are just not as common or prominent in France’s media 
culture.33 This provides a certain level of inoculation from the conspiracy theories and 
fake news phenomenon.34 In fact, among EU countries, France ranks second to last in 
the consumption of online news, and its population consumes it with a healthy degree 
of skepticism.35 

The Macron campaign, which was the primary target of the Russian influence effort, 
took action itself and benefited from several of the preexisting advantages. Throughout 
the campaign, En Marche!—the movement and later political party backing 
Macron—communicated openly and extensively about its being targeted by hackers 
and about the hacking itself once it took place. The group also publicized the hacking 
attempts against it, which, in turn, generated awareness among the population and the 
authorities. French election laws require a blackout period that prevents the media 
from quoting presidential candidates or their supporters within 44 hours of the vote, 
and the electoral commission issued warnings that anyone who published stolen mate-
rial obtained in the hacking attack against Macron’s campaign would be prosecuted. 
The blackout period and the prosecution threat appear to have been effective and were 
observed, and, as a result, most French voters did not see the material stolen from the 
Macron campaign.36 In fact, when the #MacronLeaks documents were released, the 
campaign reacted quickly, issuing a press release just ahead of the mandated media 
blackout making clear that “the movement had been the victim of a massive and coor-
dinated hacking operation.”37 

En Marche! also employed some creative tactics to mitigate the impact of a cyber-
attack. For example, assuming that it would be hacked, the campaign deliberately 
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planted forged documents and fake emails intermingled with real ones. Doing this, and 
telling the press what they had done, confused hackers and created a situation where 
the whole population questioned the authenticity of any leaked material, blunting the 
impact of any potentially damaging real information.38

2019 European Parliament election

This past May, the European Parliament held an election across the regional bloc, in 
what was quite possibly the most closely watched European Parliament election in 
history.39 With voters out in record numbers, the election was pivotal for the future of 
Europe.40 As the Center for American Progress’ Max Bergmann explained, it showed 
that “Europe’s political center of gravity is shifting from national capitals to Brussels 
and the European Union.”41 At the core of this newfound enthusiasm for the pan-Euro-
pean election was a debate about the European Union’s future, with far-right, anti-EU 
nationalists pitted against the pro-European political groups. Given these fundamental 
dynamics at stake, fears of Russian interference were high. In the end, the much-feared 
far-right, Euro-skeptic wave turned out to make less of a splash than anticipated. The 
traditional center-right and center-left parties that have dominated European politics 
lost seats to smaller parties such as the European Greens and a variety of populist 
groups. Over all, populists and Euro-skeptic parties increased their percentage of seats 
from around 20 percent up to 25 percent.42 

While a full-scale Russian interference attack was not detected during the election, the 
European Commission did detect significant disinformation campaigns aimed at the 
election, finding that Russian-linked actors used disinformation tactics to undermine 
the European Union’s credibility and drive down voter turnout.43 These campaigns used, 
among other approaches, bots and fake accounts to spread divisive messages.44 The find-
ings stopped short of attributing these efforts to the Kremlin, which denied any election 
interference, and did not assess the efficacy of these disinformation tactics.45

European leaders attributed the absence of a more serious Russian attack to their 
intense preparation. A joint statement issued in the month following the election 
stated, “Our actions, including the setting-up of election networks at [a] national and 
European level, helped in protecting our democracy from attempts at manipulation. 
We are confident that our efforts have contributed to limit[ing] the impact of dis-
information operations, including from foreign actors, through closer coordination 
between the EU and Member States.”46
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The European Union’s defensive actions ahead of the election focused on several 
areas of improvement.47 It established its Rapid Alert System (RAS) in March 2019 
to improve cooperation and coordination among member states around issues of 
disinformation.48 The platform sought to link all EU member states, allowing them to 
“share information and spot trends.”49 Only one-third of the states contributed to the 
system prior to the election, however, and serious concerns have been raised about the 
standards in place for the alert system.50 The New York Times reported that the RAS 
had questionable success, noting one particular instance where it appears an overabun-
dance of caution and unclear reporting standards led analysts to make a decision to 
not send an alert about Twitter accounts spreading disinformation regarding Austrian 
politics.51 European officials interviewed by The New York Times revealed concerns 
that internal politics had led to a slow and ineffective system. Another complicating 
factor is that due to free speech concerns, the system, understandably, does not address 
domestic disinformation; when domestic actors use Kremlin tactics to spread their 
messaging, this can further obscure foreign interference.52 Analysts are under con-
straints when it comes to debunking information that originates from European media 
sources due to concerns over free speech, meaning that far-right propaganda originat-
ing from Europe is often permitted to go unchecked.53 

Various tech and social media companies, including Facebook, Google, Twitter, and 
Mozilla, signed a code of practice in 2018 that contained suggestions for how these 
companies could assist in defending elections from foreign interference.54 The code 
of practice suggestions include increasing transparency around political advertise-
ments, closing fake accounts, and advocating for the “demonetization of purveyors of 
disinformation.”55 While these recommendations are certainly sound, the impact of 
signing the code is unclear, and one postelection review indicated that only Facebook 
increased the transparency of issue-based ads.56 

The European Union also worked to broaden its ability to identify disinformation by 
establishing the European External Action Service East StratCom Task Force.57 This 
task force sought to identify, research, and analyze Russian disinformation cam-
paigns, producing the weekly Disinformation Review based on professional media 
monitoring and disinformation analysis.58 It maintains a website, EU vs Disinfo, 
which hosts a “database [of ] over 3,800 disinformation cases since September 
2015”; publishes news and analysis about Russian-linked disinformation cam-
paigns; and links to additional reports and articles on the subject.59 The European 
Union also made a clear and strong effort to promote media literacy, even holding a 
European Media Literacy Week in March 2019.60



12 Center for American Progress | Democratic Resilience

One other critical story about Russian interference efforts during the European 
Parliament election is the alleged financial connection between Russia and Italy’s far-
right Lega party headed by Matteo Salvini, which won 34 percent of the vote in the 2019 
election.61 In February, an investigative exposé by L’Espresso revealed plans for an elabo-
rate arrangement to covertly channel tens of millions of dollars of Russian oil money to 
the Lega party for the European election.62 Since then, Buzzfeed has reportedly obtained 
the recording of a meeting discussing the details of such a potential plan.63 The meeting 
came one day after Salvini denounced sanctions on Russia and met with a top Russian 
deputy. It is unclear if the deal ever went through or helped affect the European election. 
Italian prosecutors are reportedly investigating the matter, and Salvini has denied any 
involvement in the deal as well as taking any foreign money.64 

2018 Swedish general election 

In September 2018, Sweden held a general election that ended with both the center-
left and center-right parties losing seats and the populist anti-immigrant Sweden 
Democrats gaining power.65 Moscow had much at stake in the outcome of the Swedish 
election from a geopolitical perspective: A member of the European Union, Sweden 
is not a member of NATO, although it does have a partnership with the alliance. 
Additionally, support for Sweden joining the alliance as a full member has been 
increasing in recent years amid an increasingly assertive Russia.66 Therefore, interfer-
ing to shift power away from parties that supported joining NATO or strengthening 
Sweden’s relationship with the West would have been beneficial to Russia.67 

Leading up to the election, the Swedish government was extremely vocal about the 
Russian interference threat, raising situational awareness and regularly updating the 
public about how the government planned to secure the election.68 In early 2018, the 
director of the Swedish Security Service stated that “the biggest threat to our security in 
that perspective is Russia,” and the top Swedish counterintelligence official said, “Russian 
espionage is still the biggest threat to Sweden.” 69 Having closely monitored Russia’s inter-
ference in the United States and in other European countries, Sweden took an ambitious, 
“whole-of-society” approach to preparing for possible foreign election interference, 
which included working with media outlets and the private sector.70 The government 
also announced early in the year that it was establishing a new agency “responsible for 
psychological defense … to counter disinformation and foreign influence.”71 



13 Center for American Progress | Democratic Resilience

In December 2018, after the election, the Swedish Security Service stated that 
although foreign influence operations were carried out, the election was not affected.72 
In addition to these influence attempts, “state-backed IT incidents were carried out” 
against various parties involved in the election, although the Swedish Security Service 
did not attribute these incidents to a particular foreign government.73 The Swedish 
Security Service did note, “No extensive influence campaigns were carried out” and 
attributes this in part to the country’s preventative work and to the attention that such 
interference campaigns have received.74 

An analysis published by the Institute for Strategic Dialogue and the London School 
of Economics’ Institute of Global Affairs noted that Russian state-sponsored media 
tried to “smear Sweden’s reputation internationally,” and in the lead-up to the elec-
tion, propaganda tried to present Sweden as “a country in demise.”75 Russian state-run 
media outlets also amplified far-right Swedish groups. The report noted that “while 
efforts by Kremlin actors to influence the election directly were apparently limited,” 
Russian state-run media worked to smear Sweden.76 In the lead-up to the election, 
media outlets RT and Sputnik increased their Sweden-focused reporting.77 In various 
languages, not including Swedish, RT also focused its broadcasting and online cover-
age far more on issues such as Swedish migration policy than it had before.78 RT also 
released an English-language documentary titled “Testing Tolerance,” where it dis-
cussed Swedish migration issues “with a heavily biased slant supporting the voices of 
anti-immigrant parties and activists.”79 The documentary aired in June 2018, but most 
of the online engagement came from the United States, with only 13 percent coming 
from Sweden.80 

In March 2019, the Swedish Security Service issued a press release titled “Facing a 
wider range of threats in 2018.”81 The head of the service is quoted in the release as 
saying, “Russia in particular has improved its ability to actively and covertly influence 
other states.”82

The government placed a heavy emphasis on educating citizens about the threat of 
election interference.83 These efforts spanned the entire population, from primary 
schoolchildren to adults. The government launched efforts to teach “digital compe-
tence” in primary schools to instruct children on how to distinguish reliable sources 
from unreliable ones, and high school students were educated about Russian propa-
ganda.84 Sweden also distributed pamphlets to 4.7 million households earlier that year 
titled “If Crisis or War Comes.”85 
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On the issue of fake news, the government worked closely with the media, holding 
trainings and helping them identify and respond to fake news.86 The government also 
held “regular, voluntary dialogue” with the media to discuss disinformation.87 The 
Swedish Civil Contingencies Agency (MSB) held quarterly information exchanges 
and offered training to media outlets “to increase their capacity to spot and respond 
to falsified information pertaining to the election.” The MSB has begun combating 
fake news stories by making sure the correct information is available to the citizenry.88 
Swedish media outlets also took their own initiative, most prominently by developing 
a “joint fact-checking initiative to combat both domestic and foreign disinformation.”89 

The government also gave both government and party officials handbooks to educate 
them on how foreign actors may try to interfere in the election90 and to identify influence 
operations.91 It also gave politicians at all levels a handbook that included “tips and guid-
ance about disinformation campaigns, password protection, and cyber etiquette.”92

Additionally, the government worked closely with social media companies such as 
Facebook to combat fake news, with a “Facebook hotline” provided for officials to 
report fake pages.93 Facebook reportedly also took initiative in pledging “to report 
suspicious behavior around the election to Swedish authorities.”94 

In August 2018, the month before the election, the Swedish Security Service issued 
a press release titled “Attempts to influence confidence in the election process.”95 The 
service stated it had “noted attempts to damage confidence in the election process” 
but said that these attempts had been expected and did not “put the election result at 
risk.”96 These activities reportedly included electoral fraud, fake social media accounts, 
disinformation, denial of service attacks, and hacking attempts. While the Swedish 
Security Service stated it could not see “any extensive influence operations suspected 
of being orchestrated by foreign powers,” it did note that Russian foreign media was 
attempting to “polarize Swedish society by making the country look bad.”97 

The incredibly forceful and proactive approach from the government is perhaps the 
most important lesson from the Swedish experience. Unlike many other Western 
governments that were caught off guard by Russian interference, the Swedish govern-
ment was prepared and vigilant, working through multiple channels to prevent Russia’s 
interference campaign from being more effective. 
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2017 German national election 

Germany held its federal election in September 2017, almost a full year after the U.S. 
presidential election. From the outset, the election was marked by concerns over the 
rise of the far-right Af D party, its ties to Russia, and fears that Germany would be the 
next Western democracy to see a right-wing, anti-Europe, illiberal, and pro-Russia 
party come to power, potentially through the support of the Kremlin.98 In the end, 
Angela Merkel won a fourth term as German chancellor, although forming a new 
coalition with four parties that “span the political spectrum” proved to be a difficult 
and lengthy process.99 The Af D was able to claim victory as well, becoming the third-
largest party represented in the Bundestag—and a new force in German politics.100  
 
Germany and Russia have deep historical ties that create a complicated and often tense 
relationship.101 And because Chancellor Merkel had been the primary driving force in 
Europe behind sanctions against Russia, the German government was keenly aware 
that the election created a very tempting target for the Kremlin. German officials were 
also worried that 16 gigabytes of data stolen by Russian hackers in a 2015 hack of 
the German Bundestag could be released prior to the vote, although no such release 
occurred.102 As such, Germany was on high alert for foreign interference. 

The Af D has an ardent anti-EU, anti-immigrant platform and is committed to foster-
ing better German-Russian relations, which closely aligns with the Kremlin’s goals. It 
is perhaps unsurprising then that the party’s rise was due in part to its connections to 
Russia and Russian emigrants inside Germany. The Alliance for Securing Democracy 
(ASD)—a trans-Atlantic initiative formed to combat foreign efforts to undermine 
democracies—revealed that Russian online influence operations were strongly 
supporting the Af D’s messages on the ASD’s German-language dashboard.”103 The 
Atlantic Council’s Digital Forensic Research Lab also demonstrated how Russian-
linked troll and bot networks repeatedly amplified the Af D’s messages.104 Russian 
state-funded media also eagerly boosted the party, providing it with a platform and an 
outsize voice, particularly among the Russian-speaking population. The Af D also ben-
efited from strong support from the Russian emigrant community living in Germany; 
in fact, the party estimated that as much as one-third of its support came from Russian-
speaking voters.105 

Leading up to the election, the German government was extremely vocal about its 
concerns over the threat of Russian election interference. First and foremost, the gov-
ernment took serious measures to shore up its cybersecurity to defend against election 
interference. These steps included publishing a government cybersecurity strategy 
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in 2016, creating a Cyber Defense Center, and creating a Cyber and Information 
Space Command as a branch of the German armed forces. The Federal Office for 
Information Security also ran tests on computer systems to ensure they were ready for 
an attack.106 

Chancellor Merkel took a particularly strong stance.107 Months before the election, 
Merkel held a meeting with the German Federal Security Council. Because the council 
only meets when the country faces the most serious threats, simply holding the meet-
ing sent a significant message about the gravity of the issue and the government’s 
posture. The Federal Security Council also developed a “hack-back” strategy, which 
involved the planned use of offensive cyberattacks to fend off hackers.108 

Officials also sent a clear message to the Kremlin. Chancellor Merkel, heads of the 
security agencies, and German President Frank-Walter Steinmeier had all issued warn-
ings about potential Russian election interference.109 The message from the German 
government was clear and unified: It would not tolerate Russian interference. 

Situational awareness among voters was a key factor as well. German officials routinely 
warned the public about the ongoing threat, with the head of Germany’s foreign intel-
ligence services saying cyberattacks could “delegitimiz[e] the democratic process.”110 
Merkel also repeatedly warned about fake news.111 

This situational awareness and alerts extended to the media. As one German elec-
tion official stated, the media had a “significant responsibility to be diligent in their 
reporting.”112 But Germany’s relationship with the press is also an important con-
tributing factor, as the German public generally trusts more “traditional news media 
sources.”113 The country has also developed new independent media organizations that 
call out disinformation. Importantly these groups enjoy a high degree of public trust 
and set up important fact-checking operations to prepare for the election.114

The German government also offered assistance to the political parties. The German 
Federal Office for Information Security offered to assist parties to shore up their 
defenses, and Germany’s domestic security agency, the Federal Office for the 
Protection of the Constitution, shared information about risks with the parties.115 In 
order to cover as much ground as possible, the German government divided the elec-
tion defense duties.116 Recognizing that both the electoral process and the campaigns 
themselves needed to be protected, the government worked on defending the election 
infrastructure while the political parties and media took responsibility for the attacks 
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on the campaigns.117 This strategy acknowledged that defending an election against 
foreign interference should be a group effort: It requires the government, the media, 
and political parties to work in tandem. 

Social media and internet companies also took measures to deter interference. 
Facebook offered trainings for parties on cybersecurity basics, and Google organized 
educational materials on how to protect elections.118 

German political parties proactively created an atmosphere that curbed the impact 
of Russian interference. With the encouragement of the German government, all the 
political parties, with the notable exception of the Russia-aligned Af D, pledged not 
to use social media bots, and parties also pledged to not use leaked information.119 
Political parties also took steps to strengthen their defenses against hacks, training 
their leadership on cybersecurity basics.120 At least one party also planned ahead for 
a worst-case scenario, readying a statement that could be immediately released in the 
event it was hacked.121

Germany also benefited from certain structural advantages. For example, the coun-
try’s election infrastructure encompasses many of the more common best practices 
to prevent illicit interference. Unlike many American states that use electronic-only 
machines, Germany uses paper ballots that are hand counted.122 Germany’s multiparty 
system also adds a layer of defense.123 In contrast to the American two-party system, a 
total of six parties have to form a coalition through negotiations, making a much more 
complex and difficult political dynamic for the Kremlin to manipulate.124 

Russian support for the Af D has deepened societal rifts and promoted what were 
previously fringe political stances in German politics, achieving one of Putin’s goals 
of destabilizing major Western countries. Aside from supporting disruptive organiza-
tions, other common Russian interference tactics, notably disinformation, had less 
of an impact in the 2017 election. This is in large part because German voters are less 
susceptible than voters in many other democracies.125 This can partly be attributed to 
the German public’s awareness and the country’s own experience with disinformation. 
Germany has already dealt with several high-profile instances of fake news having real-
world effects, and, as a result, there has been a degree of inoculation against its impact. 
However, the government, the media, and political parties all took a very strong pos-
ture against Russian interference, sending a clear message that Germany was on guard 
and that foreign interference will not be tolerated. After all, influence campaigns such 
as these tend to work only if no one is expecting them.126



Brexit, Trump, and Russia’s strategic use  
of business relationships 

In 2016, two major votes shook the world. The victors for each 
seemed to some to have come out of nowhere for surprise wins that 
few thought were possible. Both professed to be capturing populist 
outrage toward the ruling elite and sought to overturn the status quo. 
Both deployed new campaign techniques that claimed to revolutionize 
digital campaign technologies. 

But as reporters and investigators have focused more on each of these 
votes, there appears be one even more important parallel: Both of the 
winning parties had suspect business ties to Russia.

These votes are, of course, the “yes” vote in the British referendum on 
Brexit, funded largely by Arron Banks, and the victory of Donald Trump 
in the 2016 U.S. presidential election. 

Because this report only examines cases that occurred after the latter, 
both the Brexit referendum and the 2016 U.S. presidential election fall 
outside of the scope of this report. However, both votes were targeted 
by Russian interference campaigns and can provide helpful lessons for 
future elections. In particular, these cases highlight Russia’s strategic 
use of business relationships to wield influence abroad. 

Both Arron Banks’ and Donald Trump’s business dealings with Russia 
around the same time as their respective political campaigns highlight 
a consistent pattern that should raise red flags for those looking to 
prevent future influence efforts. 

First, just months ahead of the vote, both men became involved in 
too-good-to-be-true business opportunities in Russia where they were 
in a position to make enormous profits. For Banks, it was a multibillion-
pound deal to oversee the consolidation of six Russian gold-mining 
companies, creating one behemoth company. The deal was proposed 
by a Kremlin-linked oligarch.127 For Trump, it was a long-sought-after 
deal to build the tallest building in Europe, the Trump Tower Moscow, 
which would have reportedly made the Trump Organization a 
staggeringly large profit—possibly “hundreds of millions of dollars.”128 
Both men actively pursued these deals in parallel with their political 
campaigns. 

Second, under both deals, state-owned banks were allegedly going 
to be used to finance the deals—meaning both men knew that the 
Russian government was involved. On January 12, 2016, Andrew 
Umbers, Banks’ business associate, sent Siman Povarenkin, the Kremlin-
linked oligarch behind the gold-mining project, a proposal. It noted 
that funding would be “provided in concert with Sberbank’s bank 
debt support,” and in the proposal was a request for a meeting with 
Sberbank,129 a Russian government-owned and sanctioned investment 
bank. 

For Trump, it was a different Russian state-owned bank: VTB. According 
to emails between longtime Trump business associate Felix Sater and 
Sater’s childhood best friend and personal Trump attorney Michael 
Cohen, VTB President and Chairman Andrey Kostin was allegedly on 
board to fund Trump Tower Moscow.130 VTB was also under sanctions 
at the time the deal was being negotiated, meaning that American 
citizens and companies were forbidden from doing business with it.131 
VTB has denied any involvement in the Trump Tower Moscow project, 
and it is unclear how far the talks went between the Trump team and 
VTB. However, it is clear that Trump’s personal attorney was told that a 
sanctioned state-owned Russian bank was going to be involved in the 
project, and that he eagerly pursued the deal nevertheless. 

Third—and perhaps most revealing—both men repeatedly denied 
that they had any business relationship with Russia. Banks has said, in 
no uncertain terms, that he had no business with Russia. When asked 
if he had invested in Russia, Banks replied, “No. Flat. Zero. Nothing. 
In fact, I wouldn’t do. Because I know it is a complicated place to do 
business.”132 This echoes quite clearly Trump’s repeated claims—23 
times by The New York Times’ count—that he has “no deals” with 
Russia, no business there, and “nothing to do with Russia.”133 

Finally, both men donated large sums of money to their own respective 
campaigns without it being clear from where that money came. 
According to the study by the British parliamentary investigation, 
Arron Banks is believed to have donated 8.4 million pounds to the 
leave campaign, which would make it the largest political donation in 
British political history.134 However, Damian Collins, the chair of British 
Parliament’s Digital, Culture, Media and Sport Committee, notes that it 
is unclear from where Banks obtained that amount of money, adding, 
“He failed to satisfy us that his own donations had, in fact, come from 
sources within the UK.”135 Meanwhile, Trump used millions of dollars 
of his own money on his own campaign—$66 million, according to 
his disclosure forms.136 At the time, this raised major questions from 
financial analysts who doubted such a famously debt-laden, illiquid 
businessman could find that much cash on hand.137 

The similarities go on. During both campaigns, the Russian ambassador 
was an important interlocutor. In Banks’ case, the gold deal offer 
came through the Russian ambassador in London; in Trump’s case, 
senior campaign advisers including Jeff Sessions, Jared Kushner, and 
Michael Flynn, communicated with the Russian ambassador to the 
United States during the campaign and transition periods.138 And in 
both campaigns, Cambridge Analytica played an important role. Banks 
reportedly wanted to work with Cambridge Analytica on fundraising 
issues, and Cambridge Analytica sent a team to work with the Trump 
campaign’s digital director on data analysis during the campaign.139

But the question remains: Why were both of these men suddenly 
presented with such lucrative business deals, financed by the Russian 

government, right before their respective national votes? 
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2017 Dutch general election 

In March 2017, the Netherlands held a general election. Many in the international 
community saw this election as a test for Europe; once again, a far-right candidate 
surged in a liberal, democratic country.140 In the end, however, the center-right Prime 
Minister Mark Rutte prevailed, providing a degree of reassurance to the rest of Europe 
that the far-right wave cutting across the West was not inevitable.141 Other European 
leaders expressed relief at the election results. Merkel stated it was a “good day for 
democracy” and Macron, who was at that point a candidate, stated that the election 
showed, “A breakthrough for the extreme right is not a foregone conclusion.”142

The Dutch are no strangers to Russian interference. In 2014, Russian-backed separat-
ists were responsible for downing Malaysia Airlines Flight MH17 over Ukraine, killing 
298 people total and 196 Dutch citizens.143 Russia immediately launched a massive 
disinformation campaign denying any involvement in the crash, using both social 
media and more traditional Kremlin-controlled media outlets, blaming Ukraine and 
circulating conspiracy theories about the crash.144 

In 2016, the Dutch public rejected a referendum on an EU-Ukraine trade agreement, 
in which Russian involvement is widely suspected.145 Dutch intelligence agencies also 
had a front-row seat to Russian influence operations during the 2016 U.S. election. The 
Dutch General Intelligence and Security Service (AIVD) had infiltrated the hack-
ing group APT29, more commonly known as Cozy Bear, as far back as 2014.146 The 
group has been linked to Russian intelligence and was one of the Russian hacking units 
behind the Democratic National Committee (DNC) hack in June 2016. The AIVD 
monitored Cozy Bear as it hacked the DNC prior to the U.S. presidential election, 
reportedly alerting U.S. authorities of the hack and passing along the information.147

The 2017 Dutch general election appears to have been conducted without major 
incident or interference. This success can likely be attributed to some combination of 
active defensive preparations by the Dutch and a lack of resolve on the part of Russia 
to actively intervene. 

The AIVD assessed that Russia attempted to influence the Dutch election primar-
ily through the use of disinformation and hacking but was ultimately unsuccessful in 
these attempts.148 The AIVD concluded that the Russian effort mostly consisted of 
spreading false information, although in the months leading up to the election, Russia 
also reportedly “tried hacking email accounts of Dutch government employees.”149
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However, similar to what occurred in other European countries following the 2016 
American election, the Dutch government took seriously the threat from foreign 
interference and launched a proactive and robust response, raising awareness among 
political parties and organizations.150

Many of the government’s actions were taken with the specific goal of ensuring the 
public had full trust and confidence in the election so that the results of the vote would 
not be called into question.151 The Dutch government also produces annual reports 
describing Russian efforts.152 This measure mimics steps taken by the Baltic nations, 
which also publish annual reports detailing activities by Russian intelligence services 
and the governments’ responses.153 These reports help the public understand the 
imminent threat and serve as a way for the government to openly recognize Russian 
interference attempts, either election-related or otherwise.

In addition to publicly acknowledging the threat, the Dutch government worked with 
voters directly to prepare them for potential fake news campaigns. To this end, the 
government led efforts to “sensitize the Dutch public to disinformation and alternative 
facts by highlighting and discrediting troll-manufactured videos and by sharing foren-
sic evidence that linked social media feeds by activists to Russian media outlets.”154

Similar to Germany, the Dutch also had certain structural advantages to protect from 
cyberintrusions into their election infrastructure. Perhaps most importantly, the 
Netherlands employs an entirely technology-free approach to elections to ensure the 
election infrastructure cannot be hacked or tampered with. The government banned 
electronic voting and electronic ballot counting in 2007 and implemented additional 
protocols to prevent Russian hacking, including prohibiting election officials from 
using USB flash drives and email.155 The electronic ban goes beyond just using paper 
ballots; the entire process is paper based.156 Voters mark their paper ballots, which are 
then reviewed manually by volunteers. Election officials then hand-carry the tallies 
from one office to another, until the total tallies finally make their way by hand to the 
Hague. This was a deliberate move by the Dutch government to recognize the threat to 
election infrastructure and employ the closest thing to a foolproof method as possible. 
When announcing the decision to hand-count the votes, the Dutch interior minister 
stated that “no shadow of doubt can be allowed to hang over the result.”157 

Another important factor is that, as in Germany, mainstream Dutch media outlets have 
a high degree of public trust.158 The main component of the Dutch media’s response to 
the Russian interference threat seemed to be a fact-checking operation. Facebook also 
took the initiative, much like it did in Sweden, to introduce a fact-checking function 
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on its platform.159 A Dutch media outlet and public university were given access to 
a Facebook dashboard highlighting articles that users marked as “fake news.”160 The 
outlets could then fact-check the article and mark it accordingly. 

The Dutch government has also made a concerted effort to support Russian-language 
journalism that is not linked to the Russian government.161 The Dutch minister of 
foreign affairs, when announcing a $1.4 million grant for such programs, stated that 
‘‘misinformation from Moscow is a threat to media diversity in all countries in which 
Russian is spoken. However, counterpropaganda is ineffective and goes against 
democratic principles. We wish to support the work of independent media initiatives 
without dictating what they should write or broadcast.’’162

While the Dutch government and media’s robust and proactive response certainly 
played an important role in limiting the impact of Russia’s interference, there is also 
reason to believe that Russia decided not to intervene. Russia and the Netherlands 
are significant trading partners, and the Kremlin may have made the calculation that 
it did not want to risk damaging that relationship by being caught intervening in 
domestic affairs.163 Russia may have been trying to avoid any more conflict with the 
Netherlands after the downing of Flight MH17 over Ukraine. The Netherlands held 
Russia formally and directly responsible for the crash.164 Russian actors may have also 
lacked the foreign-language skills necessary to mount more intricate online disinfor-
mation campaigns; while the Internet Research Agency’s “translator project” operated 
in English during the 2016 election, not much is known about the Russian troll farm’s 
language capabilities in smaller language groups such as Dutch.165 The full extent to 
which Russia chose to interfere will likely remain unclear, but the robust efforts by 
the Dutch government clearly played a role. If the Kremlin thought it could intervene 
without resistance or consequences, it almost certainly would have. However, Dutch 
officials made it very clear that there would be strong resistance and that an interfer-
ence campaign could lead to severe consequences. 



2017 Catalan independence referendum 

Russian interference in the 2017 Catalan independence referen-

dum is well documented, but this case study is markedly different 

from the other examples cited in this report, as it dealt with the 

question of secession and independence and was ultimately ruled 

illegal by the Spanish courts.166 Nevertheless, instances of Russian 

interference in a vote for which the government refused to rec-

ognize the results are still dangerous. This interference campaign 

gave Russia another chance to practice and improve its election in-

terference tactics. During the referendum, a significant amount of 

Russian bot activity was detected, and observers raised questions 

about illicit Russian money in Catalonia.167 Bots and Russian money 

were both issues during the 2016 U.S. election, and those looking 

to secure the 2020 election should be aware of how Russia has 

been using and adapting these techniques over the past three 

years. In addition, Russian interference in the Catalan referendum 

is a clear example of how Russia supports secessionist movements 

in order to achieve its goal of destabilizing Western countries. The 

United States is not immune to this type of support, as Russia has 

already shown an interest in the Texas and California secessionist 

movements.168 

In October 2017, the Catalonia region of Spain held a referendum 

on the question of whether or not the region should secede from 

Spain.169 Although a strong police presence from national forces 

tried to prevent people from voting, the vote took place with 90 

percent of voters voting in favor of leaving—although voter turn-

out was only at 42 percent.170

Russia has long supported secessionist movements in the West and 

throughout the world, holding a Dialogue of Nations conference 

in Moscow and funding an Anti-Globalization Movement.171 The 
logic is very simple: support and amplify destabilizing movements 

whose messages undermine the legitimacy and credibility of 

democratic governments and whose claims tear at the social cohe-

sion of NATO countries. It is no surprise, then, that the indepen-

dence referendum was a ripe target for Russia to intervene. Russian 

support for the Catalan independence movement primarily took 

the form of an influence operation. Russian state-run news outlets 

published articles alleging corruption in the Spanish govern-

ment and promoted “an overarching anti-EU narrative” before the 

election, and Russian bots also amplified posts that supported 

the independence movement.172 The interference campaign also 

included attempted email cyberattacks against individuals who 

opposed the independence movement.173 

Catalonia’s ties to Russia, particularly the more unsavory elements 

of Russia, long predate the referendum. According to a report by 

the U.S. Senate Committee on Foreign Relations, “Russia-based 

criminal organizations have reportedly been active in Catalonia for 

years, building their influence in politics and business and working 

to exploit rivalries between regional and national law enforcement 

entities.”174 Furthermore, according to one American intelligence 

source, Russian money was allegedly funneled to the Catalan na-

tionalist party Convergence and Union.175 The U.S. Department of 

the Treasury even reportedly worked with Spanish security services 

on an investigation that “targeted money laundering by Russian 

crime syndicates through Catalonian banks, shell companies, and 

real estate investments,” according to a Senate Foreign Relations 

Committee investigation.176 

Unlike the other case studies in this report, maintaining the integ-

rity of the referendum was not among the Spanish government’s 

priorities—quite the opposite, in fact. The Spanish government 

in Madrid declared the referendum unconstitutional and Spanish 

courts ruled the vote as illegal.177 On the day of the vote, Spanish 

police seized ballots and closed polling stations and “launched a 

concerted effort to prevent people from casting their ballots.”178 Ri-

oters clashed with police, and hundreds of people were injured.179

Nevertheless, despite their public disapproval of the referendum, 

the Spanish government has responded negatively to the election 

interference allegations. Both the Spanish government and NATO 

are reportedly investigating the use of Russian trolls during the 

Catalonia referendum.180 In November 2017, the Spanish prime 

minister publicly accused Russian bots of spreading fake news 

during the referendum.181 Spanish government officials from the 

defense and foreign ministries also stated that they “had evidence 

that state and private-sector Russian groups, as well as groups in 

Venezuela, used Twitter, Facebook, and other Internet sites to mas-

sively publicize the separatist cause.”182
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Foreign election interference is not a new phenomenon, but the new tactics used by 
authoritarian countries—most notably Russia and China—require new approaches. 
Powered by new developments in information technology, guided by geopolitical 
ambitions, and encouraged by a growing feeling of resentment and distrust in insti-
tutions, the rewards, and thus the incentive structures, for foreign interference have 
shifted. Therefore, malign political interference from authoritarian states will likely be 
an ongoing factor for the foreseeable future. All stakeholders in the democratic process 
have a responsibility to help defend that process and prevent themselves from becom-
ing tools for foreign adversaries.

Every country’s political process, history, and culture are unique, and there is no single 
model or formula for how to prevent and respond to foreign interference. However, 
there are many commonalities and lessons to be learned from each other. Based on the 
review of the above case studies, the authors have developed the following recommen-
dations to be considered ahead of the 2020 U.S. election. 

Lesson 1: A forceful government response is the most important 
deterrent and mitigating factor

While combating threats such as disinformation and election interference are abso-
lutely a whole-of-society endeavor, the government is perhaps the single most impor-
tant actor in preventing and mitigating foreign interference attacks. This was apparent 
in Germany, the Netherlands, and Sweden, where the governments both made clear 
to Russia that they would not tolerate interference in their elections and also appropri-
ately put the public on high alert. 

Unfortunately, the leadership of the American government has made it clear that fight-
ing Russian interference is not a priority. In fact, when discussing whether he would 
accept such assistance if it came in the form of information in a recent interview with 
ABC News, President Trump said, “I think I’d take it.”183 From a deterrence perspec-

Lessons learned and 
recommendations for 2020
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tive, this an extremely troubling position, as it creates an incentive for foreign powers 
to procure and provide such information. Foreign interference works most effectively 
when there is a willing participant on the receiving end.184 This sends a particularly 
concerning message to any foreign power looking to interfere in future elections.

Recommendation: Send a clear, bipartisan message
Leaders at every level of government should make clear in public remarks that interfer-
ence in U.S. elections will not be tolerated. While President Trump has already made 
his position clear, there are other important voices through the executive and legisla-
tive branches that can and should send a clear and credible message to Russia that 
there will be consequences for interfering in America’s elections. This should be done 
through a series of public statements from the director of national intelligence, the FBI 
director, secretary of state, National Security Agency director, and secretary of home-
land security. Congressional leaders also have a responsibility to present a unified, 
bipartisan front against foreign interference in the election. Ahead of the 2020 elec-
tion, leadership from both the U.S. House of Representatives and U.S. Senate, along 
with relevant committee chairs and ranking members, should issue statements making 
clear that interference will not be tolerated and that there are a wide range of legislative 
tools that Congress itself can deploy to respond internationally. If there are incidents 
during the election, it is important for leaders to respond in unison, sending the public 
message that partisan politics is a domestic competition, not an international one. If 
Russia does not have a willing partner and believes that its assistance will be roundly 
rejected, and that it will suffer consequences for its actions, its incentive to interfere 
will decrease. 

Recommendation: Enact robust sanctions legislation
While presenting a bipartisan unified front is incredibly important, America’s response 
to foreign interference needs to go beyond rhetorical warnings. Rhetorical warnings 
must be credible to be effective, yet to date, America’s rhetoric has not been backed up 
by meaningful action. Russia has yet to pay a meaningful price for its interference in 
democratic processes, including in the 2016 U.S. election. In 2017, Congress passed 
the Countering America’s Adversaries Through Sanctions Act nearly unanimously; this 
legislation authorized tough sanctions in response to Russia’s interference.185 However, 
these sanctions have been undermined consistently by the Trump administration, most 
recently through a deal between the Treasury Department and Oleg Deripaska that freed 
Deripaska from hundreds of millions of dollars of debt while also allowing him and his 
allies to keep majority ownership of his most important companies.186 The Kremlin will 
continue to attack American democracy as long as it feels it can get away with it. Failing 
to properly take action to respond effectively to the events in 2016 will undermine any 
future attempts to seriously deter malignant activities around the 2020 election.
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Therefore, as part of a measure to deter further interference in the 2020 election, 
Congress should immediately move forward with sanctions legislation against Russia 
for its interference in U.S. and European elections. Targets of the sanctions should 
include the Russian banks that support efforts to interfere in foreign elections, Russia’s 
cybersector, and individuals in Putin’s orbit who support and facilitate such illicit 
behavior. Additionally, with bipartisan support, Congress should develop a series of 
corresponding escalatory measures that could be applied if Russia is found to interfere 
in upcoming elections. These measures should include punitive sanctions applied to 
Russia’s sovereign debt, offensive cyberoperations, cutting off Aeroflot flights, and even 
cutting off diplomatic relations if necessary. While extreme, understanding that there 
will be real and specific penalties for illicit behavior is a necessary deterrent.

Lesson 2: Situational awareness among voters     
is a very powerful defense

In today’s threat environment, where voters are targets of foreign influence operations, 
members of the public are simultaneously the most important and the most vulner-
able stakeholders in the election process. One of the reasons that Russian interference 
had a harmful impact in the 2016 U.S. election, but has been less definitive in elections 
since, is the simple fact that the voters around the word are more aware of Russia’s 
activities. Public awareness about foreign influence campaigns is perhaps the single 
most important defense against such interference and an essential tool toward building 
a resilient democracy. 

Recommendation: Develop and vigorously promote a     
public awareness campaign
This points to the incredible importance of long-term civic and media education for the 
public, which many countries have underway. In terms of shorter-term solutions that 
can be implemented prior to the 2020 election, however, Congress should mandate and 
fund a public awareness campaign about foreign election interference, potentially mod-
eled after the If You See Something, Say Something campaign that successfully raised 
attention around domestic terrorism threats.187 The slogan, originally created for New 
York’s Metropolitan Transit Authority, has since been adopted by the Department of 
Homeland Security and cities around the country. In 2018, the FBI, in partnership with 
the Department of Homeland Security and director of national intelligence, launched 
a program called Protected Voices, with similar goal.188 However, the program has not 
received the level of attention needed to successfully create public awareness. In fact, its 
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efforts in 2018 went largely unnoticed by campaigns and consultants—the program’s 
target audience.189 The campaign should be a whole-of-government strategic communi-
cations push, spearheaded by the Department of Homeland Security. 

Lesson 3: An interference operation does not need to alter the 
outcome of an election to have a harmful impact

Another important lesson is that the preferred candidate or party does not need to 
win the actual election in order for the foreign actor to consider it a victory. When 
considering Russia’s goals of sowing discord, undermining the image and reputations 
of democratic governments, and building support for more pro-Russian policies, 
there are many circumstances in which the Russian-preferred candidate does not win 
the election outright, but Russia’s goals are still advanced. For example, the German 
election in 2017 were largely seen as absent of Russian interference in the election. 
However, the rise of the Af D as a political force in Germany, including becoming a 
powerful voice in the Bundestag following the 2017 election, is due in part to Russian 
support for the party. 

American politics are certainly not immune from this phenomenon. It is almost cer-
tain that Vladimir Putin did not believe that his support would actually help Donald 
Trump win the presidency, but supporting Trump inherently worked to sow discord 
in the United States and heightened social divisions, and these effects would have 
continued even if Trump had lost. The indictment of Russian spy Maria Butina also 
highlighted the part of the Kremlin’s multifaceted strategy aimed at trying to influ-
ence U.S. policy by changing the stance of the Republican Party—one of two major 
American political parties—thereby influencing almost half of the country’s views 
toward Russia.190 It did this by trying to infiltrate one of the Republican Party’s most 
important interest groups, the National Rifle Association. The goal was not to win 
elections, but rather to influence policy and positions toward Russia—first from 
within the organization and, by extension, in the Republican Party. 

Recommendation: Demand full transparency
Ultimately, this lesson speaks to the need for long-term civic education on subjects 
such as media literacy and fundamental issues of democratic norms and traditions. 
However, those recommendations are outside the scope of this report, which focuses 
on measures that can be taken ahead of the 2020 election. With this in mind, the stron-
gest tool immediately available is transparency. Congressional leaders should hold 
hearings on Russia’s support for fringe movements around the world. When appro-
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priate, law enforcement and prosecutors should also make indictments and related 
documents public to help expose these influence campaigns to all U.S. citizens. This 
includes releasing the full, unredacted Mueller report as well as the underlying docu-
ments from the special counsel’s investigation. 

Recommendation: Strengthen disclosure requirements
Congress should institute stringent, low-threshold requirements to disclose to the 
public when foreign interference is detected. Additionally, there should be mandatory, 
in-depth briefings for lawmakers and any affected campaigns or individuals on any 
such attacks. 

Lesson 4: Paper ballots help provide confidence in the integrity   
of the system

Another lesson is the importance of paper ballots in maintaining the integrity of the 
election infrastructure. This measure covers two important functions. While there are 
no known documented instances of Russian hackers changing vote tallies in a demo-
cratic process, Russia has made attempts to hack into key election infrastructure.191 
Having paper ballots creates a paper trail that can then be tallied to ensure that the 
votes were properly counted. Perhaps just as important is that a paper trail provides a 
significant degree of confidence among the public in the integrity of the voting system. 
Both German and Dutch anti-interference efforts support this, as having a paper trail 
amid heightened concerns about Russian hacking created a degree of confidence in the 
system that prevented challenges to the legitimacy of the vote. With Russia’s goal of 
undermining faith in the democratic process, even the simple act of fostering doubt or 
an unease about the vote advances Russia’s geopolitical goals. 

Recommendation: Require paper ballots and comprehensive audits
The United States should set a nationwide standard requiring every state to have a 
paper ballot system. Because paper trails are only effective when paired with compre-
hensive postelection audits, mandatory, comprehensive audits should also be required. 
Current legislative proposals that have passed in the House of Representatives, 
including H.R. 1 and the SAFE Act, would require such measures for federal elections. 
Unfortunately, the Senate has prevented these bills from moving forward. Considering 
recent concerns raised by national security officials about foreign interference in the 
2020 election, Congress should immediately move forward with election security 
legislation that mandates both paper ballots and comprehensive audits. 
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Lesson 5: A trusted and reliable media is critical to cutting through 
foreign manipulation

Another important lesson learned from surveying how other democracies have 
responded to Russian interference is the critical role that a reliable and trusted media 
plays in informing the public. Although the modern media environment is increas-
ingly defined by social media and decentralized news sources, the public’s faith in news 
sources turned out to be critical in France, Germany, and the Netherlands. This is 
especially true in France, where the mainstream media, which enjoys widespread trust 
among the French public, showed restraint and upheld the 44-hour media blackout 
rule, successfully containing the spread of the #MacronLeaks. 

This lesson is critical in the United States, where an independent press has been a 
cornerstone of the democracy since its inception. Unfortunately, the media—like any 
other actor—can be manipulated by foreign actors. As New York Times reporters Eric 
Lipton, David E. Sanger, and Scott Shane wrote in their December 2016 post-mortem 
on the Russian attack on the U.S. presidential election, “Every major publication, 
including The Times, published multiple stories citing the D.N.C. and Podesta emails 
posted by WikiLeaks, becoming a de facto instrument of Russian intelligence.”192 

Recommendation: Refuse to incentivize interference efforts
As the United States enters into a new presidential campaign season, the press will 
need to stay vigilant to resist falling for traps set up by malicious actors. Media outlets 
should refuse to quote stolen material that clearly has been released as part of an influ-
ence operation by a foreign power, as this creates a reward or incentive for Russia to 
hack and release stolen information. Additionally, Russia and other foreign actors are 
constantly innovating and improving their tactics and methods used to interference 
in elections.193 Reporters will need to be on guard for these new techniques to avoid 
being manipulated. 

Lesson 6: Financial flows are often an important component   
of Russian influence

In reviewing multiple cases across Europe, it is clear that Russia often finds ways to 
provide financial support to candidates and parties of their preferred candidates. 
The form that this financial support takes can vary widely from instance to instance. 
Depending on the country, its campaign finance laws, and how willing of a partner 
there is on the receiving end, the financial support can take very different forms. 
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Some of these forms are hidden and illicit, others more overt, and some just myste-
rious. The most well-covered cases discussed above are the loan to Marine Le Pen 
from an obscure Kremlin-linked bank that later disappeared, as well as the complex 
arrangement to allegedly funnel oil money to Matteo Salvini’s Lega party ahead of the 
European Parliament election this past spring. 

The American political system is not immune from this type of foreign interference. 
There are still outstanding questions about several suspicious financial transactions 
linked to Russia around the time of the 2016 election that have yet to be explained, 
including an almost $20 million transfer from Aras Agalarov, the Russian oligarch 
whose representative arranged the June 9 Trump Tower meeting, to an American bank 
account just days after the meeting.194 

Recommendation: Strictly regulate foreign money in U.S. elections
The challenge of furtive foreign money in American politics is a critical issue and has 
been covered in more detail in other Center for American Progress reports, includ-
ing “Cracking the Shell: Trump and the Corrupting Potential of Furtive Russian 
Money” and “Following the Money: Trump and Russia-Linked Transactions From 
the Campaign to the Presidential Inauguration.” These reports provide detailed 
policy recommendations that focus on curbing the abuse of shell companies, address-
ing gaps in campaign finance disclosure regulations, and overall requiring greater 
corporate transparency.195 However, financial support is one of the key—and often 
underexamined—aspects of foreign interference in democratic systems politics. It 
is not only money from Russia that is a concern. Foreign investment from around 
the world into American corporations is extensive. In a post-Citizens United world, 
these partially foreign-owned U.S. corporations can then engage in political spending, 
including through dark money channels where no disclosure is required. The United 
States needs a comprehensive approach to prevent foreign entities from exploiting the 
political system—and particularly to prevent foreign-influenced U.S. companies from 
spending in U.S. elections. This approach should include foreign ownership thresholds 
that would prevent inappropriate election spending; beneficial ownership provisions 
to curb the abuse of shell companies; combating money laundering through executive 
and legislative means, especially in the real estate market; and addressing existing gaps 
in campaign finance disclosure regulations. 
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Lesson 7: There is no foolproof way to protect elections

Perhaps the single most important lesson to be learned from European efforts to 
combat Russian interference is that it is impossible to fully protect elections from for-
eign actors. The French example provides an interesting case study pertaining to this 
lesson. Many of the stakeholders involved did the right thing: The government took 
the cyberthreat seriously and publicly warned Russia ahead of the election. Macron’s 
campaign also engaged in sophisticated cybersecurity and information-security 
practices. Despite these countermeasures, hacks did occur; their impact was softened 
significantly by Macron’s proactive approach, but there are only so many so many pro-
tections against mis- and disinformation. Perpetrators are also learning and adapting, 
discovering new techniques to mask their activities, which means that even the most 
forward-thinking campaigns may find themselves behind the curve when it comes to 
best defenses against foreign interference campaigns.196 

Recommendation: Develop a plan for fighting interference
This speaks to the need for political campaigns to have detailed and comprehen-
sive plans in place. Either during the primary period or during the general election, 
campaigns will likely deal with some form of a foreign interference. The contours of 
such a plan should include a joining pact not to use stolen materials, which will serve 
to disincentivize interference attempts; willingness to call out suspected interfer-
ence when a campaign or group sees it; being aware that a foreign actor is looking 
to inflame tensions, even within the parties; and being on guard against attempts to 
infiltrate or entrap campaigns through false flag operations. As bad actors evolve, 
campaigns need to be equally willing to update and change their tactics to avoid fall-
ing prey to interference efforts.197
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Russia is always attempting to subvert Western democracies. As elections present 
an especially easy target, ongoing as well as ramped-up Russian interference in the 
2020 race is all but certain. It has been a factor in one way or another in almost every 
democratic process since 2016, and when examining these recent interference efforts, 
it becomes clear that democracies around the world can learn a great deal from each 
other. America’s democratic allies can learn from the American experience; there has 
not been the equivalent of the Mueller investigation in any other country. The special 
counsel investigation in the United States is the only comprehensive legal investiga-
tion of its kind that looked at the entirety of the political attack and held many of those 
involved accountable. 

But many European countries have been far more proactive when it comes to election 
security, and there is much that America can learn from its allies’ experiences. Free and 
fair elections are a fundamental democratic principle. By studying the lessons outlined 
above, candidates, political parties, and members of the public can help ensure that the 
United States will be better prepared to defend its elections from hostile foreign actors. 
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