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Introduction and summary

In the years since 2011, the Middle East has been convulsed by instability. Bad
governance and civil war have left vacuums that extremist groups have eagerly
filled. Competition between regional powers is on the rise; it is often waged
violently through sectarian proxies, including terrorist groups. As the nature

of the terrorist threat evolves, so must the tools to combat it. A reinvigorated
push by the United States to cut off the flows of financial support to the terrorist
networks that are straining the state system of the Middle East will help advance
stability and prosperity in the region.

No single group embodies the new challenge better than the Islamic State of Iraq
and al-Sham, or ISIS. Breaking with Al Qaeda’s traditional strategy, ISIS has seized
large swaths of land through military power and brutality. Like its affiliate, Boko
Haram, in Nigeria, ISIS draws strength from the territory and population centers
it occupies. ISIS poses a direct insurgent threat to the integrity of Iraq and Syria
and seeks to challenge the legitimacy of other states in the Middle East.

At the same time, the regional contest between the Saudi-led Gulf States and Iran
has intensified. Both sides do battle through proxies, most recently in Syria and
Yemen. As part of this contest, Iran’s state sponsorship for traditional terrorist
groups such as Hezbollah and new partners such as the Houthis in Yemen has
served to significantly destabilize the Middle East.

The landmark international agreement to prevent Iran from developing nuclear
weapons was a historic achievement for the United States and its partners. It pro-
vides the best option for containing the greatest threat to the Middle East: a
nuclear-armed Iran. As sanctions against Iran ease, the agreement raises concerns
that Tehran will be able to pour more financial fuel on the regional fire.> In order to
advance greater regional stability, a proactive policy that targets the financial support

networks of the terrorist groups that receive funding from Iran is essential.
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To confront these threats, the United Sates government will need to block finan-
cial and other support for these groups—much as it did for Al Qaeda in the wake
0f 9/11. Led by the Treasury Department, the U.S. government built a robust
framework to disrupt Al Qaeda’s finances and defend the international financial
system against abuse. But this framework is less suited to tackle the financial
model of insurgent groups such as ISIS. As CIA Director John Brennan stated in
March, “The United States and its allies have had considerable success degrading
the capabilities of core al-Qaeda. But various al-Qaeda affiliates and other terrorist

organizations have surged in other countries.” Three trends help explain why.

A shift from donations to self-financing

The first trend is the shift by a new generation of jihadi groups away from Al
Qaeda’s early dependence on donations toward a self-financing model that is
based on the control of territory. These groups fund themselves largely through
the extraction of wealth and resources from land and populations under their con-
trol—much like a traditional insurgency.* ISIS is the most prominent of new ter-
rorist groups to draw on methods dating back to the likes of the Irish Republican
Army. Boko Haram in Nigeria provides another powerful example of this trend.
These groups operate like casinos: They keep their money in-house and have rela-

tively little reliance the international financial system to channel support.®

A shift toward a broader spectrum of threats

ISIS and similar groups pose a wider range of threats than the spectacular terror-
ism of Al Qaeda prior to 9/11. Indeed, it was the immediate threat to the Iraqi
state, coupled with the threat of mass atrocity, that galvanized the U.S. response to
ISIS. Groups such as Hezbollah have financed terrorism and proto-state ambi-
tions through transnational criminal enterprises for decades.® But the surge by
jihadi groups to fill the space opened by war and uprising underscores the urgent
need for a more comprehensive approach—one that tackles the full spectrum of

threats posed by these groups.
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A shift from finance to facilitation

Groups such as ISIS and Hezbollah maintain a much larger footprint than core Al
Qaeda and thus depend more heavily on a wide range of logistical support beyond
financial transfers. These organizations often rely on related networks both to
make money—such as ISIS’ illegal oil trade—and move material and people, such
as foreign fighters.” Terrorist groups’ financial flows often move through these
larger facilitation networks. Therefore, measures to disrupt these flows should be
more fully integrated into wider—often ongoing—efforts that target these facilita-
tion networks. Sanctions should be synchronized with military action and efforts

to bolster border control in order to better target terrorists’ bottom lines.

This report outlines three financial models of terrorist groups, reviews the evolu-
tion of the U.S. counter terrorist finance system, and takes stock of challenges that
are confronting that system. The report also reviews progress and the remaining
challenges across the Middle East, with specific attention paid to the Persian Gulf,
ISIS, and Iran. It then argues for a more robust approach that involves the entire
tederal government and goes beyond the current focus on sanctions and designa-

tions to disrupt support for the main sources of threat.®

A key to success will be to mobilize the full interagency toolset in order to
confront groups such as ISIS and Hezbollah. The first set of recommendations
calls for a task force structure that would integrate operations, improve metrics
to measure impact, and sustain pressure on recalcitrant partners. The second and
third sets offer specific counter finance and facilitation measures to confront the

top priority targets—ISIS and Iranian proxies—as outlined below.

Recommendations for the U.S. government

* Use a task force model to mobilize all relevant agencies at the operational level
to disrupt the funding and support of the most dangerous terrorist groups to
American security and interests.’

* Establish impact-based metrics that are specific to the ends, ways, and means of
the most dangerous terrorist groups in order to measure the full effect of coun-
ter threat finance, or CTF, efforts.

* Strengthen financial diplomacy by signaling that the United States is prepared to
use Section 311 of the USA PATRIOT Act, or Patriot Act, against the worst ter-
ror finance offenders in order to curtail their access to the U.S. financial system.
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* Pilot the concept of a so-called white list—which documents financial institu-
tions that are approved to do business in a specific country—in Somalia in order

to mitigate the unintended consequences of CTF policy.

Recommendations on Iran

* Conduct a comprehensive review of all Iranian entities that are covered by U.S.
nuclear-related sanctions in order to ensure that all entities eligible for designa-
tion under terrorism-related authorities are sanctioned.

* Step up enforcement of secondary sanctions against entities that do business
with or provide material assistance to Iranian individuals and entities that are
designated under terrorism sanctions.

* Establish a regional task force with partners in Europe and the Middle East to

counter Iranian terror finance.

Recommendations on ISIS

* Maintain military pressure on ISIS in order to disrupt their operations and control
of resource-rich territory and increase targeting of critical facilitation networks.

* Ensure that CTF and military targeting are collocated to analyze and target ISIS
financing and wider facilitation networks.

* Update the United Nations sanctions lists to include more members of ISIS and
its affiliates.

* Bolster Turkey’s capacity to secure its borders against terrorist threats—espe-

cially those posed by ISIS—and maintain domestic stability.

It is unlikely that these recommendations will completely dry up the resources of
Iran, ISIS, or the myriad other groups and countries that threaten the United States
and its interests around the globe. But that is not the right way to think about the
problem. Instead, CTF efforts should aim to make America’s adversaries devote
more time and energy to securing resources than sowing chaos in the Middle East

and beyond. The recommendations in this report intend to do just that.
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Three models of threat
finance and facilitation

Terror finance has received the widespread attention in the media and within the
U.S. government since the terrorist attacks of 9/11, but it is only one avenue of
threat facilitation. Threat facilitation refers to the means by which individuals and
organizations acquire the funds and resources necessary to carry out activities that
threaten the security and interests of the United States and its allies. The revenue
streams of narcotics traffickers, pirates, cybercriminals, and organized crime syn-
dicates, for example, fall under the broader umbrella of threat finance. So do the
funding sources that are available to the local insurgencies that control territory.
In some cases, one kind of activity finances another—as has been the case with

opium trafficking for the Taliban and kidnapping for Boko Haram.

Wider facilitation networks include financing but extend to the full range of internal
and external networks that allow adversaries to transport, smuggle, sell, and pur-
chase everything that they need to conduct their operations. Just as money transfers
and movements are often vulnerable to U.S. disruption, so too are traditional smug-
gling routes, border crossings and ports, criminal activities, propaganda tools and

media networks, and required relationships with local power brokers.

Terrorist groups employ three primary financing models that threaten U.S.
interests: fundraising via donations; rent extraction through territorial control;
and traditional state sponsorship. The donation model relies on the international
financial system to raise and move money—much as one might transfer money to
a relative’s bank account. State sponsorship can involve both formal money trans-
fers and physical transfers of cash and commodities. The tools that that the United
States and others put in place before 9/11 focused on state sponsorship; the tools
established after 9/11 have substantially constrained abuse of the international
financial system by terrorist financiers, both private and public. But these tools are
less effective against threat financing methods that operate outside the interna-
tional financial system—in particular, terrorist groups that extract the means to

support themselves from the territory, resources, and people they control.
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Donations for Al Qaeda

The core Al Qaeda organization that attacked the United States on 9/11 relied
principally on donations to fund its operations, to the tune of some $30 million
per year. On the eve of 9/11, core Al Qaeda dedicated anywhere from one-third to
two-thirds of this budget to payments to the Taliban for providing it a safe haven."’
Post-9/11 actions, including the U.S.-led overthrow of the Taliban in Afghanistan,
put a dent in Al Qaeda’s finances. The group’s annual budget declined to “a few
million dollars” by 2004 and only $1 million by 2010."

Core Al Qaeda’s strategic model viewed holding and governing territory as
secondary to planning, supporting, and executing terrorist attacks against the
United States and its allies. These attacks are relatively inexpensive compared with
the insurgent model of governance and territorial control. The 9/11 attacks, for
instance, cost Al Qaeda only $400,000 to $500,000."” To finance these attacks, Al
Qaeda raised funds through donation and charity networks in the Persian Gulf
and elsewhere in the Middle East and Europe. Only in 2010 did Al Qaeda turn

to kidnapping-for-ransom, a tactic commonly associated with the rent-extraction

approach to self-financing, in order to fund its operations.

Rent extraction by ISIS

The second threat financing model is based on extracting rents from territory
and populations that are under terrorist control. Although core Al Qaeda and the
new wave of jihadi groups share similar ideological goals, they differ significantly
on strategy and financing. Unlike core Al Qaeda, the new wave of jihadi groups
seeks to conquer and hold territory. As a result, they are able to extort money and
resources from the people and loot the localities that fall under their sway, impos-
ing a de facto tax on the local population. At the same time, these groups have
much greater overhead than Al Qaeda does. They must pay a larger number of
fighters and provide services such as power and sanitation—however crude—to

local populations. These are all activities that Al Qaeda has never attempted.

ISIS is the most prominent contemporary example of this self-financing model.
As the Financial Action Task Force—an intergovernmental group that was estab-
lished in 1989 and outlines best practices to counter illicit financial activities, such
as terror financing and money laundering—said in its February 20185 report on

ISIS financing, the group “obtains the vast majority of its revenues through local
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criminal and extortion activities in the territory where it operates.”" These activities
include oil sales; kidnapping-for-ransom; “a sophisticated extortion racket”; and
general criminality, such as robbery, looting, and theft—including of local state-
owned banks in the Iragi territory that it seizes.'* These activities would not be

possible without “the threat or use of force within [ISIS] operational territory.”'s

Similarly, Boko Haram—the Nigerian militant group that has sworn allegiance

to ISIS—also funds itself through control of territory and people. Extortion,
robbery, and looting are all major fundraising tactics for Boko Haram.'¢ But
kidnapping-for-ransom appears to be a main source of cash for Boko Haram and
other new-wave jihadis. Former U.S. Under Secretary for Terrorism and Financial
Intelligence David S. Cohen called it “today’s greatest source of terrorist financing
and the most challenging terror financing threat.”” Indeed, ISIS itself is estimated

to have made between $20 million and $45 million in ransoms in 2014 alone.'®

State financing

State sponsorship remains an important financial model for terrorist groups in the
Middle East. Under this model, governments directly provide funding to terrorist
groups in order to subsidize their activities. Governments that finance terrorist
groups often engage in terrorism themselves, such as Muammar Qaddafi’s Libya or
contemporary Iran. But in the present context, state financing refers the transfer of
funds and material from a government to a nonstate terrorist group—not a state

that is engaging in terrorist activities itself.

Today, Iran is the world’s most active state sponsor of terror. For example, Tehran
provides Hezbollah with hundreds of millions of dollars in financial aid every
year. But Iran’s support for terrorism does not end with money—Tehran has been
caught repeatedly attempting to smuggle arms to militant groups operating from
Gaza to Yemen. Iran has backed the Assad regime in Syria in large part to maintain
alogistics conduit to Hezbollah. It has also mobilized Shia militia proxies to fight

in Syria from as far away as Afghanistan.”

State financial support for terrorist groups can be divided into active and passive
support.*® Active financial support occurs when states provide direct funding to
terrorist groups. Iran remains the most prominent contemporary example, subsi-
dizing terrorist groups—such as Hezbollah and Hamas—to the tune of hundreds
of millions of dollars per year.*' Pakistan, with its support for anti-India Islamist
militants such as Lashkar-e Taiba and the Afghan Taliban, can also be considered

an active state terror financier.?
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Passive financial support occurs when a state does not provide direct assistance to
terrorist groups but “knowingly allows other actors in the country to aid a terrorist
group”—as Saudi Arabia did for Al Qaeda before 9/11.> Passive state financing
operates along a spectrum of complicity. At one extreme are states that do not
wish to see their financial system being used to support terrorist activity, but their
government officials lack the knowledge and technical sophistication to identify
and disrupt illicit money flows. On the other end are states that support the aims
or methods of terrorist groups but are unwilling to directly fund or enable them,
opting instead for lax financial oversight. In between these extremes are states that
have poor visibility of or give low priority to preventing domestic terror finance

activity, such as the open fundraising in Kuwait for jihadis in Syria.**

The evolution of U.S. and international
counter threat finance architecture

U.S. laws and efforts have been in place for decades in order to impose costs
against state and nonstate actors for their support of terrorist activities. In 1995,
President Bill Clinton signed Executive Order 12947 that blocked the financial
transactions of those terrorist organizations and individuals that threatened
peace negotiations between Israel and the Palestinians.” President Clinton issued
this executive order under the authority of the 1977 International Emergency
Economic Powers Act, which allows the president to freeze the assets and block
the transactions of those individuals and organizations that are deemed “unusual
and extraordinary” threats to the United States.* This order was followed by
Executive Order 12978, which used the same legislative authority to impose asset
freezes and other sanctions on designated narcotics groups. This second executive
order provided the basis for the first financial sanctions against a single nonstate
actor: the Cali cartel of Colombia, which was added to the U.S. government’s
Narcotics and Blocked Persons List in 1995.7

In 1996, Congress passed the Anti-Terrorism and Effective Death Penalty Act, or
AEDPA. This legislation authorized the secretary of state to identify and designate
foreign terrorist organizations, or FTOs; prohibited Americans from providing
“material support or resources” to FTOs; and required financial institutions to
block all funds that are held by FTOs.?® Although money laundering had been
made illegal in 1986, the AEDPA represented the first formal criminalization of
terror finance by the United States.”
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After the East African embassy bombings in August 1998, President Clinton
issued Executive Order 13099 to add the entire core Al Qaeda group, as well

as Osama bin Laden and two other Al Qaeda leaders, to the list of sanctioned
individuals and entities under Executive Order 12947.*° According to the 9/11
Commission, these designations did not lead to much action due to a lack of intel-
ligence on Al Qaeda’s finances.* The Clinton administration had better luck going
after the Taliban’s finances after the group was designated an FTO in 1999, block-
ing $251 million in Taliban funds that were held in the United States.**

In the same year that Al Qaeda was designated an FTO, the U.N. Security Council
passed Resolution 1267. This resolution required all states to freeze the financial
assets of designated individuals and entities that were associated with Al Qaeda;
prevent the travel and transit of designated individuals; and prevent the sale of
arms to designated individuals and entities.*® The U.N. 1267 Sanctions Committee
made its first designations on January 25, 2001.** As of November 2015, the com-
mittee continues to maintain a list for sanctions of hundreds of individuals and

dozens of groups that are associated with Al Qaeda.

In the wake of 9/11, the United States and the international community focused
on preventing terrorist abuse of the international financial system. The primary
tool that both the United States and the United Nations has used to combat Al
Qaeda’s finances is the designation of terrorist groups and individuals. These
designations are designed to freeze individuals and groups out of the international
financial system. The United Nations relied on the 1267 Committee to combat
terror financing, while President George W. Bush issued Executive Order 13224
shortly after 9/11.% This executive order built on and expanded the earlier execu-
tive orders issued by President Clinton in the 1990s, and it remains the founda-

tion for U.S. terror finance designations today.

Other measures, including the Patriot Act, added more anti-money laundering

and CTF rules and authorities. The Patriot Act requires financial institutions to
develop anti-money laundering programs and imposes due-diligence requirements
on financial institutions that have correspondent accounts overseas. It also expands
the scope of financial institutions that are required to submit Suspicious Activity
Reports, or SARs. Section 311 of the Patriot Act gives the Treasury Department
the authority to designate foreign countries, foreign financial institutions, classes of
financial transactions, and types of financial accounts as “primary money launder-

ing concerns.” Once invoked, Section 311 requires U.S. financial institutions to
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take “special measures” against them. The most powerful of these measures is a
prohibition on the opening and maintenance of U.S. correspondence accounts with
the designated country or entity. The prohibition has the effect of sharply limiting
opportunities for transactions that involve the U.S. financial system or U.S. dollars.
Since 2001, this authority has been used relatively sparingly against just four coun-

tries and nine financial institutions.*

The U.N. International Convention for the Suppression of the Financing of
Terrorism went into effect in April 2002, just more than two years after being
opened for signature and roughly six months after 9/11. The convention defines
terror financing as the provision or collection of funds for an act that is “intended to
cause death or serious bodily injury to a civilian, or to any other person not taking
an active part in the hostilities in a situation of armed conflict, when the purpose of
such act, by its nature or context, is to intimidate a population, or to compel a gov-

ernment or an international organization to do or to abstain from doing any act.”*’

Furthermore, the convention requires parties to establish terror financing as a
criminal offense that is “punishable by appropriate penalties.” Neither Iran nor

Lebanon have signed or acceded to the convention.*®

Finally, in the wake of 9/11, the Financial Action Task Force, or FATF, issued
Nine Special Recommendations for best practices in countering terror financing,
These recommendations were merged with the Forty Recommendations to fight
money laundering, which were first issued by FATF in 1990 and have been revised
three times, including twice since 9/11—in 2003 and 2012.*” Together, these rec-
ommendations constitute a best-practices model for anti-money laundering and
counter terror financing legislation and policy. In addition, FATF conducts regular
mutual evaluations of member countries to ensure that terror financing and anti-

money laundering laws are up to par.
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Taking stock: Potential areas for
improvement in the U.S. counter
threat finance architecture

After 9/11, the U.S. government erected a revamped policy framework to counter
the financing of traditional terrorist groups such as Al Qaeda. But in the 14 years
since the terrorist attacks on New York and Washington, the threats facing the
United States have evolved. Networks such as Al Qaeda still exist, but more and
more extremist groups—such as ISIS—aim to hold and control territory like
traditional insurgencies. Sponsorship of terrorism and insurgency gives states such
as Iran the ability to foment chaos around the world. Just as it did after 9/11, the
United States should build on the foundations of existing CTF policy to adapt to a

changing threat environment.

A whole-of-government approach to counter terror financing

For the past two decades, the Treasury Department has been the main player in
U.S. CTF efforts. Most of the U.S. government’s major CTF successes over the
past 20 years have come from the Treasury Department’s use of designations

to enforce sanctions against terrorist groups, drug cartels, and the like. By all
accounts, the Treasury Department has both the tools and the sophistication to

respond effectively to the broad spectrum of threat finance challenges.

But the prevailing approach—under which financial sanctions are expected to
function as the tip of the spear—may need to evolve in order to keep pace with
the threats. The Treasury Department’s threat finance workload has grown sub-
stantially in recent years, but funding and personnel resourcing for the depart-
ment has begun to lag. This resourcing challenge has emerged in some of the
Treasury Department’s efforts to support the activities of other agencies. The
Treasury Department performs admirably against threats when it is the lead actor,
for instance, but limited resources have raised concerns regarding its support for
the wide range of CTF programs led by the U.S. Department of Defense, the CIA,
the FBI, and other agencies.
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This under-resourcing is in part a result of bureaucratic culture within the Treasury
Department itself. The department views itself as the steward of the nation’s eco-
nomic resources and guardian of the federal budget. Senior Treasury Department
officials are often reluctant to seek an expanded budget, as they view it as inconsis-

tent with the Treasury Department’s reputation as a champion of fiscal prudence.”

The evolution of threat finance itself has also raised cause for concern. Since
President Clinton issued Executive Orders 12947 and 12978 in 1995, threat
finance has undergone two major evolutions—but the U.S. CTF framework has
seen only one major overhaul. The first evolution was Al Qaeda’s use of the formal
financial system to collect donations to fund its terrorist activities, which occurred
on a scale and with a degree of breadth and sophistication that exceeded anything
that had preceded it. This change was met with the new authorities of the Patriot
Act, Executive Order 13224, and the United Nation 1267 Committee, which

cracked down on these fundraising networks.

Today, however, with core Al Qaeda’s influence and capabilities diminished, many
of the gravest challenges to American security come from groups that rely on self-
financing rather than on donations or state sponsorship to fund their activities.
These groups operate largely outside the formal financial system and are therefore
less vulnerable to financial sanctions. Although Treasury Department designations
remain essential in combating terror finance, they are no longer sufficient in and
of themselves to neutralize threats.*' Other government agencies—including the
CIA, the FBI, and the Defense Department—need to take larger roles to fill the
gaps in combating these new threats.

The U.S. National Security Council, or NSC, is responsible for the overall
coordination of interagency efforts to disrupt terrorist financing, and it exercises
this responsibility through a subgroup of the Counterterrorism Security Group,
or CSG. Known as the Terror Finance Sub-CSG, or TF Sub-CSG, this body has
primary responsibility for ensuring proper coordination of CTF activities and
information sharing. It also addresses departmental primacy and jurisdiction. A
primary mission of the subgroup is to coordinate designations of terrorists and
their affiliated groups.” But in light of the rise of self-financing terrorist groups,
it may now be necessary to broaden the scope of the TF Sub-CSG beyond the

focus on designations.
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It may also be necessary to establish mechanisms or structures to drive greater
operational integration between the Treasury Department, the U.S. military, and
other relevant intelligence and law enforcement agencies. This is particularly true
for the twin terror finance challenges of Iran and ISIS. Mapping Iran’s parallel
financial system and determining how ISIS generates revenue will require more
analytical capacity than the Treasury Department can bring to bear on its own. All
relevant U.S. government agencies will have to work together more efficiently and

effectively to counter these threats.

Do existing metrics measure success?

There is a growing consensus among both scholars and practitioners that the
robust CTF framework put in place after 9/11 has been broadly successful in
reducing the terrorist finance threat to the formal international financial system.*”
The United States and its international partners have become adept at blocking
terrorist and organized crime financiers from using that system to move money.
Indeed, in a now-famous anecdote from 2005, the deputy commander of core Al
Qaeda appealed to his erstwhile protégé in Al Qaeda in Irag—the precursor to

ISIS—to send funding back to the umbrella organization.**

But the overall impact of the framework on global efforts to degrade and defeat
threats, including but not limited to terrorist groups, is less understood. The
Financial Action Task Force has traditionally evaluated countries in the Middle
East and elsewhere through a “technical compliance” assessment of relevant legal
and institutional frameworks of a given country.* This methodology provides a
comprehensive review of the laws and procedures that governments have on the
books. While these elements constitute the fundamental building blocks of a CTF
system, they do not measure the actual enforcement of the legislation in question

or the actual impact on the actual flow of illicit finances.

However, a recent evolution in FATF evaluation methodology highlights an
important shift of the policy and analytical paradigms. Beginning in late 2013,
FATF instituted an “effectiveness assessment” to evaluate the “adequacy of the
implementation” and identify the extent to which a country’s anti-money laun-
dering and combating the financing of terrorism, or AML/CFT, framework is
stopping illicit activities from occurring within its financial system.* This new
effectiveness methodology has been tested in a handful of countries—such as

Spain—but has yet to be applied systematically in the Middle East.”’
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The United States itself is due to be assessed by FATF under the new methodol-
ogy in 2016. In advance of the review, the Treasury Department issued its first
ever “National Terrorist Financing Risk Assessment” in June. Out of the approxi-
mately 13,000 depository institutions in the United States that were operating
between 2006 and 2012, for instance, only 1 percent was subjected to formal
AML/CTF enforcement actions. While this is good news, the report found that
“terrorists are rapidly seeking to develop new strategies” to circumvent the formal
system. Only 8 percent of terror finance cases brought in federal court after 2007
involved the movement of funds directly through the banking system—down
from 30 percent in the period from 2001 to 2007.%

More robust protections for the international financial system appear to have led
threat financiers to look for ways around the formal system. Money increasingly
moves through an alternate system of informal conduits, new forms of technol-
ogy—including cryptocurrencies such as bitcoin—and at times cash. These
trends complicate efforts to evaluate or quantify the real-world impact of the
global CTF efforts. Looking only at the U.S. system, the 2015 “National Terrorist
Financing Risk Assessment” uses information from court cases and enforcement
actions as its metric of analysis. Few open source assessments of the quantitative
impact of designations or enforcement actions on the actual financial flows or
capabilities of terrorist organizations are available. While the new FATF assess-
ment methodology marks a significant improvement, real metrics of effectiveness

still elude policymakers and legislators.

In short, a new, more wide-reaching methodology for assessing CTF effectiveness

is required. While the new FATT effectiveness assessment framework is a welcome
development, it is aimed at stopping a broad range of abuse of formal financial insti-
tutions, rather than threat financing specifically. As such, the FATF methodology
captures only a subset of contemporary threat finance activity. Effectively combating
all the means—which are increasingly diverse, innovative, and informal—by which

terrorist organizations fund their operations demands a new methodology.

The unintended consequences of de-risking

After more than a decade of expanding sanctions and increased compliance
costs, banks often seek greater clarity about what they can and cannot do in
specific circumstances; when such clarity is lacking, they often simply cut client
ties altogether. As a result, many financial institutions engage widely in so-called
de-risking—refusing or terminating a business relationship with a client or other

financial institution that is deemed a high risk.
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De-risking is a broader endeavor than the application of international blacklists
and is highly discretionary, often turning on criteria that are specific to a given
financial institution. Institutions undertake de-risking not only to ensure compli-
ance with designations from the Treasury Department but also to mitigate a range
of related legal, reputational, and financial risks, including liability issues and
potential sanctioning by U.S. and European banking regulators. While de-risking
does constrict the flow of money to terrorist groups, the ripple effects can result in
collateral damage for other U.S. policy objectives.

In some select cases, AML/CFT frameworks have been too successful in reduc-
ing financial institutions’ appetite for risk. Banks and other financial institutions
in high-risk jurisdictions may simply lose relationships with North American and
European financial institutions. The loss of these relationships can cut off a major
conduit for inbound remittances from diaspora populations. In the past two years,
de-risking has led U.S. and UK. financial institutions to end relationships with
thousands of banks across the world. Africa has been the most affected region.*
This trend can undercut efforts to promote economic growth in high-risk coun-

tries where the United States has strong interest in promoting stability.

The most prominent example of the unintended consequences of de-risking
occurred in Somalia. The United States has aggressively used blacklists against
Somali individuals and entities as part of its effort to prevent funds from flowing
to al-Shabaab, the local Al Qaeda affiliate.”® Given these restrictions, on top of the
inherently low-profit business environment in Somalia, most financial institutions
have refused to transfer legitimate remittances. As of this writing, there are no U.S.
financial institutions that are willing to engage in remittances to Somalia. This lack
of financial engagement, in turn, undermines the emerging U.S.-backed Somali
government and deprives the Somali people of their largest source of income. It
has also redirected money flows to Somalia through intermediary markets with
less oversight and lower compliance than Western jurisdictions.*' By unintention-
ally weakening the Somali government, the United States is ironically making it
more difficult to defeat al-Shabaab in the long run.

While some de-risking is useful in the fight against illicit finance, it should not

be the only solution to high-risk customers: An alternative, but more resource-
intensive, solution is for institutions to allow high-risk customers to open accounts
and maintain banking relationships that are subject to enhanced oversight and
controls. But few financial institutions are likely to adopt this approach absent

encouragement from the United States and other developed countries.

15 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East



The Gulf states

The Middle East remains an important center of state financing of Islamist extrem-
ist groups. Among the Gulf states, passive threat financing is the prevailing model.
Many Gulf states have been at some point an important source of funds for terrorist
organizations such as Al Qaeda. The prevalence of passive finance can be linked to

a series of factors, including the close proximity to centers of terrorist activity, the
substantial population of domestic extremist sympathizers, and numerous high-
wealth individuals. Such factors are compounded by local power brokers who oper-
ate with a degree of impunity and a robust—but loosely regulated—banking sector

whose growth has outpaced the oversight capacity of regional governments.

The U.S. government has expended significant resources in an effort to curb passive
state finance among its Gulf Cooperation Council, or GCC, partners over the past
decade. For many years, the focus of this effort was Saudi Arabia, whose financial
institutions were an important source of funds to Al Qaeda both before and after
9/11. More recently, Kuwait and Qatar have emerged as major areas of concern for
U.S. officials. The ongoing civil war in Syria has exacerbated the problem. Treasury
Department officials have singled out Qatar and Kuwait as “permissive jurisdic-
tions” for funding for ISIS and other extremist groups that are participating in the
conflict.’” In contrast, U.S. officials praised “the close collaboration and strong steps

taken by the Emiratis and Saudis to combat ISIL financing.”**

Qatar, in particular, has been a top priority for U.S. counter terror finance officials

in recent years. A 2009 Department of State cable described Qatari counter terror-
ism cooperation as “the worst in the region.”>* In 2014, senior U.S. administration
officials asserted that Qatar accounted for more financial support to ISIS and other
extremists groups than any other country, including Saudi Arabia.* The Obama
administration has worked diligently to persuade Qatar that action on terror finance
is an essential component of a positive U.S.-Qatar bilateral relationship. This mes-
sage has been communicated at the highest levels of government and was critically

reinforced by senior Treasury Department officials during recent visits to Doha.*

There are some initial signs that these efforts are beginning to yield results. High-
level démarches, combined with Doha’s sensitivity to its international image as it
prepares to host the World Cup in 2022, appear to have prompted Qatar to adopt
amore cooperative stance at the political level on terror finance matters.”” It is too
early to determine if this shift in stance on terror finance in Qatar will lead to sus-
tained action over the long term. But continued pressure from the United States

and its partners will likely be critical in avoiding backsliding.
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Saudi Arabia has made substantial progress on counter terror finance issues in the
period since 9/11, and today, it is second only to the United Arab Emirates among
GCC states in its commitment to and competency in protecting its financial
system from abuse by terrorist financiers. But significant room for improvement
remains. The same 2009 State Department cable stated that, while the Saudi
government “takes seriously the threat of terrorism within Saudi Arabia, it has
been an ongoing challenge to persuade Saudi officials to treat terrorist financing
emanating from Saudi Arabia as a strategic priority.”*® The sheer magnitude of
Saudi Arabia’s wealth and population relative to that of its neighbors means that it
remains a major arena of terror finance in the Middle East. Of special concern is
the role played by Saudi individuals and charities, most of which are run by promi-

nent individuals who are shielded from prosecution by the Saudi government.*

The United Arab Emirates is the leading financial center in the GCC and has
made notable strides in building a meaningful AML/CTF framework since

9/11. Despite this progress, the country continues to serve as a financial hub for
countries in the region such as Iran. The United Arab Emirates has revised and
strengthened its anti-money laundering legal authorities, establishing both a finan-
cial intelligence unit and financial task force to share terror finance-related infor-
mation and train domestic financial institutions on best practices.® Nonetheless,
effective oversight of the country’s informal markets has proven difficult. The
Dubai gold market and the informal money transfer systems known as hawalas
remain sources of concern.® Recent legislation has imposed a mandatory registra-
tion and licensing requirement for hawala agents, or hawaladars. While this is an

improvement, it is too soon to assess its impact.*?

Kuwait, which has received comparatively less attention than Saudi Arabia and
Quatar for its role in financing terrorism, has been less responsive to U.S. pressure.
This is partly a function of the Kuwaiti government’s ambivalence toward certain
extremist movements, but also—and more importantly—it is a result of the more
open character of the country’s political system.®® Even assuming that the govern-
ment can be moved to a more aggressive position on combating terror finance,
officials may lack the appropriate levers to see that this position is effectively
enforced at the level of individual financial institutions. This lack of capacity has
made Kuwait a particularly problematic jurisdiction from a terror finance perspec-
tive: A senior U.S. government official told the Center for American Progress that

Kuwait now presents a more serious terror finance risk than Qatar.**
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Today’s biggest challenges in
the Middle East: Iran and SIS

There are two primary challenges to the policy architecture that has been built
since 9/11 to combat threat financing: Iran’s ongoing sponsorship of terrorist
groups, including Hezbollah, and ISIS and its network of affiliates. Both Iran and
ISIS work around existing measures to counter terror financing by avoiding the
international financial system—albeit in vastly different ways. If a terrorist or ter-
rorist group moves or collects money outside the international financial system,

there is little that the battery of post-9/11 measures can do about it.®

The United States has listed Iran as a state sponsor of terrorism since 1984 and has
sanctioned Iranian proxies, such as Hamas and Hezbollah, since 1995.% In 2007,
the United States started sanctioning Iranian individuals and entities—including
the Quds Force of the Islamic Revolutionary Guard Corps, and its commander,
Qasem Suleimani—under Executive Order 13224.%” But none of these actions has
halted or substantially cut the flow of Iranian funds to terrorist groups. According
to the Financial Action Task Force, Iran’s continued financing of terrorism remains

a “serious threat ... to the integrity of the international financial system.®®

Iran has been able to move funds to regional proxies in large part because it does
not rely on the international financial system to do so. Tehran moves cash in bulk
through Syria and Lebanon, the latter of which “may be the largest bulk cash
money laundering country in the world.”® Moreover, it is far-fetched to imagine
the Assad regime—which depends on Iran and its proxies for its very survival—
complying with U.S. counter terrorism sanctions against Iran and its proxies. In
effect, Iran has established a parallel transnational financial system to transfer

funds to allies such as the Assad regime and proxies such as Hezbollah.
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This financial support is not limited to support of Hezbollah—which, according
to the U.S. government, receives hundreds of millions of dollars per year from
Tehran—or the Assad regime. Iran also funds Iraqi Shia militias that are respon-
sible for sectarian atrocities, as well as Palestinian terrorist groups from Hamas
to the Popular Front for the Liberation of Palestine-General Command.” More

recently, Tehran has sent money to Houthi militants in Yemen.”!

In the wake of the nuclear agreement between China, France, Russia, the United
States, the United Kingdom, and Germany—or the P5+1 countries—and Iran,
Tehran is expected to receive tens of billions of dollars in frozen funds as sanc-
tions related to its nuclear program are lifted.” Iran has not been shortchanging

its regional proxies—even under sanctions—and much of this new money will
likely go to meeting Iran’s substantial domestic economic needs. But the financial
cushion provides more breathing room for Iran to increase its support of nonstate
actors and terrorist groups that contribute to instability in the Middle East. Iran’s
parallel financial system will make it all the more difficult for the United States and

its partners to neutralize this potential problem.”

Where Iran has established its own closed financial system to fund proxies and allies
in the Middle East, ISIS has taken a different approach in Syria and Iraq. Like other
terrorist and insurgent groups throughout history, ISIS generates its own funds
through criminal activities. It, too, has little interaction with the formal international

financial system, rendering existing tools to counter terror finance ineffective.

Oil smuggling appears to be one of ISIS’ main sources of revenue. After an analysis
of documents that were recovered in a May 2015 raid on a key ISIS moneyman,
American intelligence agencies believe that ISIS generates between $8 million

and $10 million per month in revenue from oil and gas sales and smuggling—or
between $96 million and $120 million per year. ISIS also has access to money that
it has seized from local banks, which Treasury Department officials estimate as
between $500 million and $1 billion. Although ISIS continues to rely on extor-
tion and robbery for funding, American intelligence believes that these sources of

revenue offer little room for growth.”
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Still, in early 2015, the Treasury Department estimated that these mafia-style
activities yielded “at least several million dollars per month” in revenue for ISIS.”
At a rate of $S million per month, extortion would generate $60 million per year
in revenue for ISIS. Moreover, according to U.N. estimates, ISIS received some
$35 million to $45 million in ransoms from kidnapping in 2014 alone.”® The
group’s combined revenue from oil and gas, extortion, and kidnapping-for-ransom

could therefore stand at between $191 million and $225 million per year.

In sum, we estimate that ISIS likely has access to between $691 million and $1.225
billion in funds. But it also has expenses—most notably, salaries for fighters.
Monthly salaries average between $350 and $500 per fighter, but can run as high as
$1,000 per month for a foreign fighter.”” With as many as 22,000 foreign fighters out
of 32,000 total, salary payments could cost ISIS $306 million per year, potentially
outstripping its annual revenue and forcing it to rely on the money that it seized
during its 2014 conquests.” ISIS must also pay its local Iraqi and Syrian fighters, as
well as provide rudimentary public services to the populations that it brutally rules,

possibly making its overall operating costs unsustainable in the long run.

Although ISIS’ finances are insulated from the international financial system, they
are not totally isolated from it. To smuggle oil and gas, the group must interact
with middlemen to ship those resources out of its territory, and those middle-
men may be susceptible to traditional tools that combat terror finance. Indeed,
Treasury Department officials have announced their intent to target these middle-
men with sanctions designations, though it is unclear what impact such designa-

tions may actually have on ISIS’ finances.”

Ultimately, however, the only sure ways to deprive ISIS of revenue are to impose
significant costs on its operations and to roll back its control of territory so that it
cannot extract rents, both of which can be done only through military action. As the
FATF notes, “Every military strike and prolonged battle without ISIL victory slowly
incurs fiscal injuries which simultaneously damage the group’s ability to generate
new revenue and necessitates further spending to recoup losses.” In other words, a

prolonged military campaign will bleed ISIS dry in more ways than one.
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Policy recommendations

To combat the challenges of Iran and ISIS, the United States will have to refocus
and revise its efforts to counter terror financing. Simply designating bad actors for
sanctions will not halt the flow of funds to terrorist groups if those actors operate
largely outside the legitimate international financial system. A more comprehen-
sive and aggressive approach will be needed to substantially damage the balance

sheets of ISIS and Iranian proxy groups such as Hezbollah.

General recommendations

Implement a task force model to mobilize relevant government agencies

For high-priority targets operating outside the international financial system,

the U.S. government should consider using a task force structure to mobilize all
relevant U.S. government agencies that are involved in counter threat finance and
facilitation operations. These task forces should be led by the government agency
that has the tools that are most relevant to the target or group in question. The
decision to mobilize a task force and designate its lead agency could be made by

the National Security Council.
For maximum efficacy, each task force would carry out four distinct functions:

1. Map financing and facilitation mechanisms of a particular organization using
all the intelligence sources available to the U.S. government—in particular, the
Treasury Department’s Office of Intelligence and Analysis.

2. Devise a strategy to disrupt the identified mechanisms using the full spectrum
of U.S. capabilities—including military operations, diplomatic engagement,
and Treasury Department designations.

3. Coordinate and integrate interagency efforts at the operational level in order to
implement the strategy.

4. Assess the effectiveness of the strategy on a periodic basis.
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Because different threats require different capabilities, the agency that has the best
tools to achieve the strategic objective would lead each task force. For most terror-
ist groups, the conventional framework led by the Treasury Department will con-
tinue to be the most appropriate model for undertaking CTF operations. But if an
organization is mostly self-funded through kidnapping and territorial control in
an area where the U.S. military is engaged, for example, the Defense Department
should lead. These task forces could draw on the experiences of Joint Interagency
Task Force South—which combats Latin American drug trafficking.*!

Establish real, impact-based metrics

Traditional assessments of CTF efforts evaluate a government’s legal and institu-
tional framework for protecting the international financial system against terror-
ist financiers and review compliance within that framework. But these measures
do not fully capture or measure the impact of individual designations and other
enforcement actions on the financial well-being or capabilities of the terrorist or
other criminal organizations themselves. While the new Financial Action Task
Force assessment methodology marks a significant improvement, real metrics
of effectiveness elude policymakers and legislators. The United States should
establish a system of results-based metrics that is specific to individual terrorist
groups to measure the impact of CTF efforts. In the case of ISIS, for example, such
metrics would include the ability of organization to pay its fighters and provide

public services to the people under its control.

The challenge of developing such metrics is that there is no one-size-fits-all meth-
odology for effectiveness assessment, given the heterogeneous character of the
contemporary threat finance landscape. Different methodologies will be required
for different terror finance structures. Yet this does not mean that the United
States cannot build on past experience or must develop a new methodology for
every terrorist organization. Although the mechanisms of terror finance are more
complex and diverse than in the years immediately following 9/11, there are still
only a limited number of ways for rogue groups to fund their activities. A method-
ology for evaluating effectiveness in disrupting self-financing through kidnapping
and extortion for a Middle East-based terrorist organization, for example, is likely
to prove useful in combating similar organizations elsewhere in the world. The

National Counterterrorism Center would be well-placed to lead this effort.
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Strengthen diplomacy to crack down on terror financing

A number of America’s Gulf partners have improved their terror finance efforts in
the years since 9/11, but others remain lax in their enforcement of terror finance
prohibitions. U.S. political pressure at the highest levels—from the president on
down—has been successful in improving behavior and should continue. Moreover,
present and future U.S. presidential administrations should continue to ensure that
there is a single address for threat finance engagement between target countries and
the United States. Senior officials at the Treasury Department have played this role
effectively, making it increasingly difficult for countries to evade their responsibili-
ties or trade off cooperation on terror finance against other areas of mutual interest.
These approaches have seen results in key countries in the Gulf, including Saudi
Arabia.* Most recently, Qatar has responded to sustained pressure by signaling a

new willingness to cooperate on terror finance, though much remains to be done.*®

In particularly grave situations, the United States should seriously consider using
some of the more aggressive tools in its CTF arsenal—such as designating entities or
entire countries under Section 311 of the Patriot Act. Simply finding under Section
311 that a country is eligible for “special measures” could cause its government to
take its threat financing problems more seriously.** However, this step should not be
taken lightly. The United States has critical interests, including access to significant
military facilities, in many countries in the region. But signaling that the United
States is prepared to use some of the most powerful counterterrorist finance weap-

ons that it has could encourage better behavior by trouble governments.

The Treasury Department has imposed Section 311 measures against a sovereign
nation only once: Burma in 2004. In two other cases, against Ukraine and the
Pacific nation of Nauru, the department made the determination that a state was
eligible for sanctions but did not complete a formal rulemaking.* In all three
cases, the primary reason for the finding of Section 311 eligibility was the weak-
ness of the countries’ oversight of their respective financial systems and powerful
evidence that they had become money laundering havens.® And in all three cases,
the measures or threat of measures—in particular, the prohibition on the use of
correspondent accounts—were an important factor that led to those states’ over-
hauling of their anti-money laundering and combating the financing of terrorism

legal and regulatory frameworks.*”
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Consider the use of a so-called white list
to mitigate unintended consequences

The United States should continue to disrupt the funding of terrorist groups such
as al-Shabaab. But this objective must be undertaken in a way that does not inad-
vertently undermine long-term solutions to the chronic instability that is plaguing
failed states. As a step in this direction, the United States could create so-called
white lists—lists of approved financial institutions and channels in troubled coun-
tries that foreign banks can use without undue worry about terror finance risks.

In Somalia, for instance, U.S. policymakers and bank regulators should work with
the financial sector to explore a pilot project to develop a list of approved financial

institutions that do business in Somalia.

Rather than proscribing certain financial institutions from access to the United
States—and hence, global—financial system, white lists would signal that certain
financial institutions are preferred channels for funds from abroad in what would
otherwise be high-risk environments for terror finance. White lists would help
alleviate some of the unintended consequences of black lists that work at cross-

purposes with other, equally important American policy goals.

The issuance of a white list should be accompanied by a wider program of engage-
ment to ensure that all parties understand and buy into the concept. To this end,
the Treasury Department should consider creating a white list point of contact to
liaise with other U.S. and European agencies, as well as with compliance officers at

financial institutions.

Iran policy recommendations

The nuclear agreement between the PS+1 and Iran marks a triumph of diplo-
macy and is the strongest possible outcome for the United States and its
partners. It is the best way to stop Iran from getting a nuclear weapon. But the
agreement between Iran and the PS+1 countries is unlikely to change Iran’s
other bad behavior in the region. Although U.S. terrorism- and human rights-
related sanctions will not be lifted under the terms of the agreement, the United
States can and should act more aggressively to staunch the flow of funds from

Iran to proxies such as Hezbollah.
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Conduct a review to ensure comprehensive
coverage of the remaining sanctions

Before each Iranian individual and entity is removed from U.S. nuclear-related
sanctions lists, the United States should conduct a thorough review of its activities
to ensure that it cannot be sanctioned under terrorism-related authorities. These
authorities will not go away as the nuclear agreement with Iran is implemented
and can ensure that dangerous individuals or entities do not fall through the
cracks. Should an individual or entity be in line for removal from nuclear-related
sanctions lists while being eligible but not on terrorism sanctions list, it should be

sanctioned as swiftly as possible under those authorities.

Enforce secondary sanctions and use existing
laws in order to target Iranian proxies

The United States should actively enforce secondary sanctions against non-U.S.
individuals and entities that do business with or otherwise provide material assis-
tance to Iranian individuals and entities that are designated under terrorism sanc-
tions. Combined with deft diplomacy, the prospect of secondary sanctions helped
persuade other countries and businesses not to buy Iranian oil, eventually bring-
ing Tehran to the nuclear negotiating table.*® The threat of secondary sanctions
against violators of the Iranian terrorism sanctions will not be as comprehensive
or deep as those related to the nuclear issue. But they can nonetheless help finan-
cially squeeze bad Iranian actors. When key countries ignore these sanctions and
do business with Iranian terrorists—such as the reported recent visit to Moscow
by the Iranian Quds Force commander Qassem Soleimani—there should be seri-

ous implications for their bilateral relations with the United States.”

In addition, the United States should explore how to more aggressively use exist-
ing laws and authorities against Iran and its proxies. The Obama administration
could, for instance, make wider use of the authorities granted under Executive
Order 13244 in order to sanction more constituent parts of Iran’s proxy support
network. The United States should also mount a comprehensive effort to use
drug trafficking and organized crime laws—such as the Racketeer Influenced and
Corrupt Organizations Act, or RICO—to go after Iranian proxies. Hezbollah, in
particular, is deeply involved in organized crime.” Efforts to combat drug traffick-
ing and organized crime should not just target individuals but also banks, busi-

nesses, and organizations with ties to Hezbollah.
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Establish a regional task force to counter Iranian terror finance

In 2014, the United States partnered with the United Arab Emirates to set up a
joint financial counterterrorism task force. Building on this model, the United
States should consider establishing a new regional task force involving key part-
ners in Europe, Asia, and the Middle East that is dedicated to disrupting financial
flows from Iran to terrorist groups and other proxies in the region. This task force
can serve as a clearinghouse for intelligence on Iranian financial flows across the
region and the world. It can also serve as a mechanism to coordinate joint action

against Iran and its proxies across borders.

ISIS policy recommendations

Maintain military pressure on ISIS

Ultimately, the only way to significantly degrade the finances and facilitation net-
works of ISIS is to impose costs on its operations and roll back its control of ter-
ritory so it cannot extract rents. These goals can be accomplished only by steady
attrition through military action. Accordingly, the U.S.-led coalition fighting ISIS
should maintain its military pressure to disrupt and degrade the group’s criti-

cal facilitation networks, deny it further territory, impose continuing costs, and
ultimately roll back the terrorist army. So-called sanctions from the sky will not
by themselves fully degrade the facilitation network. But without such military
action, all other U.S. efforts will be of only marginal utility.

Ensure that counter threat finance and military targeting are collocated

In 2008, the United States established an interagency cell in Baghdad to “enhance
the collection, analysis, and dissemination of timely and relevant financial intel-
ligence to combat the insurgency” in Iraq.”' The cell became known as the Iraq
Threat Finance Cell and integrated U.S. Central Command, or CENTCOM,
analysts with representatives from the Treasury Department, the CIA, the FBI,
and other relevant government agencies.” The cell was considered so successful in

both analysis and targeting that it was replicated three years later in Afghanistan.
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The key to success was the collocation of analytical and operational work on threat
financing with military targeting. In order to facilitate strikes against ISIS revenue
sources, an ISIS Threat Facilitation Cell should be collocated with the relevant
military and intelligence targeting—either forward deployed, as in earlier cases, or

in the United States, as appropriate.

An ISIS Threat Facilitation Cell should conduct a thorough assessment of the
sources that the terrorist group is likely to tap outside of Iraq and Syria in order to
resupply itself in the medium term. A plan should be developed to move against
these potential suppliers once attrition forces ISIS to look outside its immedi-

ate confines for material support. Such a move would fit in well with an anti-ISIS
coalition military strategy of attrition, targeting potential sources of resupply by

nonmilitary means.

Update the U.N. sanctions lists

The United States can press the United Nations to place ISIS, its leaders and key
financial facilitators, and its affiliates on its sanctions lists. A number of indi-
viduals—such as ISIS leader Abu Bakr al-Baghdadi—are already on the United
Nations 1267 sanctions list, but others are not. If necessary, the United States
should push to expand the United Nations authority to sanction ISIS and its affili-

ates through a new UN. Security Council resolution.

The UN. Security Council has already passed Resolution 2199, which speci-

fies the application of anti-ISIS sanctions to “direct and indirect trade in oil and
refined oil products.” Ensuring that this resolution is adequately enforced should
be a top priority for the U.S. government and the anti-ISIS coalition. At very
least, Resolution 2199 paves the way for unilateral sanctions on illicit oil trade
middlemen by the United States, coalition members, and regional bodies such as
the European Union. It also offers the potential for these individuals to be listed
on the 1267 sanctions list. The sanctions against ISIS oil trade should also be

expanded to include natural gas and other natural resources ISIS exploits.
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Bolster Turkey's capacity to secure its borders
and maintain domestic stability

Turkey’s border with Syria has been the main access point to ISIS territory,
making it a central conduit for robust trade in the illicit goods and oil smuggling
that fortifies the ISIS economy and connects it with the international financial
system. Some analysts report that significant sums of money are wired to Turkey
and other neighboring countries and then carried across the border into ISIS
territory in cash.”* Moreover, other key U.S. partners in the region are critical of
what they have seen as a “free pass” given to Turkey on compliance with interna-

tional terror financing standards.”

Turkish authorities have insisted that they are committed to securing the border,
but progress was uneven before the July agreement with the United States to fight
ISIS. The problem may well be one of technical capacity, but Turkish authorities
also harbored concerns over a potential ISIS backlash inside Turkey itself—con-
cerns that appear to have been well-founded.”® The United States should take
advantage of Turkey’s newfound political will to fight ISIS in order to engage

Ankara on border security and counterterrorism to combat the ISIS threat.
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Conclusion

For decades, the United States has attempted to starve Middle East terrorist
groups and militias of the funds and material support that they need to sur-
vive. With the region’s civil wars fueled by resources from states such as Iran or
private donors in the Gulf, this task has become more important—and more
difficult—than ever before. Although the United States made largely success-
ful moves after 9/11 to insulate the formal international financial system from
abuse by terrorists, it has proven less successful at attacking the finances of
self-supporting insurgent groups, such as ISIS, or self-contained facilitation

networks, such as those of Iran and its allies.

Models of threat finance that operate beyond the reach of the Treasury
Department’s designations and sanctions are not new. To counter terror finance,
however, the United States will need new strategies that better integrate and utilize
the different capabilities that can be offered across the U.S. government. Military
strikes, for instance, may be the most effective tool against ISIS finances, while
diplomatic pressure from the White House on down may be needed to con-

vince an erstwhile partner to crack down on terrorist fundraising in its territory.
Threat finance and facilitation problems may share certain characteristics, but the
American policy response will likely need to adapt to differing circumstances. No

single counter threat finance policy will suffice.

It may ultimately prove impossible to completely collapse militant groups by
starving them of resources: There are likely too many ways for determined orga-
nizations to evade many of the tools that are available to the United States and its
partners. But American policy need not be absolute to have a significant effect on
the resources that are available to the terrorist groups and militias wreaking havoc
across the Middle East. With effective integration of all the capabilities at its dis-
posal, the United States can force those groups to focus more on their basic finan-

cial survival than on supporting attacks or sowing chaos in the region and beyond.

29 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East



About the authors

Hardin Lang is a Senior Fellow at the Center for American Progress, where he
focuses on U.S. national security and multilateral affairs, and Middle East policy.
He comes to CAP with 18 years of experience in peacekeeping, peacebuild-

ing, and stabilization, including a 12-year career with the United Nations. Most
recently, Lang was a senior fellow in the international security program at the
Center for Strategic and International Studies. During his tenure at the United
Nations, he has served as head of office for former President Bill Clinton in his
role as U.N. special envoy for Haiti, helped launch the U.N. stabilization in Mali,
and managed peace operations in Afghanistan, the Balkans, Haiti and Iraq. Lang
has written for the Economist Intelligence Unit, Foreign Policy, the National
Interest and the Wall Street Journal and appeared on the CNN, BBC, NPR, and
Fox News. He holds a master’s degree in public policy from Princeton University’s
Woodrow Wilson School of Public and International Affairs, and a master’s degree

in international history from the London School of Economics.

Peter Juul is a Policy Analyst at the Center for American Progress with a focus

on U.S. policy in the Middle East and South Asia. Juul holds an undergraduate
degree in international relations and political science from Carleton College in

his native Minnesota and a master’s degree in security studies from the School of
Foreign Service at Georgetown University. He is the co-author of Serving America’s
Veterans, a reference book on veteran’s affairs, and has published commentary

in U.S. News and World Report, the Atlanta Journal-Constitution, and the Foreign
Policy blog network. He has also appeared on radio and television news programs

including Alhurra and Al Jazeera English.

Trevor Sutton is a Nonresident Fellow with the National Security and
International Policy team at American Progress. Previously, Sutton worked at the
U.N. Development Programme, where he advised on anticorruption issues and
carried out investigations in Africa and Central Asia. He also served as a presi-
dential management fellow in the Office of the Secretary of Defense, where he
focused on defense policy in East and Southeast Asia, and as a judicial clerk at

the U.S. Court of Appeals for the District of Columbia Circuit. Sutton has pub-
lished on a range of legal and foreign policy issues, including a forthcoming book
on the constitutional legacy of the War on Terror written with Yale Law School
professor Owen M. Fiss. Sutton holds a B.A. from Stanford University; an M.Phil.
from Oxford, where he was a Marshall scholar; and a J.D. from Yale. He speaks
Mandarin and French. In addition to his work at American Progress, Sutton serves
as an advisor to the New York-based firm Veracity Worldwide, where he advises

clients on political and corruption risks and corporate social responsibility.

30 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East



Acknowledgments

The authors would like to thank CAP Senior Fellow William Wechsler and CAP

Senior Policy Advisor Ken Sofer for their support and guidance for this report.

31 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East



Endnotes

National Consortium for the Study of Terrorism and
Responses to Terrorism, “Boko Haram: An Assessment
of Strengths, Vulnerabilities, and Policy Options”
(2015) available at https://www.start.umd.edu/pubs/
START_%20SMA-AFRICOM_Boko%20Haram%20
Deep%20Dive_Jan2015.pdf.

N

U.S. Department of the Treasury, “Written Testimony of
Adam J. Szubin, Acting Under Secretary fo Treasury for
Terrorism and Financial Intelligence United States Sen-
ate Committee on Banking, Housing, and Urban Affairs,
Press release, August 5, 2015, available at http://www.

treasury.gov/press-center/press-releases/Pages/jl0144.
aspx.

w

Council on Foreign Relations, “U.S. Intelligence in a
Transforming World,” March 13, 2015, available at
http://www.cfr.org/intelligence/us-intelligence-trans-
forming-world/p36271.

EN

Research Service, April 2015.

v

Personal communication from U.S. State Department
officials, April 2015.

(o)}

Press, 2013) pp. 246-276, 317-344.

~N

Financial Action Task Force, “Financing of the Terrorist
Organisation Islamic State in Iraq and the Levant (ISIL)"
(2015), available at http://www.fatf-gafi.org/media/
fatf/documents/reports/Financing-of-the-terrorist-
organisation-ISIL.pdf.

8 The White House, National Security Strategy (Executive

Office of the President, 2010), p. 14, available at https://

www.whitehouse.gov/sites/default/files/rss_viewer/
national_security_strategy.pdf

el

Central Intelligence Agency, “CIA Launches New Coun-
terproliferation Center,’ Press release, August 18,2010,
available at https://www.cia.gov/news-information/
press-releases-statements/press-release-2010/cia-
launches-new-counterproliferation-center.html.

10 National Commission on Terrorist Attacks Upon the
United States, “The 9/11 Commission Report” (2002),
p. 171, available at http://govinfo.library.unt.edu/911/
report/911Report.pdf.

John Roth, Douglas Greenburg, and Serena Wille,
“Monograph on Terrorist Financing: Staff Report to
the Commission” (Washington: National Commission
on Terrorist Attacks Upon the United States, 2004),
p. 28, available at http://www.9-11commission.gov/
staff_statements/911_TerrFin_Monograph.pdf.

12 lbid,, p. 3.

13 Financial Action Task Force, “Financing of the Terrorist

Organisation Islamic State in Iraq and the Levant (ISIL),"

p.10.

14 U.S. Department of the Treasury, “Remarks of Under

Secretary for Terrorism and Financial Intelligence David
S. Cohen at The Carnegie Endowment For International

Peace, ‘Attacking ISIL's Financial Foundation,’ Press
release, October 23, 2014, available at http://www.

treasury.gov/press-center/press-releases/Pages/jl2672.

aspx; Financial Action Task Force, “Financing of the Ter-
rorist Organization Islamic State in Iraq and the Levant
(ISIL)," pp. 12-13.

32 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East

3

Personal communication from staff from Congressional

Matthew Levitt, Hezbollah: The Global Footprint of Leba-
non’s Party of God (Washington: Georgetown University

15 U.S. Department of the Treasury, “Remarks of Deputy

2

2

2

2

2

0

2

3

N

Assistant Secretary for Terrorist Financing Jennifer
Fowler at the Washington Institute for Near East Policy
on U.S. Efforts to Counter the Financing of ISIL," Press
release, February 2, 2015, available at http://www.
treasury.gov/press-center/press-releases/Pages/
jl9755.aspx.

National Consortium for the Study of Terrorism and
Responses to Terrorism, “Boko Haram,” pp. 24-25.

U.S. Department of the Treasury, “Remarks of Under
Secretary for Terrorism and Financial Intelligence
David Cohen before the Center for a New American
Security on ‘Confronting New Threats in Terrorist
Financing}’ Press release, March 4, 2014, available at
http://www.treasury.gov/press-center/press-releases/
Pages/jl2308.aspx.

The Daily Beast, “UN: ISIS Made $45M in Ransoms This
Year, November 25, 2014, available at http://www.the-
dailybeast.com/cheats/2014/11/25/un-isis-made-45m-
in-ransoms-this-year.html; U.S. Department of the
Treasury, “Remarks of Deputy Assistant Secretary for
Terrorist Financing Jennifer Fowler at the Washington
Institute for Near East Policy on U.S. Efforts to Counter
the Financing of ISIL"

U.S. Department of State, Country Reports on Ter-
rorism 2014 (2015), pp. 284-286, available at http://
www.state.gov/documents/organization/239631.
pdf; Philip Smyth, “The Shiite Jihad in Syria and its
Regional Effects” (Washington: Washington Institute
for Near East Policy, 2015), available at http://www.
washingtoninstitute.org/uploads/Documents/pubs/
PolicyFocus138-v3.pdf.

Daniel Byman, Deadly Connections: States that Sponsor
Terrorism (New York: Cambridge University Press, 2005),
p.222.

U.S. Department of the Treasury, “Remarks of Under
Secretary for Terrorism and Financial Intelligence
David Cohen before the Center for a New American
Security on‘Confronting New Threats in Terrorist
Financing”; U.S. Department of the Treasury, National
Terrorist Financing Risk Assessment 2015 (2015) pp.
17-18, available at http://www.treasury.gov/
resource-center/terrorist-illicit-finance/Documents/
National%20Terrorist%20Financing%20Risk%20As-
sessment%20-%2006-12-2015.pdf.

BBC News, “Pakistan ‘gave funds’to group on UN terror
blacklist,” June 16, 2010, available at http://www.bbc.
com/news/10334914.

Byman, Deadly Connections, pp. 222-238.

Elizabeth Dickinson, “Playing With Fire: Why Private Gulf
Financing for Syria’s Extremist Rebels Risks Igniting Sec-
tarian Conflict at Home” (Washington: Brookings Proj-
ect on U.S. Relations with the Islamic World, 2013), pp.
20-24, available at http://www.brookings.edu/~/media/
research/files/papers/2013/12/06%20private%20
gulf%20financing%20syria%20extremist%20rebels%20
sectarian%20conflict%20dickinson/private%20gulf%20
financing%20syria%20extremist%20rebels%20sectar-
ian%20conflict%20dickinson.pdf; William Maudlin, “U.S.
Calls Qatar, Kuwait Lax Over Terror Financing,’ The Wall
Street Journal, October 23, 2014, available at http://
www.wsj.com/articles/u-s-calls-qatar-kuwait-lax-over-
terror-financing-1414108799.


https://www.start.umd.edu/pubs/START_ SMA-AFRICOM_Boko Haram Deep Dive_Jan2015.pdf
https://www.start.umd.edu/pubs/START_ SMA-AFRICOM_Boko Haram Deep Dive_Jan2015.pdf
https://www.start.umd.edu/pubs/START_ SMA-AFRICOM_Boko Haram Deep Dive_Jan2015.pdf
http://www.treasury.gov/press-center/press-releases/Pages/jl0144.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl0144.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl0144.aspx
http://www.cfr.org/intelligence/us-intelligence-transforming-world/p36271
http://www.cfr.org/intelligence/us-intelligence-transforming-world/p36271
http://www.fatf-gafi.org/media/fatf/documents/reports/Financing-of-the-terrorist-organisation-ISIL.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Financing-of-the-terrorist-organisation-ISIL.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Financing-of-the-terrorist-organisation-ISIL.pdf
https://www.cia.gov/news-information/press-releases-statements/press-release-2010/cia-launches-new-counterproliferation-center.html
https://www.cia.gov/news-information/press-releases-statements/press-release-2010/cia-launches-new-counterproliferation-center.html
https://www.cia.gov/news-information/press-releases-statements/press-release-2010/cia-launches-new-counterproliferation-center.html
http://govinfo.library.unt.edu/911/report/911Report.pdf
http://govinfo.library.unt.edu/911/report/911Report.pdf
http://www.9-11commission.gov/staff_statements/911_TerrFin_Monograph.pdf
http://www.9-11commission.gov/staff_statements/911_TerrFin_Monograph.pdf
http://www.treasury.gov/press-center/press-releases/Pages/jl2672.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2672.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2672.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl9755.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl9755.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl9755.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2308.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2308.aspx
http://www.thedailybeast.com/cheats/2014/11/25/un-isis-made-45m-in-ransoms-this-year.html
http://www.thedailybeast.com/cheats/2014/11/25/un-isis-made-45m-in-ransoms-this-year.html
http://www.thedailybeast.com/cheats/2014/11/25/un-isis-made-45m-in-ransoms-this-year.html
http://www.state.gov/documents/organization/239631.pdf
http://www.state.gov/documents/organization/239631.pdf
http://www.state.gov/documents/organization/239631.pdf
http://www.washingtoninstitute.org/uploads/Documents/pubs/PolicyFocus138-v3.pdf
http://www.washingtoninstitute.org/uploads/Documents/pubs/PolicyFocus138-v3.pdf
http://www.washingtoninstitute.org/uploads/Documents/pubs/PolicyFocus138-v3.pdf
http://www.bbc.com/news/10334914
http://www.bbc.com/news/10334914
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.brookings.edu/~/media/research/files/papers/2013/12/06 private gulf financing syria extremist rebels sectarian conflict dickinson/private gulf financing syria extremist rebels sectarian conflict dickinson.pdf
http://www.wsj.com/articles/u-s-calls-qatar-kuwait-lax-over-terror-financing-1414108799
http://www.wsj.com/articles/u-s-calls-qatar-kuwait-lax-over-terror-financing-1414108799
http://www.wsj.com/articles/u-s-calls-qatar-kuwait-lax-over-terror-financing-1414108799

25

26

27

2

oo

29

30

3

32

33

34

3

«

3

(o))

37

38

3

]

40

41

33 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East

The White House, “Executive Order 12947: Prohibiting
Transactions With Terrorists Who Threaten To Disrupt
The Middle East Peace Process,” Federal Register 60 (16)
(1995): 5079-5081, available at http://www.treasury.
gov/resource-center/sanctions/Documents/12947.
pdf; U.S. Department of State, “Countries/Jurisdic-
tions of Primary Concern - United Arab Emirates,”
available at http://www.state.gov/j/inl/rls/nrcrpt/2014/
vol2/222842.htm (last accessed October 2015).

Roth, Greenburg, and Wille, “Monograph on Terrorist
Financing,” p. 37; International Emergency Economic
Powers Act, Public Law 95-223, 95th Cong., 1st sess.
(October 28, 1977), available at http://www.treasury.
gov/resource-center/sanctions/Documents/ieepa.pdf;
Martin A. Weiss, “Terrorist Financing: U.S. Agency Efforts
and Inter-Agency Coordination” (Washington: Congres-
sional Research Service, 2005), p. 3, available at http://
www.fas.org/sgp/crs/terror/RL33020.pdf.

U.S. Department of the Treasury, “Treasury Lifts Sanc-
tions on the Defunct Colombian Business Empire led
by the Rodriguez Orejuela Family,” Press release, June
19, 2014, available at http://www.treasury.gov/press-
center/press-releases/Pages/jl2436.aspx.

Office of Foreign Assets Control, What You Need To
Know About U.S. Sanctions (Washington: U.S. Depart-
ment of the Treasury, 2015), p. 36, available at http://
www.treasury.gov/resource-center/sanctions/Pro-
grams/Documents/terror.pdf.

Weiss, “Terrorist Financing,” p. 4.

The White House, “Executive Order 13099 - Prohibiting
Transactions With Terrorists Who Threaten To Disrupt
the Middle East Peace Process,’ Federal Register 63 (164)
(1998): 45167, available at http://www.gpo.gov/fdsys/
pkg/FR-1998-08-25/pdf/98-22940.pdf.

Roth, Greenburg, and Wille, “Monograph on Terrorist
Financing,” pp. 37-38.

Ibid.

United Nations Security Council, “Security Council Com-
mittee Pursuant to Resolutions 1267 (1999) and 1989
(2011) Concerning Al-Qaida and Associated Individuals
and Entities," available at https://www.un.org/sc/sub-
org/en/sanctions/1267 (last accessed October 2015).

United Nations, “The List established and maintained
by the 1267/1989 Committee” (2015), available at
https://www.un.org/sc/resources/files/1267.pdf.

Office of Foreign Assets Control, What You Need To
Know About U.S. Sanctions, pp. 1-2.

USA PATRIOT Act, Public Law 107-56, 107th Cong., 1st
sess. (October 26, 2001), available at http://www.fincen.
gov/statutes_regs/patriot/.

United Nations, “International Convention for the Sup-
pression of the Financing of Terrorism” (1999), available
at http://www.un.org/law/cod/finterr.htm.

Ibid.

Financial Action Task Force, “International Standards
on Combating Money Laundering and the Financing
of Terrorism and Proliferation: The FATF Recommenda-
tions” (2013), pp. 7-8, available at http://www.fatf-gafi.
org/media/fatf/documents/recommendations/pdfs/
FATF_Recommendations.pdf.

Personal communication from a senior U.S. Department
of Defense official, April 2015.

Ibid.

42

4

w

44

4

[l

46

4

N

48

4

O

50

5

5

N

5

w

54

5

[

56

Joint Forces Command, Integrated Financial Operations
Commander’s Handbook for Counter Threat Finance (U.S.
Department of Defense, 2011).

Personal communication from a senior U.S. Department
of Defense official, April 2015; Personal communication
from World Bank officials, April 2015; Personal com-
munication from Congressional Research Service staff,
April 2015,

Letter from Ayman al-Zawahiri to Abu Mus'ab al-Zarqa-
wi, July 9, 2005, available at https://www.ctc.usma.edu/
posts/zawahiris-letter-to-zarqawi-english-translation-2.

Financial Action Task Force, “Methodology: Assessing
Technical Compliance with the FATF Recommendations
and the Effectiveness of AML/CFT Systems” (2013),
available at http://www.fatf-gafi.org/media/fatf/docu-
ments/methodology/FATF%20Methodology%2022%20
Feb%202013.pdf.

Ibid., p. 5.

Financial Action Task Force, “Anti-money laundering and
counter-terrorist financing measures: Spain” (2014), p. 5,
available at www.fatf-gafi.org/topics/mutualevalua-
tions/documents/mer-spain-2014.html.

U.S. Department of the Treasury, National Terrorist
Financing Risk Assessment 2015.

Lanier Saperstein and Geoffrey Sant, “Account Closed:
How Bank 'De-Risking’ Hurts Legitimate Customers,” The
Wall Street Journal, August 12, 2015, available at http://
www.wsj.com/articles/account-closed-how-bank-de-
risking-hurts-legitimate-customers-1439419093; Martin
Arnold and Sam Fleming, “Regulation: Banks count the
risks and rewards,” Financial Times, November 13,2014,
available at http://www.ft.com/cms/s/0/9df378a2-
66bb-11e4-91ab-00144feabdc0.html#axzz3nqxG8gxG.

J.M. Berger, "Al Qaeda’s Merger,” Foreign Policy,
February 15, 2012, available at http://foreignpolicy.
com/2012/02/15/al-qaedas-merger/.

Pamela Constable, “U.S. banks cut off cash transfers

to Somalia amid terrorism concerns,’ The Washington
Post, February 14, 2015, available at http://www.wash-
ingtonpost.com/local/us-banks-cut-off-cash-transfers-
to-somalia-amid-terrorism-concerns/2015/02/13/
f95c696¢-b155-11e4-854b-a38d13486ba1_story.html;
Jeanna Smialek, “Terror-Finance Hunt Imperils U.S.
Money Flows to World’s Poorest,” Bloomberg, January
16,2015, available at http://www.bloomberg.com/
news/articles/2015-01-16/terror-finance-hunt-imperils-
u-s-money-flows-to-world-s-poorest.

U.S. Department of the Treasury, “Remarks of Under
Secretary for Terrorism and Financial Intelligence David
Cohen before the Center for a New American Security

m

on‘Confronting New Threats in Terrorist Financing”

U.S. Department of the Treasury, “Remarks of Under
Secretary for Terrorism and Financial Intelligence David
S. Cohen at The Carnegie Endowment For International

"

Peace, ‘Attacking ISIL's Financial Foundation

The Guardian, "US embassy cables: Hillary Clinton says
Saudi Arabia ‘a critical source of terrorist funding;’ De-
cember 5, 2010, available at http://www.theguardian.
com/world/us-embassy-cables-documents/242073.

Robert Windrem, “Who's Funding ISIS? Wealthy Gulf
‘Angel Investors, Officials Say,” NBC News, September
21,2014, available at http://www.nbcnews.com/
storyline/isis-terror/whos-funding-isis-wealthy-gulf-
angel-investors-officials-say-n208006.

Personal communication with senior U.S. Department
of the Treasury official, September 2015.


http://www.treasury.gov/resource-center/sanctions/Documents/12947.pdf
http://www.treasury.gov/resource-center/sanctions/Documents/12947.pdf
http://www.treasury.gov/resource-center/sanctions/Documents/12947.pdf
http://www.state.gov/j/inl/rls/nrcrpt/2014/vol2/222842.htm
http://www.state.gov/j/inl/rls/nrcrpt/2014/vol2/222842.htm
http://www.treasury.gov/resource-center/sanctions/Documents/ieepa.pdf
http://www.treasury.gov/resource-center/sanctions/Documents/ieepa.pdf
http://www.fas.org/sgp/crs/terror/RL33020.pdf
http://www.fas.org/sgp/crs/terror/RL33020.pdf
http://www.treasury.gov/press-center/press-releases/Pages/jl2436.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl2436.aspx
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/terror.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/terror.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/terror.pdf
http://www.gpo.gov/fdsys/pkg/FR-1998-08-25/pdf/98-22940.pdf
http://www.gpo.gov/fdsys/pkg/FR-1998-08-25/pdf/98-22940.pdf
http://www.fincen.gov/statutes_regs/patriot/
http://www.fincen.gov/statutes_regs/patriot/
http://www.un.org/law/cod/finterr.htm
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf
http://www.fatf-gafi.org/media/fatf/documents/methodology/FATF Methodology 22 Feb 2013.pdf
http://www.fatf-gafi.org/media/fatf/documents/methodology/FATF Methodology 22 Feb 2013.pdf
http://www.fatf-gafi.org/media/fatf/documents/methodology/FATF Methodology 22 Feb 2013.pdf
http://www.wsj.com/articles/account-closed-how-bank-de-risking-hurts-legitimate-customers-1439419093; Martin
http://www.wsj.com/articles/account-closed-how-bank-de-risking-hurts-legitimate-customers-1439419093; Martin
http://www.wsj.com/articles/account-closed-how-bank-de-risking-hurts-legitimate-customers-1439419093; Martin
http://www.ft.com/cms/s/0/9df378a2-66bb-11e4-91ab-00144feabdc0.html
http://www.ft.com/cms/s/0/9df378a2-66bb-11e4-91ab-00144feabdc0.html
http://www.washingtonpost.com/local/us-banks-cut-off-cash-transfers-to-somalia-amid-terrorism-concerns/2015/02/13/f95c696c-b155-11e4-854b-a38d13486ba1_story.html
http://www.washingtonpost.com/local/us-banks-cut-off-cash-transfers-to-somalia-amid-terrorism-concerns/2015/02/13/f95c696c-b155-11e4-854b-a38d13486ba1_story.html
http://www.washingtonpost.com/local/us-banks-cut-off-cash-transfers-to-somalia-amid-terrorism-concerns/2015/02/13/f95c696c-b155-11e4-854b-a38d13486ba1_story.html
http://www.washingtonpost.com/local/us-banks-cut-off-cash-transfers-to-somalia-amid-terrorism-concerns/2015/02/13/f95c696c-b155-11e4-854b-a38d13486ba1_story.html
http://www.bloomberg.com/news/articles/2015-01-16/terror-finance-hunt-imperils-u-s-money-flows-to-world-s-poorest
http://www.bloomberg.com/news/articles/2015-01-16/terror-finance-hunt-imperils-u-s-money-flows-to-world-s-poorest
http://www.bloomberg.com/news/articles/2015-01-16/terror-finance-hunt-imperils-u-s-money-flows-to-world-s-poorest
http://www.theguardian.com/world/us-embassy-cables-documents/242073
http://www.theguardian.com/world/us-embassy-cables-documents/242073
http://www.nbcnews.com/storyline/isis-terror/whos-funding-isis-wealthy-gulf-angel-investors-officials-say-n208006
http://www.nbcnews.com/storyline/isis-terror/whos-funding-isis-wealthy-gulf-angel-investors-officials-say-n208006
http://www.nbcnews.com/storyline/isis-terror/whos-funding-isis-wealthy-gulf-angel-investors-officials-say-n208006

57 Personal communication with senior U.S. Department
of the Treasury official, September 2015.

58 The Guardian,"US embassy cables”; See also Govern-
ment Accountability Office, “Combating Terrorism: U.S.
Agencies Report Progress Countering Terrorism and
Its Financing in Saudi Arabia, but Continued Focus on
Counter Terrorism Financing Efforts Needed,” GAO-09-
883, Report to Congressional Requestors, September
2009, available at http://www.gao.gov/new.items/
d09883.pdf.

59 Personal communication from senior U.S. Department
of the Treasury official, September 2015.

60 U.S.Department of State, “Chapter 2. Country Reports:
Middle East and North Africa Overview," available at
http://www.state.gov/j/ct/rls/crt/2014/239407.htm

(last accessed October 2015); U.S. Department of State,

“Countries/Jurisdictions of Primary Concern - United
Arab Emirates.”

6

U.S. Department of State, “Chapter 2. Country Reports:
Middle East and North Africa Overview”; Financial
Action Task Force, “Money Laundering and Terrorist
Financing Risks and Vulnerabilities Associated with
Gold"(2015), pp. 6-8, available at http://www.fatf-gafi.

org/media/fatf/documents/reports/ML-TF-risks-vulner-
abilities-associated-with-gold.pdf; Financial Action Task

Force, “The Role of Hawala and Other Similar Service

Providers in Money Laundering and Terrorist Financing”

(2013), p. 57, available at https://www.imolin.org/pdf/
imolin/Role-of-hawala-and-similar-in-ml-tf-1.pdf.

62 U.S. Department of State, “Chapter 2. Country Reports:
Middle East and North Africa Overview”; U.S. Depart-
ment of State, “Jurisdictions of Primary Concern —
United Arab Emirates.”

63 Personal communication from senior U.S. Department
of the Treasury official, September 2015.

64 Personal communication from senior U.S. Department
of the Treasury official, September 2015.

65 Personal communication from staff from Congressional

Research Service, April 2015.

66 U.S. Department of State, Country Reports on Terrorism
2014, pp. 284-286; The White House, “Executive Order
12947

67 Office of Foreign Assets Control, What You Need To
Know About U.S. Sanctions.

6

o]

June 2015, Press release, June 26, 2015, available at

http://www.fatf-gafi.org/countries/d-i/iran/documents/

public-statement-june-2015.html.

6

o

Scott Modell and David Asher, “Pushback: Countering
the Iran Action Network” (Washington: Center for a

New American Security, 2013), p. 26, available at http://

www.cnas.org/sites/default/files/publications-pdf/
CNAS_Pushback_ModellAsher_0.pdf.

70 U.S Department of the Treasury, National Terrorist
Financing Risk Assessment (2015), pp. 17-18, available
at http://www.treasury.gov/resource-center/terrorist-
illicit-finance/Documents/National%20Terrorist%20
Financing%20Risk%20Assessment%20-%2006-12-
2015.pdf; U.S. Department of State, Country Reports on
Terrorism 2014, pp. 284-286.

7

15,2014, available at http://www.reuters.com/
article/2014/12/15/us-yemen-houthis-iran-insight-
idUSKBNOJT17A20141215.

34 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East

Financial Action Task Force, “FATF Public Statement - 26

Yara Bayoumy and Mohamed Ghobari, “Iranian support
seen as crucial for Yemen'’s Houthis,” Reuters, December

72 Eric Pianin, “Lew: Iran Not Getting the Full $100 Billion
of Frozen Assets," The Fiscal Times, July 26, 2015, avail-
able at http://www.thefiscaltimes.com/2015/07/26/
Lew-Iran-Not-Getting-Full-100-Billion-Frozen-Assets.

7

w

Modell and Asher, “Pushback: Countering the Iran Ac-
tion Network.”

74 Richard Engel and Robert Windrem, “ISIS Makes Three
Times as Much from Oil Smuggling as Previously
Thought: Officials,’ NBC News, July 24, 2015, available
at http://www.nbcnews.com/storyline/isis-terror/isis-
makes-three-times-much-oil-smuggling-previously-
thought-officials-n397836.

7

%

U.S. Department of the Treasury, “Remarks of Deputy
Assistant Secretary for Terrorist Financing Jennifer
Fowler at the Washington Institute for Near East Policy
on U.S. Efforts to Counter the Financing of ISIL”

76 The Daily Beast, “UN: ISIS Made $45M in Ransoms This
Year”

7

~N

Engel and Windrem, “ISIS Makees Three Times as Much
from Oil Smuggling as Previously Thought: Officials”;
Financial Action Task Force, “Financing of the Terrorist
Organisation Islamic State in Iraq and the Levant (ISIL),"
p.29.

7

oo

Christopher M. Blanchard and others, “The ‘Islamic
State’ Crisis and U.S. Policy” (Washington: Congressional
Research Service, 2015), pp. 1-2, available at http://
fas.org/sgp/crs/mideast/R43612.pdf. More recently,
American intelligence officials have estimated that
some 30,000 foreigners are fighting with ISIS—that is
double the same figure from a year earlier. For more
information, see Eric Schmitt and Somini Sengupta,
“Thousands Enter Syria to Join ISIS Despite Global
Efforts,” The New York Times, September 26, 2015, avail-
able at http://www.nytimes.com/2015/09/27/world/
middleeast/thousands-enter-syria-to-join-isis-despite-
global-efforts.html.

7

)

U.S. Department of the Treasury, “Remarks of Under
Secretary for Terrorism and Financial Intelligence David
S. Cohen at The Carnegie Endowment For International
Peace, ‘Attacking ISILs Financial Foundation”

8

o

Financial Action Task Force, “Financing of the Terrorist
Organisation Islamic State in Irag and the Levant (ISIL),”
p. 30.

8

Evan Munsing and Christopher J. Lamb, “Joint Inter-
agency Task Force-South: The Best Known, Least Un-
derstood Interagency Success” (Washington: Institute
for National Strategic Studies, 2011), available at http://
ndupress.ndu.edu/Portals/68/Documents/stratperspec-
tive/inss/Strategic-Perspectives-5.pdf.

8

N

Personal communication with senior U.S. Department
of the Treasury official, September 2015.

83 Ibid.

84 U.S. Department of the Treasury, “Treasury Department
Rescinds Ukraine'’s Designation as a Primary Money
Laundering Concern," Press release, April 15, 2003, avail-
able at http://www.treasury.gov/press-center/press-
releases/Pages/js193.aspx.

85 U.S. Department of the Treasury, “Fact Sheet: Section
311 of the USA PATRIOT Act,’ Press release, February
10,2011, available at http://www.treasury.gov/press-
center/press-releases/Pages/tg1056.aspx.


http://www.gao.gov/new.items/d09883.pdf
http://www.gao.gov/new.items/d09883.pdf
http://www.state.gov/j/ct/rls/crt/2014/239407.htm
http://www.fatf-gafi.org/media/fatf/documents/reports/ML-TF-risks-vulnerabilities-associated-with-gold.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/ML-TF-risks-vulnerabilities-associated-with-gold.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/ML-TF-risks-vulnerabilities-associated-with-gold.pdf
https://www.imolin.org/pdf/imolin/Role-of-hawala-and-similar-in-ml-tf-1.pdf
https://www.imolin.org/pdf/imolin/Role-of-hawala-and-similar-in-ml-tf-1.pdf
http://www.fatf-gafi.org/countries/d-i/iran/documents/public-statement-june-2015.html
http://www.fatf-gafi.org/countries/d-i/iran/documents/public-statement-june-2015.html
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_Pushback_ModellAsher_0.pdf
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_Pushback_ModellAsher_0.pdf
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_Pushback_ModellAsher_0.pdf
http://www.reuters.com/article/2014/12/15/us-yemen-houthis-iran-insight-idUSKBN0JT17A20141215
http://www.reuters.com/article/2014/12/15/us-yemen-houthis-iran-insight-idUSKBN0JT17A20141215
http://www.reuters.com/article/2014/12/15/us-yemen-houthis-iran-insight-idUSKBN0JT17A20141215
http://www.thefiscaltimes.com/2015/07/26/Lew-Iran-Not-Getting-Full-100-Billion-Frozen-Assets
http://www.thefiscaltimes.com/2015/07/26/Lew-Iran-Not-Getting-Full-100-Billion-Frozen-Assets
http://www.nbcnews.com/storyline/isis-terror/isis-makes-three-times-much-oil-smuggling-previously-thought-officials-n397836
http://www.nbcnews.com/storyline/isis-terror/isis-makes-three-times-much-oil-smuggling-previously-thought-officials-n397836
http://www.nbcnews.com/storyline/isis-terror/isis-makes-three-times-much-oil-smuggling-previously-thought-officials-n397836
http://fas.org/sgp/crs/mideast/R43612.pdf
http://fas.org/sgp/crs/mideast/R43612.pdf
http://www.nytimes.com/2015/09/27/world/middleeast/thousands-enter-syria-to-join-isis-despite-global-efforts.html
http://www.nytimes.com/2015/09/27/world/middleeast/thousands-enter-syria-to-join-isis-despite-global-efforts.html
http://www.nytimes.com/2015/09/27/world/middleeast/thousands-enter-syria-to-join-isis-despite-global-efforts.html
http://ndupress.ndu.edu/Portals/68/Documents/stratperspective/inss/Strategic-Perspectives-5.pdf
http://ndupress.ndu.edu/Portals/68/Documents/stratperspective/inss/Strategic-Perspectives-5.pdf
http://ndupress.ndu.edu/Portals/68/Documents/stratperspective/inss/Strategic-Perspectives-5.pdf
http://www.treasury.gov/press-center/press-releases/Pages/js193.aspx
http://www.treasury.gov/press-center/press-releases/Pages/js193.aspx

86 Today, the U.S. Department of the Treasury remains

8

8

8

7

oo

)

in the process of Section 311 rulemaking for Iran. For
more information, see U.S. Department of the Treasury
Financial Crimes Enforcement Network, “Section 311 -
Special Measures,” available at http://www.fincen.gov/
statutes_regs/patriot/section311.html (last accessed
October 2015).

The proposed rule against Nauru was recided in 2008,
see U.S. Department of the Treasury, “Financial Crimes
Enforcement Network; Withdrawal of Notice of the
Republic of Nauru as a Primary Money Laundering
Concern,’ Federal Register 73 (76) (2008), available at
https://www.fincen.gov/statutes_regs/patriot/pdf/
Section311_WithdrawalNauru.pdf; The finding against
Ukraine was rescinded in 2003, see U.S. Department of
the Treasury, “Revocation of Designation of Ukraine as
Primary Money Laundering Concern,’ Federal Register
68 (74) (2003), available at http://www.gpo.gov/fdsys/
pkg/FR-2003-04-17/pdf/03-9411.pdf; The rule against
Burma was never formally rescinded but has been
largely lifted through executive order, see U.S. Depart-
ment of the Treasury, “Burmese Sanctions Regulations,”
Federal Register 79 (125) (2014): 4-5, available at http://
www.treasury.gov/resource-center/sanctions/Pro-
grams/Documents/fr79_37106.pdf.

Jordan Fabian, “Obama: Sanctions were only way to
bring Iran to table,” The Hill, August 10, 2015, available
at http://thehill.com/policy/international/250723-
obama-sanctions-were-only-way-to-bring-iran-to-
table.

Reuters, “Iran Quds chief visited Russia despite U.N.
travel ban: Iran official,” August 7, 2015, available at
http://www.reuters.com/article/2015/08/07/us-russia-
iran-soleimani-idUSKCNOQC1KM20150807.

9

o

9

9.

N

9

w

94

9

v

96

Organized Crime Control Act of 1970, Public Law 91-452,
91st Cong., 1st sess. (October 15, 1970), available at
http://www.gpo.gov/fdsys/pkg/STATUTE-84/pdf/
STATUTE-84-Pg922-3.pdf.

J. Edward Conway, “Analysis in Combat: The Deployed
Threat Finance Analyst,’ Small Wars Journal, June 5,
2012, available at http://smallwarsjournal.com/print-
pdf/12915; U.S. Department of the Treasury, “Under
Secretary for Terrorism and Financial Intelligence Stuart
Levey Testimony,’ Press release, April 1, 2008, available
at http://www.treasury.gov/press-center/press-releas-
es/Pages/hp898.aspx.

Ibid. ment e entat financeng XX ombating the financ-
ing of terrorism IS REPORT. XXficials"ITLE HERE? WHAT
ISTHE PUBLICATION DATE? IS Ibid.

United Nations, “Unanimously Adopting Resolution
2199 (2015), Security Council Condemns Trade With Al-
Qaida Associated Groups, Threatens Further Targeted
Sanctions,” February 12, 2015, available at http://www.
un.org/press/en/2015/sc11775.doc.htm.

Personal communication from staff from Congressional
Research Service, April 2015.

Personal communication from senior regional financial
officials, April 2015.

Ceylan Yeginsu, “Elections Seem Likely in Turkey as
ISIS Threat Rises,” The New York Times, August 18, 2015,
available at http://www.nytimes.com/2015/08/19/
world/europe/isis-video-urges-turks-to-revolt-against-
their-president.html.

35 Center for American Progress | Confronting the Terror Finance Challenge in Today’s Middle East


http://www.fincen.gov/statutes_regs/patriot/section311.html
http://www.fincen.gov/statutes_regs/patriot/section311.html
http://thehill.com/policy/international/250723-obama-sanctions-were-only-way-to-bring-iran-to-table
http://thehill.com/policy/international/250723-obama-sanctions-were-only-way-to-bring-iran-to-table
http://thehill.com/policy/international/250723-obama-sanctions-were-only-way-to-bring-iran-to-table
http://www.reuters.com/article/2015/08/07/us-russia-iran-soleimani-idUSKCN0QC1KM20150807
http://www.reuters.com/article/2015/08/07/us-russia-iran-soleimani-idUSKCN0QC1KM20150807
http://smallwarsjournal.com/printpdf/12915
http://smallwarsjournal.com/printpdf/12915
http://www.treasury.gov/press-center/press-releases/Pages/hp898.aspx
http://www.treasury.gov/press-center/press-releases/Pages/hp898.aspx
http://www.nytimes.com/2015/08/19/world/europe/isis-video-urges-turks-to-revolt-against-their-president.html
http://www.nytimes.com/2015/08/19/world/europe/isis-video-urges-turks-to-revolt-against-their-president.html
http://www.nytimes.com/2015/08/19/world/europe/isis-video-urges-turks-to-revolt-against-their-president.html

Our Mission

The Center for American
Progress is an independent,
nonpartisan policy institute
that is dedicated to improving
the lives of all Americans,
through bold, progressive
ideas, as well as strong
leadership and concerted
action. Our aim is not just to
change the conversation, but
to change the country.

Our Values

As progressives, we believe
America should be a land of
boundless opportunity, where
people can climb the ladder
of economic mobility. We
believe we owe it to future
generations to protect the
planet and promote peace
and shared global prosperity.

And we believe an effective
government can earn the
trust of the American people,
champion the common

good over narrow self-interest,
and harness the strength of
our diversity.

Our Approach

We develop new policy ideas,
challenge the media to cover
the issues that truly matter,
and shape the national debate.
With policy teams in major
issue areas, American Progress
can think creatively at the
cross-section of traditional
boundaries to develop ideas
for policymakers that lead to
real change. By employing an
extensive communications
and outreach effort that we
adapt to a rapidly changing
media landscape, we move
our ideas aggressively in the
national policy debate.

1333 H STREET, NW, 10TH FLOOR, WASHINGTON, DC 20005 - TEL: 202-682-1611

Center for American Progress

e

« FAX:202-682-1867 «- WWW.AMERICANPROGRESS.ORG




