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When the Soviet Union shot down a U-2 reconnaissance aircraft on a mission in the
airspace over its country in 1960, President Dwight D. Eisenhower justified the spy
mission on the grounds that, “No one wants another Pearl Harbor.”! Policymakers today
face a similar imperative: preventing another 9/11. With that goal in mind, they have
authorized or otherwise presided over a massive expansion of the size, capabilities, and

authorities of America’s intelligence community.

The recent rediscovery that the National Security Agency, or NSA, collects, stores,

and analyzes vast amounts of data from the global telecommunications network raises
important questions about the wide-ranging post-9/11 activities of America’s intel-
ligence community. These questions have surfaced amid the emergence of a suite of
online tools that enable both the government and private entities to track and predict
individuals’ behavior. This raises broader questions about the nature and future of
online privacy in a world where both public and private actors have access to increas-
ingly sophisticated and personalized information on individuals. The collection of per-
sonal data—whether for national-security or private purposes and especially in a new
era of information technology that is marked by the rise of social media—poses critical
questions about the role of government, the physical protection of the country, and the

rights to individual privacy guaranteed by law and the Constitution.

Recent news stories on various NSA programs illustrate the increasingly close rela-
tionships between information-technology, or I'T, companies on one hand and U.S.
intelligence agencies such as the NSA on the other.” These companies—as well as
telecommunications corporations—already collect large amounts of personal data from
their users, in large part through social-media use, online shopping, and web browsing
and searching. This data is, in turn, passed to the NSA and other U.S. intelligence agen-
cies under orders from the Foreign Intelligence Surveillance Court, or FISC, through
mechanisms such as PRISM,* which appears to be a secure data-storage device where
companies can deposit information subpoenaed for the NSA via the FBL* In short, the
NSA and other intelligence agencies are obtaining personal data in bulk from private

corporations that already collect it everyday.
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The proliferation of personal-data collection by private companies is a cornerstone of the
NSA programs highlighted in recent reports. Verizon—the telecommunications company
named in the widely discussed leaked FISC order requiring that the company turn over
customer “metadata” to the government—has been selling that same metadata to private
clients such as the Phoenix Suns basketball team since at least October 2012.° “Just as
NSA officials say the agency uses data on Americans only to hunt for terrorists and spy

on foreign adversaries,” Los Angeles Times reporter Ken Dilanian writes, “Silicon Valley
executives say they use personal information only to sell advertising and improve the
customer experience.”® The NSA’s data collection is, in fact, considered less revealing and

more legally restricted than the private data collection that businesses and others employ.

The renewed interest in NSA activities has raised a series of broader and more complex
questions about online privacy, the role of private contractors in the U.S. security sector,
and oversight of the activities of the NSA and America’s other intelligence agencies. By
their very nature, these questions move beyond the specifics of the various NSA pro-
grams that have been reported on in recent weeks. They have been left largely unanswered
as technology has advanced, and safeguarding the country from terrorism has grown ever

more important as both a political and policy imperative over the past decade plus.

In this issue brief, we discuss our nation’s need to update online privacy laws and address
the privatization of intelligence gathering that was previously a public-sector duty, as well

as ways to balance national security with the legal and constitutional rights of Americans.

We need clear, updated rules for online privacy

Recently reported NSA programs rest on a foundation of personal data collected by
private corporations. This data collection is often justified by recourse to lengthy terms-
of-use agreements that are unintelligible to the average customer, most of whom simply

click “agree” to access their desired program or service.

But it can also be intrusive. Target, for instance, created an algorithm to predict when
female customers were pregnant based on their purchases and then recommend preg-
nancy and other baby-related products to these women.” Smartphones with built-in GPS
services can be used as tracking devices. Facebook is well known for giving users’ private
information to advertisers,® and Google’s ill-fated Buzz social-networking service violated
users’ privacy’ to such an extent that Google was forced to settle with the Federal Trade
Commission, or FTC, over privacy violations and deceptive practices.'” Netflix used its
customers’ viewing habits to determine its first round of original programming, including

shows such as “House of Cards” and “Arrested Development,”!

while Amazon’s Prime
service plans to do the same. Amazon already uses an algorithm to track users” buying

and browsing habits and recommend items for purchase from its online store.'*
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Accepting terms-and-conditions agreements allows companies to mine personal user data

Many popular applications, programs, and services require users to sign
off on lengthy legal terms-of-service conditions before they are able to
use them. Apple’s terms and conditions for its popular iTunes music store
alone run more than 5,300 words.'* Amazon'’s terms and conditions run
comparatively shorter at more than 3,400 words,' while Netflix's terms
of use are more than 9,000 words.” By comparison, the maximum word
count for a professional journal such as The New England Journal of Medi-
cine is 3,000 words,'® while the “appropriate” word count for an academic
journal such as International Security is 10,000 words to 15,000 words."”
Many users understandably do not read these terms and conditions in
close detail, instead simply clicking that they agree to them in order to use
the application or service right away.

Moreover, these terms-of-use conditions often obscure the way in which
users agree to forfeit their privacy when agreeing to use the services in
question. Google,'® Netflix,' Amazon,® and Apple?' bury their privacy
policies in links within their terms-of-use and service agreements. Privacy
policies for all four of these companies run higher than 2,200 words, creat-
ing an additional burden for users. These privacy policies tell users who
dare attempt to read them that the companies providing the services they
want to use will collect vast amounts of their personal information. Netflix,
for instance, collects information:

[lIncluding but not limited to: your online activity, title selections,
reviews, ratings, payment history, correspondence, Internet protocol
addresses, device types, unique device data (such as device identi-
fiers), operating systems, instant watching of movies, TV shows

and related activity. We use this information for such purposes as
determining your general geographic location, providing localized
content, enforcing our terms (such as using device identifiers to de-
termine your eligibility for a free trial), providing recommendations
on movies & TV shows we think will be enjoyable, personalizing the
service to better reflect particular interests, tracking your instant-
watching hours, determining your Internet service provider, helping
us quickly and efficiently respond to inquiries and requests and oth-
erwise enhancing or administering our service offering for you and
other users. We also provide analysis of our users in the aggregate or
otherwise in anonymous form to prospective partners, advertisers
and other third parties. We may also disclose and otherwise use, on
an anonymous basis, movie & TV show ratings, consumption habits,

3 Center for American Progress |

commentary, reviews and other information. For example, we use
movie & TV show ratings and consumption behavior to improve our
recommendations to you as well as other users.?

Google, Amazon, and Apple privacy policies all contain similar, if somewhat
less detailed, information on how they collect users’ personal information.

What's more, these privacy policies also make clear that these compa-

nies disclose the personal information they collect to third parties. Some
of these disclosures can be benign or helpful, such as Apple’s provided
example of exchanging information with a cell-phone provider to activate
a newly purchased iPhone. But the information sharing allowed by privacy
polices often goes beyond what is necessary to help products such as
iPhones function. Apple, for instance:

[S]hares personal information with companies who provide services
[to Apple] such as information processing, extending credit, fulfilling
customer orders, delivering products to you, managing and enhanc-
ing customer data, providing customer service, assessing your inter-
est in our products and services, and conducting customer research
or satisfaction surveys.?

Netflix and Amazon have similar statements in their privacy policies, while
Google’s policy is less specific.

Notably, the privacy policies of all four companies examined here contain
statements to the effect that the companies will share information with
governments to, in Google’s words, “meet any applicable law, regulation,
legal process or enforceable governmental request.”* Apple’s privacy
policy similarly states that it “may also disclose information about you if
we determine that for purposes of national security, law enforcement, or
other issues of public importance, disclosure is necessary or appropriate.”
This disclosure, Apple’s privacy policy says, may occur “by law, legal pro-
cess, litigation, and/or requests from public and governmental authorities
within or outside your country of residence."®

In effect, users have agreed that the personal information they provide
to these companies will be available to the legal requests of any govern-
ment, such as a warrant issued by the Foreign Intelligence Surveillance
Court under the USA PATRIOT Act and the FISA Amendments Act.



This private collection of personal data has been occurring with less public debate

than the congressional authorization of expanded government surveillance powers.

By forcing users to agree to these terms-of-use contracts prior to accessing a service,
private companies are obtaining permission to collect and mine personal data, as well as
permission to give that data to the government if they deem it necessary. This points to
a need to update online privacy laws and norms to take into account new forms of per-
sonal-information collection that have been developed just since the turn of the millen-
nium. Current online privacy law rests on the 1986 Electronic Communications Privacy
Act, or ECPA, and subsequent adjustments such as the USA PATRIOT Act of 2001 and
FISA Amendments Act of 2008 that expanded government surveillance powers.*

While there has been little action to update these laws, several proposals have been
offered for bringing online privacy regulations up to date. In 2012 the FTC issued a
report on protecting consumer privacy online based on a series of “fundamental prin-
ciples,”” and the Obama administration has called for an online “consumer privacy bill
of rights.”® More recently, Sens. Patrick Leahy (D-VT) and Mike Lee (R-UT) proposed
updating the ECPA to reflect technological changes and advances.” These proposals
should be studied seriously, and ultimately, their broader common goal of an updated
online privacy framework covering both the government and private entities should be

enacted in some form after careful consideration.

We must ensure inherently governmental intelligence
functions remain in public hands

According to a 2010 investigation by The Washington Post, the U.S. government con-
tracted 1,931 private companies to work on counterterrorism, homeland security, and
intelligence programs across the country in that year alone. Of the more than 854,000
people with top-secret security clearances, 265,000 were private contractors.** One-
third of the CIA’s workforce—10,000 positions—is composed of private contractors,
while the NSA contracts with at least 484 companies. According to a 2008 study com-
missioned by the Office of the Director of National Intelligence, private contractors
made up 29 percent of the intelligence community’s workforce at a cost equivalent to
half of the intelligence community’s personnel budget.*' That is, private-contractor
workers cost significantly more than public-sector workers but do not count against the

intelligence community’s personnel budgets.
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Private contractors and government intelligence

The role of Edward Snowden, a private contractor working for Booz Allen issued guidelines in 2011 to help federal agencies determine which of
Hamilton, in disclosing sensitive NSA programs raises deep and troubling their functions are inherently governmental. Among these guidelines was
questions over the outsourcing of inherently governmental functions re- a requirement for agencies to identify “critical functions” so as “to ensure
lated to surveillance and national security. As a March 2009 memo issued they have sufficient internal capability to maintain control over functions
by President Barack Obama noted: that are core to the agency’s missions and operations.”*

[T]he line between inherently governmental activities that should It appears clear that the NSA has been outsourcing critical, inherently

not be outsourced and commercial activities that may be subject governmental functions to private contractors in the years of explosive

to private sector competition has been blurred and inadequately intelligence growth that followed 9/11. According to James Bamford, a

defined. As a result, contractors may be performing inherently gov- longtime reporter on the agency, NSA contracts rose from 55 in October

ernmental functions.* 2001 to 7,197 in October 2005, and contracting companies grew from

144 to 4,388.% As part of its hearings into the privatization of the intel-

The U.S. government currently defines inherently governmental func- ligence community, Congress should ensure that agencies such as the
tions according to the Federal Activities Inventory Reform Act of 1998 as NSA identify their critical, inherently governmental functions and give
those functions that are “so intimately related to the public interest as to them appropriate resources to ensure government employees, not private

require performance by Federal Government employees.” In response to contractors, perform these functions.
President Obama’s 2009 memo, the Office of Federal Procurement Policy

In addition to the potential for unauthorized disclosure of sensitive information by
poorly vetted contractors—as appears to have been the case with Edward Snowden**—
the proliferation and penetration of private contractors into the U.S. intelligence com-
munity raises more consequential issues. These contactors have financial incentives to
further increase the size of the intelligence community itself and their role within it,
without reference to the effectiveness or even legality of their performance. Even more,
the prevalence of contractors raises questions about the inherently governmental nature
of the tasks they are contracted to perform and whether we should allow private workers
to do what should be done by public-sector employees. Finally, the privatization of the
U.S. intelligence community poses a major challenge to transparency, oversight, and

informed consent of its activities.

Congress should conduct a full range of hearings to investigate and review these ques-
tions and other challenges posed by the privatization of the intelligence community. It
should also recommend strategic and operational changes to the current system. Other
questions to be answered include the data to which contractors have access, the relation-
ship between contractors and other private firms—particularly telecommunications and
IT firms—and the overall financial and nonfinancial costs of contracting out the func-

tions of America’s intelligence agencies.
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We should reform oversight to balance national-security
actions with legal protections

New institutional mechanisms should be put in place at the NSA and other relevant gov-
ernment agencies to bolster oversight and predict the future legal, ethical, and social impli-

cations of developments in telecommunications, computing, and surveillance capabilities.

First and foremost, the basic mechanisms surrounding the Foreign Intelligence
Surveillance Court should be reworked to offer more robust internal oversight of its oper-
ations. Legal and intelligence community “red teams” with proper clearances and access
to information could be established within the Justice Department, the NSA, and other

relevant agencies to challenge FISA warrant requests when appropriate or necessary.

Moreover, oversight of the FISC itself should be broadened beyond the appointment and
supervision of its members, which is currently done by the chief justice of the Supreme
Court. Justice Department officials and members of Congress from relevant committees
could also be involved in the appointment and supervision of the FISC, ensuring repre-

sentation from the elected executive and legislative branches of government.

The NSA, along with other government agencies, should set aside time, money, and
personnel to consider the legal, ethical, and social implications of the technologies they
develop or otherwise rely on to conduct their work. The mass shift to fiber-optic cables
as the primary means to transmit data at the turn of the millennium, for example,
created problems with existing surveillance law. Anticipating developments such as

this and fully debating their implications should be a priority for relevant government
agencies. While a fully accurate prediction is impossible, attempting to sketch out
likely future developments and how they will impact society, norms, and laws can help
produce better responses to technological evolution than hasty, secret actions and post-

facto public responses.

Internal units dedicated to assessing the implications of advances in data collection

and analysis could serve as pilot projects for other similar units dedicated to assessing
technological advances in general. Autonomous weapons systems, nanotechnology,
cyber espionage and cyber warfare, neuroscience, and other areas are advancing rapidly
without coherent thought given to the policy, legal, and ethical implications of these
advances. Preparing for these advances will be crucial.
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We should establish a national commission
to examine these issues in full

The actions proposed for the three issues above will not fully address the complex set
of issues raised by the reports of NSA surveillance. A more thorough top-to-bottom
look at online privacy, government surveillance, and the role of private contractors in
intelligence in the age of ever-advancing information and telecommunications technol-
ogy should be undertaken. President Obama should issue an executive order forming
a national commission on the future of online privacy to more thoroughly address the

issues outlined in this brief.

Presidential commissions have been used to address serious issues ranging from

the Pear] Harbor and 9/11 attacks to defense reform and aviation security. Most
recently, President Obama established the Presidential Commission on Election
Administration.’” The recommendations of these commissions have often led to legisla-
tion—the Packard Commission informing the Goldwater-Nichols Act that reformed
the Defense Department and U.S. military, for instance**—and can complement inde-

pendent congressional efforts.

A presidential commission examining current online privacy matters—including NSA
surveillance activities and the laws governing them—should include privacy, technol-
ogy, and legal experts, as well as distinguished Americans from the national-security
community and Congress. Its mission should be wide ranging, examining existing
laws governing online privacy and surveillance such as the ECPA, the USA PATRIOT
ACT, and the FISA Amendments Act, among others. It should also look into the cur-
rent state of telecommunications and information technology and their likely future
evolution. Its remit should not be restricted to government activities but should extend
to private-sector activities such as those described earlier in this issue brief. The com-
mission should also examine the existing governance of the intelligence community
under the FISC, as well as the implications of the intelligence community’s increasing

reliance on private contractors.

The commission should be charged with formulating actionable recommendations that
protect both the freedoms guaranteed to Americans by law and the Constitution, as
well as the physical security of the country. These recommendations should attempt to
anticipate future technological developments in order to provide a flexible framework in

which to accommodate them.
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Conclusion

Recent reporting on NSA surveillance has created an opportunity for a broader discus-
sion of online privacy, the privatization of the intelligence community, and ways to bet-
ter prepare for technological advances and social change in the future. These questions
should not be lost amid examinations of particular NSA programs—nor should they
be subsumed in abstract treatises on the balance between liberty and security. While
the philosophical issues raised are important, they are better addressed in substantive

discussions of the concrete issues outlined here.

Over the past decade the U.S. government and many American companies have plowed
ahead on data collection and analysis while expanding private contracting of inherently
governmental functions. The time has come to have full and complete deliberation of

these issues.

Peter Juul is a Policy Analyst with the National Security and International Policy team at the

Center for American Progress.
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