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PROTECTING AND PRESERVING
AN OPEN SOCIETY:

An Integrated Approach to Homeland Security

We the People of the United States, in Order to ... provide for
the common defence, promote the general Welfare, and secure

the Blessings of Liberty to ourselves and our Posterity ...
—PREAMBLE TO THE CONSTITUTION OF THE UNITED STATES

bove all else, the primary responsibility of the president is to protect the American people.

Yet four years after September 11, the Bush administration has left us with a patchwork
of homeland security remedies that has not done enough to reduce threats to our communi-
ties and our nation. The United States needs an integrated strategy for homeland security and
national security—one that sets the right priorities, combines efforts in the public and private
sectors, and ensures a more open, credible system of informing authorities and the public. Ac-
tion is required now to make America safer.

The threat is clear. Terrorist attacks around the world against U.S. citizens, soldiers, allies,
and interests are on the rise.! Al Qaeda and other terrorist networks retain the personnel,
command structure, and resources to conduct major operations, as recent attacks in Jordan,
Britain, Spain, Saudi Arabia, and Egypt demonstrate.” The war in Iraq has served as a recruit-
ing call-to-arms and created a training ground for the next generation of global jihadists.” The
United States spent virtually all of 2004 in a high or elevated threat status. Transit systems were
raised to “orange alert” after the London bombings in 2005. A number of government officials
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and security experts have repeatedly warned that another major

Iraq has become both attack in the United States is not only possible, but probable.*
a recrutting tool and a Our homeland security and economic security are no longer as-
training gmund fbi’ the sured by-products of our unsurpassed military power and politi-

cal influence. In fact, America’s global dominance will continue
to create international friction and breed resentment that serves
jz'/mdz' S15. as oxygen for al Qaeda and similar terrorist organizations. Those
groups, moreover, can deploy terror strategically and have an
asymmetric advantage: they can strike where and when they sense
opportunity while we must defend everywhere. They can select vulnerable targets that exist
predominantly in the private sector, using tactics that are extremely difficult to defend against
and cause disproportionate damage to our society. It is estimated that the terrorist operations
of September 11 cost less than $500,000 to carry out, yet claimed 2,973 victims and produced

$31.7 billion in losses.”

next generation of global

Strong American leadership, international cooperation, and a comprehensive strategy that in-
volves more than just military action can defeat al Qaeda and its affiliates. Yet even as we
attempt to eliminate terrorists and their networks around the world, we need an effective
homeland security capability here at home. Because the tools to inflict harm against American
interests are simply too easy and inexpensive to acquire, our goal must be to make a terrorist at-
tack less likely and less effective. This cannot be done by creating a fortress America, but rather
through a layered and flexible approach to homeland security that raises the cost and complex-
ity of planning an attack, lowers the odds of a successful attack, and mitigates the impact on
the United States should an attack occur.®

Realizing these goals will not be easy in a society as broad, open, and diverse as ours. But we
must not accept decade-long timetables to fix known problems. Homeland security—protect-
ing our people, our economy and our way of life from threats both continents away and within
our midst—has never been more urgent.

Our strategy encompasses five fundamental points:

First, we must set priorities and focus on preventing catastrophic terrorism against targets
where the threat and consequences of attack are most significant. Terrorism is not an equal op-
portunity threat. While many areas of the country are potentially vulnerable, terrorist groups
like al Qaeda are more likely to strike in urban centers against high-profile targets where large
numbers of people gather. Addressing vulnerabilities without regard to the threat guarantees
that finite resources will be stretched too thin.

Second, we must engage the private sector and institute strong security standards when incen-
tives and voluntary efforts fall short. The private sector owns and operates 85 percent of our
critical infrastructure.” Stopping the next terrorist plot could just as easily involve a security
guard patrolling the fence line at a commercial nuclear power plant in New York as an intel-
ligence analyst connecting dots in Washington. The private sector must be prepared.
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Third, we must take an integrated and comprehensive approach to
homeland security. Terrorism is a global challenge, transcending (), g0 al must be to
international boundaries. This therefore requires that we have a
unified strategy and structure as well as a comprehensive budget to
properly integrate defense, homeland security, intelligence, coun- /55 /; kdy and less
terterrorism, emergency response, and other programs directed
against the terrorist threat.

make a terrovist attack

effective—not by creating

a fortress America, but
Fourth, the federal government has and must accept primary

responsibility for homeland security. The Constitution clearly
charges the federal government “to provide for the common de-  economic and social
fense.”® Communities, cities, states, and the private sector each
have important roles to play, but Washington must provide the
leadership, coordination, and resources to make the United States  world and have made us
safer. This responsibility cannot be outsourced.

by securing the critical
links that bind us to the

powerful, prosperous,

Finally, homeland security is sustainable only if the government and open.
is transparent and credible. Our actions cannot come at the cost
of fundamental freedoms or the isolation of our nation from the
rest of the world. The government needs to be forthcoming in providing more information on
threats and risks to the American people. The presumption must be to share significant security
information, not to withhold or classify it. We must also maintain an open society, a pillar of
American strength, by finding the balance between protecting our borders and bringing in the
visitors, students, immigrants, and trading partners who promote the very international under-
standing, cooperation, and opportunity that is crucial to reducing terrorism’s appeal.

CURRENT STATE OF PLAY

As the ineffective response to Hurricane Katrina demonstrated, the United States today does
not have an effective homeland security system in place. Four years after the attacks of Septem-
ber 11, the Bush administration has failed to do a number of things necessary to enhance our
homeland security. It has failed to set priorities and integrate vital systems. It has failed to press
the private sector to operate in ways that are inherently safer or institute the strict standards
necessary to protect our communities. It has failed to produce a cohesive homeland security
strategy, integrate responsible agencies, and eliminate overlapping bureaucratic responsibilities.
And it has failed to devote the necessary resources for a credible approach to our security.

Nothing better illustrates the administration’s failure to set priorities and guard against cata-
strophic terrorism than its efforts to protect our nation’s airliners, ports, and railways. While
cockpit doors, luggage screening, and passenger checkpoints have been strengthened, less than
5 percent of cargo placed on passenger aircraft is physically screened.” Our ports remain ex-
traordinarily vulnerable. Only 5 percent of all shipping containers are inspected, despite es-
timates by security experts that it is only a matter of time before terrorists use a container to
smuggle in a dirty bomb.'® The Coast Guard estimates it will take $7.3 billion over ten years to
make our ports more secure, but the administration only requested $46 million in port security
grants to accomplish the task.!’ Congress recently tripled that amount, but more is required."?
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The administration has paid lip service to rail and mass transit se-

The Constitution cle ﬂi’[)/ curity, but has resisted meaningful action and tougher mandatory

standards despite the Madrid rail bombings.'’ The federal gov-
ch arges th eﬁdﬂ al ernment went to court to prevent the District of Columbia from
government “o me’de enacting a strategy for rerouting hazardous rail cars away from

the heart of the nation’s government. The secretary of homeland
security even questions whether an attack like London or Madrid
This 75511)0;451'@'[1';3/ cannot  against a mass transit system qualifies as a “catastrophe.”’* He
wants to eliminate tailored critical infrastructure security grants
and pool money for ports, rail, transit and other priorities, which
needlessly places them in competition and guarantees that scarce
resources will be spread too thin.

for the common defense.”

be outsourced.

As the 9/11 Commission rightly reported, “the private sector remains largely unprepared” for a
future attack.” Much of this can be traced to the Bush administration’s failure to create proper
incentives for the private sector to improve security or to impose strict security standards when
voluntary measures are inadequate. Even in areas where catastrophe risk is acute—such as at-
tacks on private chemical facilities, where the industry estimates 100 plants have the potential
to threaten more than one million people each—the administration has refused to require
safety measures.'® Rather than build a genuine partnership with the private sector, the former
secretary of homeland security characterized the security of facilities critical to the economy as a
“private sector need,” even though one of al Qaeda’s principal goals is to attack and weaken the
U.S. economy."” In fact, the Department of Homeland Security (DHS) does not even know
how much is being spent in the private sector to secure the nation’s critical infrastructure.'®

The country also lacks a consolidated and coherent strategy. Since July 2002, the Bush ad-
ministration has produced six different homeland security-related strategies, but has yet to
coordinate these parts into a single comprehensive plan.'” Repeated deadlines for a national
transportation security strategy have been missed.”” The White House treats homeland security
as a distinct security challenge rather than an inherent element of a cohesive national security
strategy. After opposing formation of the Department of Homeland Security, the White House
then undertook the most expansive possible option in forming the new department, yet failed
to devote the resources necessary to effectively integrate 22 agencies and 170,000 employ-
ees.”! Even today, the White House continues to support a Homeland Security Council and a
National Security Council, competing power centers within the White House that inhibit the
proper coordination of policy.”

The administration also has failed to integrate vital data systems that allow us to track poten-
tial terrorists while making sure that legitimate visitors can enter.” Four years after al Qaeda
defeated existing immigration and border security systems, despite increased resources and
stricter guidelines, an estimated ten million people remain in the United States who have
evaded the immigration system.* Rather than concentrating on stopping terrorists from
boarding airplanes, DHS overreached in its proposed updating of the Computer Assisted Pas-
senger Prescreening System (CAPPS II). It recommended potentially broad screening criteria,
including the use of commercial databases, raising serious privacy concerns.”” Under congres-
sional pressure, the CAPPS II program was discarded, delaying integration of the consolidated
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terrorist watchlist with the airline no-fly list, a system flaw that was successfully exploited on
September 11.%

The Bush administration also is attempting to do homeland security “on the cheap.”” It is not
dedicating sufficient resources at the federal level to do what is required. It is not putting those
resources where they are needed to make America safer. And it is not addressing priorities in an
integrated fashion. Consider these facts:

* Although homeland security funding has doubled since September 11, the DHS budget
is only one-tenth that of the Department of Defense.”® In fact, the federal government
is spending more to secure Iraq than the American homeland.”’

*  The White House is spending six times more on ballistic missile defense than on port
security, even though it is far more likely that a nuclear weapon will enter the United
States via a shipping container than launched on a long-range missile.”’

e In FY 2004, Wyoming received $37.60 per capita in homeland security grants, the
highest among the 50 states, while New York, where the threat is far more significant,
received only $9.55 per capita.’’ DHS narrowed the margin measurably in its FY 2005
grant allocations, although 27 states, including rural states like Nebraska, Oklahoma,
and Kentucky, received the limited Urban Area Security Initiative funds.*

Public support is critical in times of crisis, but the administration has consistently under-
mined the credibility of existing efforts to protect the homeland.?® The existing color-coded
warning system has never served its purpose, and at times has even compromised intelligence
operations.** The timing of some high-level, seemingly urgent, yet vague warnings has raised
questions about politicization of the system. State and local officials have complained about
receiving incomplete information,* delays in receiving threats,’ and the lack of efficient two-
way communication.

PROGRESSIVE POLICY RECOMMENDATIONS AND ACTION PLAN

Given the nature of the ongoing threat the U.S. homeland faces, the immediate security imper-
ative is to deny al Qaeda and affiliated groups what they strive to achieve through their attacks:
significant loss of civilian life, major economic losses, and political and social turmoil.

Prevent Catastrophic Terrorism and Minimize Its Impact

Our strategy is based on a simple idea: focus the nation’s time and resources on defending its
most valuable and vulnerable targets, including the economy. This means that we must focus
first where terrorists are most likely to strike and with the greatest effect: the nation’s chemical
and nuclear facilities, ports, rail system, air cargo, and city centers. Aggressive action overseas
must be accompanied by focused, sensible and rapid action to defend targets here at home.
Where millions of lives are at stake and billions of dollars in economic damage at risk, vol-
untary approaches are insufficient. The threat is evolving and we have to deter the next plot,
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not just guard against the last one. In particular, the Center for American Progress makes the
following recommendations.

Identify top chemical facility threats, reduce hazards, and provide incentives
for substitution with less toxic alternatives. The president should direct the Environ-
mental Protection Agency (EPA), in cooperation with DHS, to develop hazard-reduction plans
for facilities that use the most acutely toxic chemicals. The plans can be required under existing
provisions of the Clean Air Act and should outline immediate steps to improve site security and
harden storage containers for acutely toxic chemicals, as well as reduce the concentration and
levels of chemical storage inventory through state-of-the-art manufacturing processes.”” Over
the long term, the government must encourage long-term non-toxic or non-explosive material
substitution that will eliminate the risk entirely. For the deadliest chemicals, the EPA should
create a “fast-track” permit process to encourage industry to transition to safer alternatives as
quickly as possible.

Require redirection of hazardous rail shipments away from city centers. The
president should direct the Department of Homeland Security to work with the rail industry
to immediately reroute hazardous material away from major urban areas. Washington, D.C.
is a prime example of hazardous material passing perilously close to critical government build-
ings, including the U.S. Capitol and the National Mall, where tens of thousands of visitors
regularly gather, creating an unnecessary opportunity for terrorists.® Appropriate coordination
must be undertaken with individual railroads and regional authorities to identify the safest
feasible arrangement.

Improve security at vulnerable railway infrastructure. The Transportation Secu-
rity Administration (TSA) should work in cooperation with the Federal Railroad Administra-
tion to develop national standards for rail security; require stronger regional security plans
focused on improving security around rail yards, tunnels, and other critical rail infrastructure;
and provide sufficient transparency for meaningful state and local cooperation.*” Similar effort
should be made between TSA and the Federal Transit Administration to: (1) assess the terror-
ism threat to major transit systems; (2) identify recommendations that can be implemented
now—including design features to incorporate safety and security into physical and opera-
tional security over the long term; and (3) identify resources to sustain security and develop
an appropriate cost-sharing formula among federal, state and local governments. These points
need to be incorporated into a comprehensive National Transportation Security Strategy that
DHS must complete as soon as possible, as called for in the Intelligence Reform and Terrorism
Prevention Act of 2004.%°

Set strong national standards for security at nuclear facilities. The Congress
should pass legislation that would require stronger national security standards at nuclear power
reactors and other nuclear facilities where nuclear theft or sabotage could pose catastrophic
threats. Along with government facilities not regulated by the Nuclear Regulatory Commission
(NRC), these reactors and other facilities should be able to successfully detect and repel a team
of suicide attackers. Critical components should be modified to reduce vulnerability to external
attack or internal sabotage. Particular attention needs to be paid to the vulnerability of cool-
ing pools for spent fuel rods. Congress should consider shifting security policy and enforce-
ment responsibility from the NRC, which is primarily focused on safety, to the Department
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of Energy, which may be better able to craft comprehensive and
global security and threat reduction strategies through its Office (), strategy is based on
of Security and Safety Performance Assurance and the National

Nuclear Security Administration (NNSA). a simp le ld€d.‘fb cus the

most time and resources
Screen all air cargo. Congress should pass legislation re-
quiring 100 percent screening of all cargo placed on board com-
mercial passenger and cargo aircraft.*! Although screening will — y2/uable and vulnerable
add friction and cost to a “just in time” business system, the
additional expense is only a fraction of the potential economic
and public impact that would follow another air disaster. Cargo ~ 7/is means that we must
shippers would be charged a security fee by the airlines to cover
the cost of new systems.

defending our most
targets and our economy.

focus first where terrovists

are most likely to strike
Install new explosive detectors at all airports. The
president should direct the Transportation Security Administra-

and with the greatest effect.

tion (TSA) to change its airport security regulations to require all
commercial airports to install the next generation of explosive detection equipment (“puffer”
machines) to prevent passengers from smuggling a bomb on board a commercial airliner.*?

Strengthen shoulder-fired missile defenses. The president should direct the Fed-
eral Aviation Administration to instruct airlines to add to flight crew training new emergency
landing techniques involving an aircraft damaged by a shoulder-fired missile. Airports should
increase resources devoted to perimeter security to deter missile threats during takeoff and
landings, as was done in Los Angeles.*’ Research should continue regarding the suitability and
cost of adapting missile detection and countermeasure technologies for commercial aircraft.*4

Integrate watchlists into airline passenger screening. The president should direct
TSA to implement the Secure Flight passenger screening program within six months so that
airline passenger lists can be integrated with the consolidated terrorist watchlist.*> The consoli-
dated watchlist must be coupled with improved privacy protections and an appeals process so
that passengers who are victims of mistaken identification are not subject to repeated delays for
unnecessary additional searches.

Introduce biometric technology at all ports of entry. Congress should accelerate
funding for the United States Visitor and Immigrant Status Indicator Technology (US-VISIT)
program so that biometric technology can be installed within three years at all land, port, and
air terminals.“® It is also important to strengthen exit procedures at ports and borders so that
immigration officials can more effectively track visitors both coming into and leaving the coun-
try. Under the current US-VISIT program design, points of departure are not manned but
employ self-serve kiosks. This gap in our entry-exit system will potentially add more “phantom
overstays” who have in fact left the country but clog up the existing visa tracking system. As the
new system is implemented, it is equally important that robust privacy safeguards are in place
to protect against unwarranted use of the biometric data and any databases that are developed
from the US-VISIT program. Recognizing that the challenge of illegal immigration cannot
be solved at our borders alone, the Bush administration should propose, and Congress should
enact, comprehensive immigration reform as soon as possible. No country can call itself secure
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if 700,000 people each year evade an immigration system that is broken, outdated, and inad-
equate to confront the challenges of global economic migration and terrorism.*

Increase resources and set priorities for Maritime Transportation Security
Act (MTSA) implementation. The Congress should pass proposed legislation to use cus-
toms duties to increase port security funding to at least $500 million per year, which is up
from the current annual appropriation of approximately $150 million in port security grants.*®
The president should direct the Coast Guard to amend its port security regulations to place
greater emphasis on threat and consequence analysis, concentrating on targets terrorists are
most likely to strike and which carry the highest risk of mass casualties and economic loss. Such
an approach could reduce the cost of MTSA implementation from the current estimate of $7.3
billion over 10 years to less than $5 billion.*” The United States should also work with the
International Maritime Organization (IMO) to adapt the International Ship and Port Facility
Security (ISPS) Code to require all cargo vessels to have a global vessel identification capability
similar to a commercial airliner beacon so that ships can be tracked and courses verified as they
travel to the United States.

Accelerate research and development on non-intrusive container scanning
technology. Congress should increase funding in the Homeland Security budget to $100
million to more rapidly develop next generation technology for a rapid, reliable, and safe “CAT
scan” of the roughly six million shipping containers that enter and exit the 361 U.S. sea and
river ports each year.”® No technology currently in existence or on the immediate horizon pro-
vides the necessary radiological imaging with sufficient speed and confidence to achieve 100
percent scanning of all shipping containers. No port security system will be sufficiently reliable
until such technology exists. Current funding levels are inadequate to get us where we need to
be fast enough.

Combine strengths of existing container security programs. The president
should direct Customs and Border Protection (CBP) to take immediate steps to improve and
better coordinate existing container security programs. Furthermore, Congress should provide
an additional $100 million in future years to accomplish the following:

*  Accelerate Phase III of the Container Security Initiative (CSI) and allow DHS to sta-
tion up to 400 agents on extended overseas tours with proper language training. The
program is currently hampered by too few agents sent on short-term rotations, which
limits international cooperation.

* Increase trusted shipper certification inspections under the Customs-Trade Partnership
Against Terrorism (C-TPAT) program.”’ Currently, CBP has a “trust but don’t verify”
approach due to resource constraints.’” Better integration of data generated by Auto-

mated Targeting System (ATS) and CSI can make C-TPAT inspections more effective.

* Develop a next-generation ATS computer model that fuses more data from broader
sources for more effective analysis of shipping risk factors and anomalies. Roughly half
of all physical inspections of containers are currently done based on random selection,
not risk profiling.> Not only is better shipping intelligence required, but independent
assessments of ATS are needed.*
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* CBP should also strengthen its cyber-security capabilities to
ensure that it can detect computer intrusions and attempts A\, 004720 log_)/ curren t/)/
to forge shipping documents. . .
in existence or on the
Make global shipping more secure. The president should  ;;0470te horizon
direct the secretaries of commerce and homeland security to con-
vene a global shipping summit to reach agreement with major
importers, shippers, and terminal operators to invest in a more Vﬂdio[ogicﬂ/ imdgiiflg
transparent, efficient, and secure intermodal trading system. The
emphasis should be on setting standards that will promote the
rapid deployment of new technologies. Within three years, all  confidence to achieve 100
shipping containers should be equipped with tamper-proof se-
cure seals, on-board Global Positioning System (GPS) tracking
capability, a radiation detection device, and a detailed, computer- S/)Z'pping containers.
ized cargo manifest with prior imaging attached. All U.S. ports
can then be configured with “green lanes” for rapid clearance of
shipping containers conveyed by certified “safe shippers” utilizing will be S%ﬁ% i€ﬂf[)/
smart technology. All shipping containers that fail to meet revised

standards will be subject to “red lanes,” creating a market incentive ]
for security investments.> techno/ogy €x1sts.

provides the necessary
with sufficient speed and
percent scanning of all
No port security system

reliable until such

Increase emphasis on secure computer technologies.

The secretary of homeland security should task DHS’s undersecretary for preparedness to work
in cooperation with the National Science Foundation to present a plan within six months
to eliminate all known computer software programming vulnerabilities within three years.
Experts say that 90 percent of all software vulnerabilities can be traced to 19 programming
flaws.”® Global economic damage from denial-of-service attacks has been estimated to exceed
$34 billion,”” yet DHS’s Science and Technology Division received only $18 million for cyber
research and development in FY 2005.”® Computer attacks by Islamic groups have grown
significantly since 9/11 and particularly since the invasion of Iraq.”” The Congress should
dramatically increase its investment in cyber research and development. The administration
should direct relevant agencies to identify and certify secure software that eliminates the pos-
sibility of computer programming flaws and then push the private sector to urgently upgrade
its systems.

Maintain government support for terrorism insurance. The administration should
promptly engage the insurance industry to devise a permanent risk arrangement to replace the
Terrorism Risk Insurance Act and ensure a viable private insurance market to minimize the po-
tential economic impact of future terrorist attacks. One option is the creation of a government-
sponsored enterprise terrorism risk reinsurance corporation, capitalized by the private sector
and backed by the U.S. government, particularly if the private terrorism insurance market is
inadequate to meet long-term demand. The administration should also appoint an advisory
panel of legal, security, public and private sector, and legislative experts to make recommenda-
tions regarding commercial liability and terrorism. Establishing clear parameters regarding the
private sector’s liability in the event of future attacks could help restore the private insurance
market over the long-term and provide incentives for private sector adoption of mandatory and
enforceable security and safety standards in return for commercial liability relief.
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Renew the Victims Compensation Fund. Congress should review the Victims Com-
pensation Fund and pass legislation authorizing its renewal for a three-year period. The re-
authorized Fund would assist the families of U.S. citizens who are victims of future acts of
foreign-sponsored terrorism anywhere in the world as well as the families of anyone who is a
victim of terrorist attacks within the United States. After September 11, the federal government
processed more than 7,300 claims valued at more than $2.6 billion and proved itself as an ef-
fective mechanism to speed compensation to victims, thereby enhancing Americans’ ability to
recover from this attack.®” Given the threat of another attack, it is appropriate to maintain this
special process on a temporary basis. After two years, the Departments of Justice and Home-
land Security should submit a report that evaluates the ongoing nature of the terrorist threat,
the degree to which society has strengthened its security and preparedness, and whether a con-
tinued exception to the normal victim compensation and tort systems is warranted.

An Integrated Approach Anchored By Strong Federal Leadership

To protect the homeland, we need an integrated, comprehensive approach that bridges three
intersecting relationships: homeland and national security; federal, state and local responsibili-
ties; and the public and private sectors. Homeland security and national security are indivisible.
The federal government cannot protect the homeland alone, but it must lead. It must establish
genuine and reciprocal partnerships with state governments and local communities, and with
the private sector. States, local communities, and the private sector all must do their share to
make us safer, but only federal leadership and resources can adequately address vulnerabilities
that terrorists can and will exploit. A credible and effective approach requires more than water,
duct tape, and plastic sheeting. Vague and confusing announcements that appear to be made
for domestic political gain undercut support at home and vital partnerships around the world.
Similarly, arbitrary and secretive rules that appear to add a veneer of security ultimately under-
cut what we represent as a nation and how we are perceived by friends and allies.

Introduce a consolidated national security budget. Beginning with the next presi-
dential budget, the Office of Management and Budget should issue a national security top
line budget figure to the Congress that combines the budgets of the Departments of Defense,
State, and Homeland Security; all elements of the Intelligence Community, as defined in the
National Security Act of 1947;°" and the relevant portions of the budgets of the Departments
of Energy, Justice, Health and Human Services, Treasury, and other departments and agencies
that have national security, homeland security, intelligence, counterterrorism, and foreign as-
sistance functions.®* Barring action by the Congress to amend its rules to allow a consolidated
national security appropriations bill, this would provide a useful guide to understanding the
difficult tradeoffs involved in funding an integrated national security strategy.

Consolidate the National Security and Homeland Security Councils. The presi-
dent should immediately issue a new National Security Presidential Directive that integrates
the executive branch policy coordination responsibility of the Homeland Security Council
with that of the National Security Council. The staff of the Office of Homeland Security with-
in the Executive Office of the President should be incorporated within the staff of the National
Security Council and report to the president through the national security advisor and a newly
created deputy assistant to the president for homeland security.
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Develop a new national security strategy. Within six
months, the administration should update the nation’s homeland 77,77,/ security an d
security strategy within an integrated national security strategy that _ _

reflects all international and domestic policy elements that will be national security are
decisive in reducing the terrorist threat to the United States. It ;5,,//075ible. The fedeml
should incorporate national strategies related to homeland securi-
ty, maritime security, cyber security, critical infrastructure protec-
tion, weapons of mass destruction, terrorism, and money launder- protect the homeland
ing into a single overarching and coordinated approach.

govemmem‘ cannot

alone, but it must lead.

Establish an integrated network of Homeland Security
Operations Centers in all 50 states to improve the two-way flow of threat
information. Working with Congress, the president should designate sufficient resources
within the Department of Defense budget to create a network of state homeland defense op-
erations (HDOC) centers. This HDOC network would be the primary conduit for homeland
defense alerts and better enable rapid civil support in case of a crisis. The operations centers,
which would be staffed and managed by National Guard personnel on Title 32 status,** would
more effectively integrate federal government entities, including NORTHCOM, Joint Harbor
Operations Centers (JHOC), Joint Terrorism Task Forces (JTTFs), and regional Federal Emer-
gency Management Agency (FEMA) headquarters with state and local entities. Such a network
would also enhance coordination between the DHS and state and local officials, including
improved flow of local intelligence information to DHS’s Directorate of Information Analysis
and Infrastructure Protection.

Increase security clearances for state and local officials. After eliminating the
current backlog of security clearances and establishing consistent clearance standards across
intelligence agencies,* the administration should expand the number of state and local of-
ficials who have security clearances and access to intelligence.® This will enable more effective
coordination across all levels of government and greater regional participation in joint planning
and analysis.

Reimburse states and communities for unexpected security costs. The presi-
dent should propose and the Congress should pass legislation that would create a specific fund
for the federal government to reimburse state and local authorities for a percentage of unantici-
pated security costs incurred as a result of federal government taskings to states and communi-
ties to heighten security based on specific requirements or available intelligence.®® The current
levels of security are not sustainable without greater federal support, since cities and states are
dealing with hundreds of millions of dollars in unfunded security costs while trying to balance
their own budgets. Congress should establish a Homeland Security Trust Fund and dedicate
revenue from port customs, aviation security, and other user fees to improve and sustain critical
infrastructure security over the long term.

Consolidate homeland security grant programs under DHS. The Congress
should pass legislation consolidating the administration of all homeland security grant pro-
grams under the newly proposed undersecretary of homeland security for preparedness. States
and communities should have an opportunity for “one-stop shopping” in applying to DHS for
grants, and they need to be more flexibly administered and better tailored to where the threat,
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consequences and need are most acute, while ending false competition between prevention and
response. All grant programs should be designated as either “first preventer” (law enforcement,
intelligence, security, and technology programs) or “first responder” (fire, emergency response,
and medical surge capabilities). These distinct missions are currently competing for homeland
security funds, but both are worthy of support. The administration and Congress should des-
ignate specific allocation formulas that provide all communities with a baseline for response,
but assign the majority of funds based on threat and attack consequence. Grants should also
facilitate joint training among state, community, and private sector security personnel to pro-
mote better public-private coordination and the development of area security plans for critical
infrastructure protection.

Revise the existing Homeland Security Advisory System (HSAS). Reissue Home-
land Security Presidential Directive 3 as a National Security Presidential Directive, revising the
existing five-color-coded public alert system to make it more targeted and localized. The cur-
rent national approach does not work and generates public fears and system disruptions that
partially fulfill terrorist objectives.”” The HSAS would serve as the primary threat assessment
tool for the federal government, state and local homeland security, law enforcement, fire, and
emergency response officials, and representatives from critical private economic sectors. Na-
tional warnings for the general public, however, should be issued only when the government
expects the American people to take specific actions, including alerts for suspicious individuals
or activity and travel restrictions. Amber Alerts, which warn motorists to be on the lookout for
a specific individual or type of vehicle, are a good example of the kind of specific announce-
ment that should be issued.®®
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