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SECURING AMERICA,

Protecting Our Freedoms After September 11

History teaches that grave threats to liberty often come in
times of urgency, when constitutional rights seem too
extravagant to endure ... when we allow fundamental
[freedoms to be sacrificed in the name of real or perceived

exigency, we invariably come to regret it.
- THURGOOD MARSHALL'!

In a matter of minutes, the horrific attacks of September 11 shattered our sense of invulner-
ability and unleashed a security challenge of enormous dimensions. As our leaders rushed to
respond to an enemy they did not understand well—but nonetheless knew must be defeated—
many concluded that the danger we faced was unlike any other in American history and that
new approaches were needed to secure our nation, even if certain constitutional rights were
curtailed in the process.” Justice Robert Jackson’s famous statement—that the Bill of Rights is
not a “suicide pact”’—has taken on a nearly talismanic importance since September 11.

This impulse to strike a new “balance” between liberty and security—or as some have argued,
to allow the government nearly unfettered power during times of war*—is in some sense un-
derstandable. Three thousand innocent Americans died on September 11, an event that al
Qaeda’s leaders have warned was merely a precursor to future, and possibly more catastroph-
ic, attacks.” Yet the Constitution has survived many threats, including civil insurrections and
world wars. It is designed to function during periods of crisis, and only in the most extreme
circumstances does it contemplate congressional action to suspend certain rights.® Indeed, as
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Being safe and being

free are not mutually
exclusive. The
Constitution has survived
many threats, including
ctvil insurrections and
world wars. It is precisely

during times of crisis

Thurgood Marshall cautioned, it is precisely during these times
when rights must be most steadfastly defended.

Our experience during a national crisis 60 years ago is illustrative.
After the Japanese attack on Pearl Harbor in December 1941, the
government moved quickly to forcibly relocate and intern over
100,000 Japanese-Americans, more than two-thirds of whom
were U.S. citizens.” The government’s action was based not on
individual suspicion or a sensible assessment of the threat, but
on membership in a particular ethnic group.® Although we now
regard this as a shameful episode in our nation’s history,” we must
not forget that at the height of this war the Supreme Court up-

held this evacuation policy.'” One of the dissents, now celebrated

that rights must be most with the benefit of hindsight, offers useful guidance regarding the
steadfastly defended. incursions on constitutional rights made in the name of security

today:

[Olnce a judicial opinion rationalizes such an order to show that it conforms to the
Constitution, or rather rationalizes the Constitution to show that the Constitution
sanctions such an order, the Court for all time has validated the principle of racial
discrimination in criminal procedure and of transplanting American citizens. The prin-
ciple then lies about like a loaded weapon ready for the hand of any authority that can
bring forward a plausible claim of an urgent need. Every repetition imbeds that prin-
ciple more deeply in our law and thinking and expands it to new purposes.'!

The protection of constitutional liberties need not, and indeed should not, deprive the gov-
ernment of the authorities necessary to vigorously apprehend terrorists at home and abroad,
prosecute them, and defend the homeland. Although a number of provisions in the USA
PATRIOT Act have infringed on constitutional rights, there is little disagreement over most
of the Act’s provisions—they provide useful new counterterrorism tools for law enforcement,
financial regulators, and intelligence agencies, and update laws to reflect advances in technol-
ogy."? Indeed, the years since September 11 have shown the “choice” between liberty and
security to be a false one. Being safe and being free are not mutually exclusive. We do not gain
more of one by giving up the other.

The analysis and recommendations set forth in this chapter seek to secure America and protect
our freedoms after September 11. The recommendations follow a framework of three core
principles that aim to offer useful guidance for the president and Congress as they debate our
nation’s response to terrorism: government actions and official proceedings should be as trans-
parent as possible; the government should be held accountable for its actions through our sys-
tem of checks and balances; and measures undertaken by the government should be narrowly
tailored to the goal of enhancing our security.

Transparency. The public has a right to know how the government is making decisions to pro-
tect the nation. Greater transparency within government arms people with the information
needed to best respond to threats and enhances public confidence in our law enforcement and
intelligence communities. Yet from the secret arrest of foreign nationals in the United States to
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the shielding of gh“ost detainees at”detentlon fac11{tles around 77, protection of
the world to secret “sneak-and-peak” searches of private homes o _ .
and businesses, the Bush administration has maintained a constitutional liberties need

13 .
not, and indeed should not,

Accountability. The Founders carefully crafted a political system ﬂlf]) rive the government
that prevents a single branch of government from possessing Of the authom’ty necessary
unchecked power.' In order for that system to function prop-
erly, each branch must hold the other branches accountable.
But since September 11, the powers of the executive branch terrorists at home and
have increased at the expense of Congress and the judiciary.
Federal judges have been stripped of their longstanding role in
determining whether the facts justify search warrants, physical and dgfénd the homeland.
and electronic surveillance, and deportation orders, and the

administration has withheld even the most basic information

about counterterrorism measures from Congress."

shroud of secrecy over its actions.

to vigorously apprehend

abroad, prosecute them,

Narrow Tailoring. Since September 11, the Bush administration has repeatedly cast a wide
net of suspicion over entire groups of people rather than require individualized evidence of
wrongdoing. In an effort to identify possible terrorist activity within immigrant communities,
the administration ordered hundreds of thousands of foreign nationals to “register” with the
government, sowing fear and suspicion among millions of immigrants, breaking apart families,
and destroying the careers of productive, hard-working immigrants.'® This program not only
relied on a crude form of ethnic profiling, it severely strained government resources without
uncovering significant terrorist activity.'” Similarly, law enforcement agencies have monitored,
infiltrated, and attempted to disrupt peaceful political organizations merely because they op-
posed the war, not because of any security threat they posed.'®

These principles are especially important when applied to the three major issue areas below
which warrant special scrutiny as the national debate continues on how to reconcile security

concerns with civil liberties, and as Congress considers the reauthorization of expiring provi-
sions of the USA PATRIOT Act in 2005.%

»  Surveillance and law enforcement. Law enforcement and intelligence officials must be
empowered to do their jobs, but they must do so within constitutional limits. While
new powers are clearly needed to combat the threat of terrorism in the digital age, many
of the powers granted in the Act have not been used for counterterrorism purposes
and some have raised serious constitutional concerns. Law enforcement must pursue
efficient, targeted, and effective counterterrorism strategies that do not waste precious
resources or infringe on civil rights and civil liberties.

*  Immigration. Establishing effective border security and respecting the rights of immi-
grants should be a primary goal of the president and Congress. In the wake of Septem-
ber 11, the failures of our border security and immigration enforcement systems were
painfully evident. Unfortunately, many of the steps taken to remedy these failures have
been both overzealous and ineffective. Sensible immigration policies would encourage
cooperation among the many immigrant communities that live in our nation,*® and
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create goodwill around the globe by facilitating the travel, study, and work of foreign
nationals, including scientists, artists, and students, who can make a positive contribu-
tion to our nation.”!

»  Executive branch policymaking. As noted by the 9/11 Commission, many civil rights
and civil liberties violations could be prevented if appropriate safeguards were instituted
within the executive branch.?? High-level personnel at federal agencies and the White
House should be required to consider the impact of government policies on our civil
rights and civil liberties. Complaints of possible abuses of civil rights and civil liberties
by government officials should be investigated fully.

This list, of course, is not exhaustive. Many important civil liberties issues remain outside the
scope of this chapter. Chief among these is recognizing that respect for civil liberties encom-
passes an international dimension. American credibility in the world has been dangerously
impaired by the current administration’s disregard for the rule of law. The president must com-
ply with all international agreements to which the United States is a party and with customary
international law, including the Geneva Conventions and the Convention Against Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment. Only by respecting the rule
of law can the United States enlist the international cooperation and goodwill on which its
security—and the safety of its armed forces—depend.

CURRENT STATE OF PLAY

The Bush administration has offered Americans a false choice between security and liberty.
Government policies have undermined constitutional protections without making the nation
more secure. Instead of enlisting the help of immigrant communities in identifying terrorist
activity, the government has alienated them through measures that violate due process and
yield little useful counterterrorism information.?® The Justice Department has brought crimi-
nal investigations with much fanfare, only to see prosecutions collapse due to prosecutorial
misconduct, leaving ruined lives in their wake and a nation still susceptible to attack.?

Indeed, the threat we face today from terrorism remains as serious as it was before September
11, 2001.” The administration’s response has in many ways damaged the liberties protected
by the Constitution and failed to enhance our security. As we describe more fully below, the
administration has:

* Eliminated longstanding restrictions on law enforcement’s ability to engage in domestic
surveillance of political speech and activity protected by the First Amendment;

* Detained individuals for months and years without bringing criminal charges or
allowing them to consult with an attorney, sometimes holding them incommunicado
and in highly punitive conditions, by improperly using the material witness statute;

* Engaged in ethnic profiling and harassment of innocent individuals through the arbi-

trary use of terrorist “watchlists” at airports, financial institutions, car rental agencies,
and numerous other businesses;
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* Made extensive use of legal authorities granted under the
USA PATRIOT Act in cases that have nothing to do with 77, pu blic has a
terrorism; refused to disclose basic information to Congress
and the public about the use of these authorities; and sought
to evade congressional and judicial oversight over executive government is ma/ezng
branch decisions;

right to know how the

decisions to protect

* Secretly detained hundreds of Arab and Middle Eastern im- /e nation. Greater
migrants after September 11, denying them access to legal
counsel and family members, subjecting some to solitary
confinement and mental and physical abuse; government arms peop[e

transparency within

: N . with the information
* Alienated immigrant communities and damaged our f

international standing by requiring all adult male foreign  needed to best respond
nationals from 24 predominantly Muslim countries to
complete “special registration requirements” (including
photographing, fingerprinting, and interrogation); pub[iC COﬂﬁéllﬂl% in our

law enforcement and

to threats and enhances

* Failed to secure our borders and implemented an entry/exit ) o
system that has been ineffective and has raised significant intelligence communities.
concerns about safeguarding the privacy and civil liberties
of millions of travelers;

* Deprived immigrants of their right to argue their appeal before an independent, neutral
decisionmaker by substantially impairing the immigration court system; and

* Disregarded civil liberties and privacy concerns within the executive branch policymak-
ing process by failing to create a meaningful civil liberties board sufficiently empowered
to help shape policy formulation and investigate abuses by government agencies.

These measures have weakened our nation and our standing in the world while doing little to
make us safer.

PROGRESSIVE POLICY RECOMMENDATIONS AND ACTION PLAN

Surveillance and Law Enforcement

Surveillance and law enforcement practices should improve public safety and safeguard civil
rights and liberties. As outlined in greater detail below, the president and Congress should
take steps to protect First Amendment activity; prevent abuse of the material witness statute;

eliminate the arbitrary and discriminatory use of watchlists; and determine which powers au-
thorized by the USA PATRIOT Act warrant renewal.

Protect First Amendment activity. After September 11, Attorney General John Ashcroft unilater-
ally weakened longstanding restrictions on the FBI’s ability to conduct domestic surveillance
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Law enforcement

must pursue efficient,
targeted, and effective
counterterrorism strategies
that do not waste precious
resources or infringe on
civil rights and civil

liberties.

by revising the Attorney General Guidelines on General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations. %
He did this without consulting Congress. The Guidelines govern
the conduct of the FBI and the law enforcement community.
First established during the Ford administration (and amended
thereafter), the Guidelines were created in response to serious
abuses of constitutional rights by the FBL,” such as the infamous
COINTELPRO program, a covert campaign to target political
dissidents and illegally wiretap civil rights and anti-war leaders.*®
The revised Guidelines remove important safeguards limiting the
scope and length of federal investigations and decrease internal
supervision once those investigations have begun.?” While the at-

torney general claimed these changes were necessary to enable the

FBI to carry out terrorism investigations, the 9/11 Commission
did not conclude that any of the failures leading to September 11
were due to restrictions required by the Guidelines.*

There is evidence that activity protected under the First Amendment is being monitored by the
FBI. An FBI bulletin issued on October 15, 2003, called for monitoring anti-war rallies, stating
that even “peaceful techniques can create a climate of disorder” and that law enforcement
should be particularly wary of individuals who wear “goggles, scarves . . . and sunglasses” and
extremists with “body protection equipment (layered clothing, hard hats and helmets, sporting
equipment, life jackets, etc.) to protect themselves during marches.”' Federal agents have also
investigated and attempted to disrupt legitimate political activities, including protests at the
Republican National Convention in New York City.** Department of Justice (DOJ) resources
should be focused on criminal and counterterrorism investigations, not investigations of
protected First Amendment activity. Therefore, the Center for American Progress recommends
that:

* The president should direct the attorney general, in consultation with the FBI director,
to restore restrictions on domestic surveillance in the Attorney General Guidelines on
General Crimes, Racketeering Enterprise and Terrorism Enterprise Investigations, and
share those revisions with the Congress.

* The Congress should consider whether additional legislative remedies are appropriate.

Prevent abuse of the material witness statute. The material witness statute permits the detention
of witnesses for the narrow purpose of ensuring that they provide testimony for a criminal
proceeding when the government believes they pose a risk of flight.”” Since September 11,
however, prosecutors have used the statute as a means of preventive detention when they lack
sufficient evidence to make an arrest on criminal or immigration charges. The Justice Depart-
ment has refused to disclose the full extent to which it has relied on the statute since September
11,% but it is known that dozens of persons have been detained for months on end, often held
incommunicado in highly punitive conditions.> Although judges must approve the deten-
tion of all material witnesses under the statute, the government has limited the availability of
counsel to detainees, seriously undermining their ability to refute accusations brought against
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them.*® The material witness statute should not be used as an end-
run around the constitutional guarantee of due process. Congress A5 /0 9/71 Commission

should:
concluded, the burden

* Enact legislation requiring the attorney general to release of pVOOf should remain
to Congess all case files, reports, and relevant data (subject

to customary protocols governing classified information)
regarding DOJ’s use of the statute in counterterrorism in- €xp/ﬂin that each power
vestigations after September 11.

orn f/]€ govemmem‘ to

‘materially enhances

* Amend the material witness statute to include a require-  security” and that
ment that witnesses be detained for no more than 15 days
unless the government presents clear and convincing evi-
dence that: (1) the individual poses a flight risk; (2) the in-  protections are in place
dividual possesses information of such importance that, if
the individual became unavailable, the government's ability
to investigate or prosecute serious criminal activity would that power.
be substantially damaged; and (3) no less restrictive alterna-
tives are adequate to prevent the individual from fleeing.

adequate civil liberties

to oversee the use of

Eliminate the arbitrary and discriminatory use of watchlists. After September 11, reliance on
watchlists greatly increased as agencies adopted measures to detect suspected terrorists. How-
ever, use of the lists was not coordinated among the agencies; a 2003 Government Account-
ability Office (GAO) report found nine security agencies used more than a dozen different
watchlists.”” This has resulted in inaccurate lists and conflicting information. In the days after
September 11, for example, the FBI distributed a list of suspected terrorists to a wide array
of companies in the private sector. The list was so riddled with errors that the FBI renounced
its use, but because it had been widely circulated, particularly over the Internet, numerous
innocent people were falsely accused of wrongdoing.’® These errors were compounded by an
ineffective administrative process to enable individuals to seek to have their names removed.*

The misuse of the lists has led to repeated instances of ethnic profiling (7.e., many Arab-,
Middle Eastern-, and Muslim-Americans have been placed on lists because of their ethnicity*’)
and harassment of individuals for their political beliefs (e.g., peace activists have been included
on “no-fly” lists*!). Innocent individuals, including Senator Edward Kennedy and Representa-
tive John Lewis, have been stopped at airports because their names were similar to those of
individuals on the list.** The administration created the Terrorist Screening Center (TSC) in
September 2003 as a multi-agency effort led by the FBI in conjunction with the Central In-
telligence Agency, the State Department, and the Department of Homeland Security (DHS)
to consolidate, maintain, and operate the government’s watchlists.*> Confusion over which
agency should direct the TSC has hampered its effectiveness. The inspector general of DHS
concluded that the department has failed to fulfill its responsibility to lead the TSC, as directed
by Congress.* The report also concluded that the TSC is understaffed and employs an “ad
hoc” approach to watchlist consolidation.”> Serious concerns have also been raised about the
TSC’s commitment to protecting privacy and civil liberties; a required privacy impact assess-
ment was never completed due to the haste in which the TSC was created, and extensive data-
mining operations are being conducted without sufficient oversight.*
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Maintaining accurate, up-to-date watchlists is a critically important counterterrorism measure.
But without proper oversight and quality control, watchlists are an ineffective tool, inviting
discrimination and infringing on legitimate political activity. The president should:

* Establish an interagency working group to identify and direct necessary resources to
operate successfully the TSC and expedite the development of a master watchlist.

* Direct the secretary of homeland security to establish a process for individuals to chal-
lenge their inclusion before an administrative law judge with a right of appeal in federal
47
court.

Evaluate the efficacy of the USA PATRIOT Act. The USA PATRIOT Act was signed into law just
45 days after the attacks of September 11. Recognizing that many of the new powers granted
by the Act received little consideration by members of Congress, an agreement was reached to
“sunset” some of the provisions on December 31, 2005 so that Congress could evaluate the
implementation of the Act.* Of the more than 150 new provisions in the law, only 16 are
scheduled to sunset, and some of these are less controversial than others that do not expire.49
All of the Act’s provisions, regardless of whether they are scheduled to sunset, should be evalu-
ated for their efficacy in accordance with the following three guidelines.

First, powers granted under the USA PATRIOT Act should be evaluated to assess how they
have been employed and whether they are necessary. The administration promoted the Act
as necessary to address the threat of international terrorism. Yet many of the new authorities
granted in the Act have been used in hundreds of cases—ranging from local corruption to drug
trafficking—that have nothing to do with terrorism. Law enforcement officials have relied
on the Act’s broad powers to wiretap phones, monitor private Internet communications, and
obtain private financial records in the course of traditional criminal cases.”® Before Congress
renews these powers, in whole or in part, it must be satisfied that there is a continuing need
for them and that they will not be abused. As the 9/11 Commission concluded, the burden of
proof should remain on the government to explain that each power “materially enhances secu-
rity” and that adequate civil liberties protections are in place to oversee the use of that power.”!
It is even more important that the government meet this burden with respect to powers in the
Act whose relevance to counterterrorism is tenuous or nonexistent.

Second, powers granted under the USA PATRIOT Act should be evaluated to assess whether
they provide sufficient transparency and public accountability. Some provisions in the Act
explicitly prohibit disclosure of actions taken by the government, most notably section 215.%*
That provision permits the government to request “any tangible thing . . . including books,
records, papers, documents, and other items” from any entity, yet forbids disclosure that such
a request has been made.”® Thus, a business owner who received a request under section 215
is not only obligated to turn over the requested records, but could face criminal prosecution
if he or she mentions the request to anyone. This lack of transparency has been exacerbated
by the Bush administration’s needless insistence on withholding or classifying even the most
rudimentary information about how the Act has been used. Repeated, bipartisan requests from
Congress have been rebuffed.* Such information should be disclosed unless a credible threat
to national security would be posed by its release (and in such instances, customary protocols
should be observed that provide access under appropriate safeguards to the relevant congressio-
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nal committees). Permitting law enforcement to operate in secret
not only undermines effective counterterrorism measures, but it Judicial OZJEVSl'ght is

erodes public confidence in the legal system.> _ )

€SS€7’ltléZ[ to pV€U€ﬂthg
Third, powers granted under the USA PATRIOT Act should be dVbitV&lV)/ acts b)/ the

subject to meaningful review by a neutral magistrate that includes
written findings of fact whenever possible. Many provisions of the
Act strip the courts of their ability to conduct a meaningful review  cerrain that the rule
of executive branch actions, leaving power unchecked in the hands
of law enforcement officials. For example, section 215 permits the
government to obtain the records it seeks merely by making a cer-  observed.
tification to the Foreign Intelligence Surveillance Court that such

government and making

of law is scrupulously

records are sought for a counterterrorism or foreign intelligence

investigation. The court has no authority to refuse the request as long as it is submitted prop-
erly.>® Section 412 of the Act permits the attorney general to detain unilaterally any alien for
up to seven days without judicial review.”” Judicial oversight is essential to preventing arbitrary
acts by the government and making certain that the rule of law is scrupulously observed.

Immigration

For immigration policies to be fair and improve security, the president should end secret ar-
rests and secret hearings, encourage cooperation with immigrant communities, improve border
security, and reform the immigration court system.

End secret arrests and secret hearings. The Bush administration has made secrecy a hallmark of its
arrest, detention, and deportation efforts, which has too often led to abuse and mistreatment
of immigrants and a loss of public trust in our government.’® Over 1,000 Arab and Muslim
men were secretly arrested in a nationwide dragnet after September 11, many for minor civil
immigration violations; some were held in 23-hour lockdown, denied access to legal counsel and
family members, and subjected to mental and physical abuse.”® Not one was publicly charged
with terrorism.*® Such secrecy was permitted because the government closed all hearings in the
cases of detainees determined to be of “special interest” to the government. Basic information—
including the very existence of the case—was withheld from families of the detainees, the
press, and public.®’ The names of the detainees remain secret even today.®* Denying basic due
process to individuals who stand accused of a civil violation—absent compelling evidence that
providing such due process would pose an imminent threat to national security—is repugnant
to a modern democracy. As one federal judge declared in criticizing the government's policies,
“Democracies die behind closed doors.”®

* Congress should enact legislation prohibiting the secretary of homeland security and
the attorney general from closing immigration hearings absent a case-specific showing
of national security need.

Encourage cooperation with immigrant communities. The National Security Entry-Exit
Registration System (NSEERS) required adult male foreign nationals from 24 predominately
Muslim countries to complete “special registration requirements” (including photographing,
fingerprinting, and interrogation).** As documented by the 9/11 Commission, NSEERS un-
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covered no significant terrorist activity, wasted precious counterterrorism resources, and dam-
aged our relations with foreign nations.®> The international fallout was so significant that the
White House issued a “global message” that attempted to explain and justify NSEERS in order
to help “avoid misunderstandings with foreign partners.”*® The program’s greatest cost was its
severe alienation of immigrant communities in the United States, who are the very people the
government needs to cooperate with in order to identify and defeat terrorists most effectively.®”
Although the administration suspended several of its components, NSEERS remains in effect
on a case-by-case basis.®®

* Congress should enact legislation prohibiting the attorney general and secretary of
homeland security from using federal funds for “special registration” programs, such
as the National Security Entry-Exit Registration System (NSEERS), unless justified by
specific and credible intelligence and no other alternatives exist to carry out a legitimate
law enforcement objective.

Improve border security. The challenges we face in securing our nation’s borders were exposed
by the September 11 plot in which the 19 hijackers were able to gain admission to the United
States and travel frequently abroad and within the country.®” In order to improve screening at
the nation’s airports, seaports, and land ports of entry, the Department of Homeland Security
created the US VISIT program,’® a system that uses biometric identifiers (digital finger scans
and photographs) to process visitors upon arrival in the United States.”' Implementation of the
program has been slow; current reports estimate the system could take 10 years and $15 billion
to build.”? Questions have also been raised about its efficacy. US VISIT uses a two-fingerprint
system rather than the 10-fingerprint system used by the Justice Department, drastically reduc-
ing its accuracy in identifying suspected terrorists and criminals.”® If properly implemented,
the use of biometrics can advance civil liberties by reducing dependence on ethnic profiling.
But careful research is needed to ensure that such systems are implemented in a manner that is
both accurate and respectful of privacy and civil liberties.

* Congress should enact legislation that provides for more funding and technical assis-
tance to expedite rapid implementation of the US VISIT program. Such legislation
should also safeguard privacy and other civil liberties.

Reform the immigration court system. The attorney general controls the immigration court sys-
tem, both at the trial level and the appellate level (the Board of Immigration Appeals (BIA)).”4
After September 11, Attorney General Ashcroft issued new policies that sharply curtailed due
process protections for immigrants, limited the discretion of immigration judges, and reduced
the BIA to little more than a rubber stamp.”> He ordered the BIA to resolve 56,000 cases in
little over a year, prompting BIA members to decide cases within minutes and to abandon their
practice of employing three-judge panels.”® Ashcroft also reduced the size of the BIA from 23
members to 11, retaining only those judges whose records indicated that they were least likely
to grant immigrant appeals.”” These changes not only compromised the quality and reliability
of immigration decisions but they also created an enormous burden on the federal court sys-
tem as the number of BIA decisions appealed to federal courts increased significantly.”® This
increase has so overwhelmed the federal court system that the Justice Department has been

forced to enlist lawyers unfamiliar with immigration law to help handle cases.”
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Decisions of the immigration courts have a profound impact on
people’s lives. Family unity, deportation, and even survival—for  f7,.. immigration po Licies
asylum seekers who face death or torture if returned to their home _ ,
country—are often at stake. An independent agency charged with 70 befﬂl rand i mprove
reviewing the decisions of immigration judges should be created secwz'ty, the PV€Si&lI€ﬂt

to provide sufficient due process and to ensure that justice has not

been forsaken for administrative expediency. should end secret arrests

and secret hearings,
* Congress should enact legislation establishing a new inde-

pendent agency, the Immigration Review Commission, to
oversee and regulate the immigration court system.* with immigrant

encourage COOp€7ZlZ’Z'Oﬁ

communities, bolster

Executive Branch Policymaking border security, and
The 9/11 Commission concluded that attention to civil rights and
civil liberties must be integrated into the executive branch poli-
cymaking process in order to lessen the risk that they will be vio-  court system.

reform the immigration

lated.®! Moreover, the government has an obligation to ensure that
when violations do occur, they are investigated thoroughly. In the
recently enacted intelligence reform bill, Congress addressed this concern by creating a “Pri-
vacy and Civil Liberties Oversight Board.”®* Unfortunately, as explained below, this board falls
short of what is needed to protect civil liberties adequately.

Strengthen the civil liberties board created by Congress. To fulfill the recommendation of the 9/11
Commission, a board must have a meaningful opportunity to participate in the policymaking
process, investigate complaints and possible abuses of civil liberties, ensure compliance with
laws and regulations affecting civil liberties, and draw on outside experts to provide effective
oversight of government officials. The board created by Congress is a useful starting point for
ensuring that these goals are met, but, as currently constituted, it suffers from several core
deficiencies.®

First, the board is too closely tied to the president. It resides in the Executive Office of the
President and all five members are appointed by, and serve at the pleasure of, the president.®
Making the board an independent agency, ensuring bipartisan composition of the board (by
requiring two members to be nominated by the leaders of the minority party), and establishing
staggered, fixed terms for members would increase its credibility and effectiveness.

Second, the board lacks important tools to carry out real oversight and investigative functions.
The board currently may request information from any person outside the executive branch;
but if information is not provided after 45 days, the board is merely permitted to “notify” the
attorney general of the denial.®® The attorney general then “may take such steps as appropri-
ate.”80 Similarly, the board may request information from government agencies, but if denied,
has no recourse but to inform the head of the agency and request the information.*” Even this
modest power is subject to large loopholes. Both the director of national intelligence and the
attorney general may prevent the release of information deemed to threaten national security
or compromise ongoing investigations.®® Such a vague standard invites excessive classification
by government officials, a problem documented by the 9/11 Commission.*” Board members
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should be granted the requisite security clearances to gain access to all necessary information.
When necessary, the board should be able to raise concerns over access to information directly
to the president.

Third, although the board is instructed to “consider” civil liberties principles when it provides
advice to executive branch officials,?° the board is not required to assess each regulation, policy,
or law in writing. When considering new or revised regulations, agencies should be required to
make an initial determination as to whether significant civil liberties implications are at stake;
if so, agencies should conduct a thorough civil liberties impact assessment (akin to privacy
impact assessments’!) in order to determine whether the regulation should be promulgated.
These requirements would help regularize consideration of civil liberties implications through-
out the government.

Finally, the board is required to submit annual reports to Congress. More frequent reporting
requirements, such as quarterly reports, would increase awareness of, and confidence in, the
board’s work and enable the press and the public to monitor its findings—and for problems to
be corrected more quickly.

» Congress should enact legislation strengthening the “Privacy and Civil Liberties Over-
sight Board” by: making the board and its members independent of the White House;
providing the board access to all necessary information, including information held by
intelligence and law enforcement agencies; requiring the use of “civil liberties impact as-
sessments’; and increasing the frequency of reports the board must send to Congress.
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