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Disclaimers:

e This report does not constitute specific legal advice or opinion with respect to any of the
companies or filings discussed herein.

e This report analyzes select SEC filings from a sample of public companies. It is not
intended to be a comprehensive analysis of any one company or industrial sector.

¢ In order to analyze the disclosure of potentially material security issues by public companies,
this report utilizes both official and unofficial third-party reports on security at companies
and within various sectors. The accuracy of some of these analyses has been challenged by
other experts and critics. We rely on these reports not for their ultimate accuracy, but rather
to raise the sorts of issues that corporate reports should be raising and addressing directly.



Introduction

Approximately 90 percent of America’s critical infrastructure is owned by the private sector. This
infrastructure is vital to the security and health—economic, social and cultural—of the United States.
Pipelines, electrical lines, water systems, communications infrastructure, broadcast companies,
financial markets and gathering places such as stadiums, malls, theme parks, hotels and office buildings
are all privately held. As then-Homeland Security Secretary Tom Ridge aptly stated, “We are a target-
rich environment, and the private sector owns most of the targets.”

Our nation’s dependence on the private sector is not lost upon the terrorists that seek to do us harm.
Osama bin Laden stated that the Twin Towers were selected because they were symbolic of American
economic power.' Since 9-11, bin Laden has called upon al Qaeda to attack the American economy and
the critical infrastructure that supports our way of life.

Even prior to 9-11, there was a growing understanding within national security circles that the nation’s
critical infrastructure needed to be better protected. In 1998, President Clinton issued Presidential
Decision Directive 63, entitled “Protecting America’s Critical Infrastructure.” It recognized the need
to work with the private sector to improve the nation’s security from terrorism and other asymmetrical
threats. However, the directive lacked the force of law, which limited its impact to better coordination
and exchange of information between public authorities and private sector critical infrastructure
owners. The main thrust of PDD 63 was cyber-security and not “brick and mortar” infrastructure.?

The attacks of 9-11, however, made it abundantly clear that still more needed to be done to protect
critical infrastructure. In response, the Congress has passed legislation intended to better secure the
nation’s infrastructure against terrorism.

The USA PATRIOT Act includes a number of commonsense provisions on critical infrastructure
protection, particularly the financial services industry. The Aviation and Transportation Security

Act federalized security at the nation’s airports and established new security rules for the airlines.
The Maritime Transportation Security Act, and its implementing regulations, imposed new security
requirements for thousands of “maritime facilities” around the nation—facilities ranging from cruise
ship terminals to refineries located on U.S. waters.

The Terrorism Risk Insurance Act (TRIA) required insurers to
offer terrorism risk insurance at terms not materially different
from those offered for other categories of insured risk and set

up a federal “backstop” for the property and casualty insurance
market. Title IV of the Public Health Security and Bioterrorism
Preparedness and Response Act of 2002 established new security
mandates for the nation’s drinking water systems.

Almost five years after the 9-11 attacks, we do not have a

coherent and logical critical infrastructure protection system.
For example, enhanced security provisions apply to the ships
that carry hazardous chemicals and drivers of trucks that haul
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hazardous chemicals, but not to the chemical plants that store, use and manufacture them in bulk.
Enhanced security mandates apply to the airline industry, but not rail systems that similarly carry
millions of passengers each year.

Unfortunately, these developments have not sufficiently changed corporate security strategies. Plans
have yet to go beyond the “Four G’s”—guards guns, gates and gadgets—and into the C-Suite and
Board Room. They have not even reached the same breadth and depth as environmental mandates.’

In some sectors security has been greatly increased and is now more intrinsic to business operations
and decision-making. However, a dangerous pre-9-11 complacency is returning. For example, in
August 2004, New York’s financial institutions were placed on orange alert, but little changed in key
financial centers elsewhere in the country.* The threat was greeted with little more than a yawn by the
sector as a whole and by all the other interdependent sectors.

Two surveys by the Conference Board, a non-partisan, not-for-profit business research organization,
underscore this corporate complacency. One study indicated that between October 2002 and February
2003, the median increase in total security spending by major corporations was only 4 percent.’ The
second Conference Board report determined that in 26 percent of companies surveyed, the CEO had
not met with the security director at any time during the previous year.

Other studies show that regular security meetings among corporate leadership have a direct bearing
on security spending.” Forty-five percent of the companies surveyed said they had not increased their
spending since the 9-11 attacks.® Remarkably, 1 percent of the companies surveyed had actually cut
back on security spending. In other words, security is simply not viewed as a core business function.
The Civitas Group, an investment firm that monitors the homeland security market estimated private
sector homeland security spending would reach between six and seven billion dollars in 2005.° This is
a significant sum, but not all that much in a twelve trillion dollar (GDP) economy.

But from the private sector’s standpoint, this complacency is entirely rational:
e Global markets are highly competitive and companies are under extreme cost-cutting
pressure. An American company that faces substantially higher security costs than a foreign

competitor is potentially at a significant comparative disadvantage.

¢ In today’s just-in-time markets, anything that delays a company’s operations is seen as
counter-competitive.

e The United States has enjoyed four years without another significant terrorist attack on our
homeland. False alarms have created a proverbial “Chicken Little” dilemma.

e Political leaders tell the private sector that we are at war and that they are on the frontlines.
However, many of the same political leaders are unwilling to place security burdens even on

companies that may present the greatest risks.

e The risk of an attack against any particular company is uncertain and perceived as small.



The economic bleeding is continuing to date, but it requires
further strikes. The young people should make an effort to
look for the key pillars of the U.S. economy. The key pillars of
the enemy should be struck, God willing.”

Osama bin Laden, Dec 27, 2001

However, while the likelihood of an attack against any specific company may be relatively small, the
likelihood of an attack against this nation and its critical infrastructure companies is high. In other
words, one could argue that critical infrastructure companies are betting their security on the roll of

a dice that is—by virtue of what they do—Iloaded against them. Ongoing military efforts may reduce
the ability of terrorists to conduct operations. However, as last year’s London attacks demonstrate, the
threat remains.

While this complacency is understandable, it is not in the best interests of the nation, the American
economy or shareholders.

What can the federal government do to enhance private sector security? What incentives, disincentives,
mandates or other interventions can increase the importance of critical infrastructure security in
corporate boardrooms? This report examines, in particular, disclosures under securities laws, rules,
regulations and practice as a market-based measure for strengthening critical infrastructure homeland
security. It then examines ways in which the Securities and Exchange Commission could encourage or
compel companies to provide shareholders and the public with better homeland security information.

It also provides select recommendations to companies regarding homeland security governance and
disclosure issues to put more security in securities.

Strengthening Critical Infrastructure Security

There are three classes of governmental intervention that could play a role in meeting the goal of
reversing private sector complacency regarding security:'°

1. Impose standards: The government through laws and regulations could tell the private sector what
types of security improvements are necessary.

2. Provide direct subsidies and/or incentives: The government could simply offset the costs of
whatever security improvements are deemed necessary, such as via grants or tax incentives.

3. Establish market-based measures: Market-based measures enable companies to more efficiently allocate
resources, correct market failures, eliminate free-riders and add weight to corporate security actions.

Each of these forms of intervention has advantages and disadvantages. Regulatory programs can
impose higher and unnecessary costs and freeze innovation. Regarding direct subsidies, government
simply cannot fund security improvements at all critical infrastructure facilities around the nation.
Too much government influence might put critical business decisions and judgment into the hands of



Homeland Security and Shareholder Value

While Securities rules are increasingly seen as 2. A company that suffers a significant loss
a public policy tool, at base, their purpose is to to terrorism, crime or disaster stands to lose
protect the investor. However, there are strong customers and business goodwill. For example,

shareholder value reasons for the use of Securities a communications or power company that fails to
rules to drive better more effective private sector meet customer needs after an attack will likely lose
homeland security: these customers in the aftermath of the attack.

1. A company that cannot secure its operations 3. A significant attack or disaster can, physically
faces the likelihood of greater losses from not just  or financially, wipe out a company — and with it
terrorists, but also crime and natural disaster. For  all shareholder value. For example, according to
example, the Australian Institute of Criminology USA Today, one year after the 9-11 attacks the rate
estimated in 2001 that global transportation supply  of bankruptcies in Manhattan had doubled.**

chain losses total more than $30 billion per year
and are growing.* *Australian Institute of Criminology, No. 214, The Detection and
g 9 Prevention of Cargo Theft, Sept. 2001.

government “bureaucrats” who may lack industry knowledge and experience.

Market-based measures offer greater flexibility, allowing regulated entities to achieve underlying
societal goals at the lowest possible expense. In this way, market-based measures can actually drive
innovation as companies constantly seek to meet mandates at the lowest possible cost—or better yet
with a positive return on investment. They are “enforced” by market competition, providing a constant,
ongoing incentive to improve performance and can be easier and quicker to put in place.

These advantages notwithstanding, market-based measures have their own limitations. Many who view
the market as an ends will, in knee-jerk fashion, reject any tinkering with the market. Markets would
require constant feedback, oversight and management to ensure that they serve the ends desired. Thus
far, the information flow between the federal government and private sector has been poor. There is
always the potential that a company will decide to simply forego a market-based incentive or suffer

a market-based disincentive and not change its behavior. Thus, the market’s day-to-day security
incentives and disincentives will likely need to be augmented if the market is to become a force

for improved homeland security. That said, in general, market-based measures are strong, flexible,
efficient behavioral drivers.

Market-Based Measures for Strengthening Homeland Security

Homeland security market-based measures could take a wide variety of forms. There is, however, one
readily available market-based measure that could be quickly and easily used to improve homeland
security within most critical infrastructure companies: required disclosures under the existing
Securities laws. The application of disclosure requirements here would not require an act of Congress
and could be done with little or no new federal dollars.

Disclosure as a market-based measure for homeland security would serve a number of important
purposes. First, shareholders are entitled to information concerning all material aspects of those
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“They shook America’s throne and struck at the U.S.
economy in the heart, thanks to God the Almighty.... Those
blessed attacks, as they themselves admitted, have inflicted
on the New York and other markets more than a trillion
dollars in losses.”

Osama bin Laden, Dec. 27, 2001

companies in which they have investments. Second, requiring disclosure would compel companies

to treat homeland security matters not as non-revenue producing costs, but core corporate matters.!!
Third, the internal corporate development of appropriate and accurate disclosures will compel senior
management to be more directly involved in the security of their companies. Fourth, inadequate
disclosures, or the failure to disclose a material issue, can trigger shareholder lawsuits. Such lawsuits—or,
as in most cases, the mere threat of such lawsuits—serve as a de facto private enforcement program.

The Securities Act of 1933 (1933 Act), and the Securities Exchange Act of 1934 (1934 Act) establish
the legal basis for the corporate disclosure requirements enforced by the Securities and Exchange
Commission, or SEC. The purposes of the Acts are to protect investors and ensure the fair and efficient
functioning of securities markets. Taken together the Acts establish a disclosure-based regulatory
scheme requiring dissemination of certain financial and non-financial information in statements filed
with the SEC and provided publicly. These rules govern the required annual, quarterly, and other
periodic reports.

In general, the securities laws only require disclosure of information that is “material.” Information is
“material” if the information is important in influencing a reasonable investor’s investment decisions with
respect to a particular company. Since 1982, disclosure under the federal securities laws has been guided
by one comprehensive set of regulatory guidelines, Regulation S-K.'> Three sections of Regulation S-K
are particularly germane to the disclosure of homeland security liabilities and concerns."

ltem 101 of Regulation S-K (Description of Business)

Item 101 requires companies to provide a host of disclosures, including: the “general development” of
their business; the profit or loss and total assets of each segment of its business; the business done and
intended to be done by the company and its subsidiaries; and certain information about the geographic
areas the company does business. In addition, companies must disclose the material effects on capital
expenditures, earnings and competitive position involved with complying, or failing to comply with,
federal, state, and local laws.'

ltem 103 of Regulation S-K (Legal Proceedings)

Item 103 requires disclosure of “any material pending legal proceedings, other than ordinary routine
litigation incidental to the business, to which the registrant or any of its subsidiaries is a party or of
which any of their property is subject.”"



ltem 303 of Regulation S-K (MD&A)

Item 303 requires companies to provide in a clear narrative form a historical and prospective
summary of the opportunities and risks impacting the company’s results and financial condition.'
The Management Discussion and Analysis, or MD&A, disclosure “is intended to give the investor an
opportunity to look at the company through the eyes of management by providing both a short and a
long-term analysis of the business of the company.”"”

While Item 303 applies broadly to a company’s operations, two areas of disclosure are of particular
importance to this analysis: changes to operation and trends and uncertainties. Item 303 requires a
narrative disclosure of material changes to a company’s operations that could impact profitability

and competitive position; specific disclosure of any potential liabilities that may occur because of a
company’s foreign operations or presence; and provide a forward-looking analysis of perceived trends
and uncertainties.

In Securities Act Release 33-6835, the SEC provided guidance as to when a company must disclose a
known trend, event or contingency. This guidance provides the following two-prong inquiry as to when

to disclose.

1. Likelihood: Is the perceived trend, event or contingency reasonably likely to occur? If management
determines that it is not reasonably likely to occur, disclosure is not required.

2. Materiality: If management determines the forward-looking concern is likely, or if it finds it cannot
come to a conclusion on likelihood, then the company must objectively decide if the trend, event or
contingency will have a material effect on the registrant’s financial conditions or operating results.'®

The SEC has recently warned companies that current MD&A analyses are, in general, inadequate. To

help companies improve these disclosures, the SEC has raised a series of “hot button” issues that it will

be looking at in reviewing future MD&A disclosures. These hot button issues include:

e uncertainty with respect to suppliers;

e planned capital expenditures and related financing (e.g., capital requirements to maintain a
growth trend if discontinuation of the trend would be materially adverse);

e uncertainty created by recent legislation;
e impairment of goodwill and uncertainties affecting its recoverability;

e the potential impact of government investigations on expenditures, earnings or competitive
position within the industry; and

e insurance issues."”
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“In a matter of time, you will see attacks on the stock market
.... The third letter from bin Laden was clearly addressing
using technology in order to destroy the economy of the
capitalist states.”

Sheikh Omar Bakri Mohammed (radical Islamic cleric)

Application of Disclosure Requirements to Homeland Security

On their face, these rules would seem to require large amounts of homeland security information be
disclosed if this information reaches the materiality threshold with respect to specific companies.

Additionally, a number of factors should be driving companies towards greater—not less—homeland
security disclosures including:

¢ Increasing understanding of the threats to our critical infrastructure, the growing impact of
homeland security regulations;

e Growing potential for new homeland security regulation—in particular if the corporate
complacency trend continues; and

e Growing combined business impact of all these factors.

While we should be seeing a growing number of homeland security disclosures to sharecholders, and
a number of companies recognize this requirement, they are the exception and not the rule. And even
where such disclosures are made, they are generally not complete.

It is important to underscore that disclosures would not assist terrorists. The types of disclosures discussed
above would not provide terrorists with specific operational information about specific targets. In short,
SEC-required security disclosures should be strategic and financial, not tactical and proprietary.

In fact, full disclosure by companies that have best-in-breed security programs may actually dissuade
terrorist attacks against their facilities. As a general rule, the softer the target the greater the terrorist
appeal. If a company’s security systems are the best available, and it says so publicly, it may make
itself a far less attractive target.

As a rule, basic threat information, particularly that which is already in the public domain, should be
disclosed; classified threat information provided through secure channels should not. The legal right
of investors and the market to be informed does not trump the protection of classified and sensitive
information.

A market-based SEC disclosure regime should drive internal corporate processes to a higher level and
create a regulatory and legal landscape with strong incentives for fuller disclosure.
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Current Practice

This section examines the nature and quality of current homeland security disclosures by over forty
companies across more than fourteen sectors of the economy that face significant security threats or
potential impacts from a terrorist attack.

Homeland Security Sector

The most common form of homeland security disclosure now being made by public companies

is information concerning perceived new market opportunities in the homeland security field. For
example, the SEC filings of GSE Systems (AMEX: GVP), an industry leader in simulations and
simulation technology, include a number of discussions about trends in emergency management

that open new opportunities for the company.?’ Similarly, the Lockheed Martin Corporation 2004
(NYSE: LMT) 10-K’s MD&A discussion emphasized the potential for increased demand for existing
company capabilities.”’ CACI International Incorporated (NYSE: CAI) reflected on increased
spending for national defense, intelligence and homeland security.?

Iconic Companies

Terrorists often select their targets for their symbolic or iconic value. For example, the 9-11 terrorists
targeted the World Trade Center because they believed it was a symbol of America’s capitalistic system
and the U.S. presence in the world. Certain companies are uniquely identified with the American way
of life.

According to Paul R. Pillar, a retired CIA officer who was deputy chief of the DCI Counterterrorist
Center, “U.S. commercial activity is seen as the leading edge of the American economic and cultural
dominance that the terrorists hate so much.?

Around the world perhaps no company more embodies American culture than the Walt Disney
Company (NYSE: DIS). The company owns American icons ranging from Disney theme parks

and cruise line to the ABC broadcast network. The terrorist threat to the iconic Disney Corporation

is significant enough that the Department of Homeland Security has designated the skies over the
company’s theme parks “no fly zones.”** Despite the seriousness with which the Walt Disney Company
takes its security and the terrorist threat to its operations, the company’s 2004 10-K makes no mention
of terrorism or the terrorist threat.?

McDonald’s Corporation (NYSE: MCD) is another inherently American company.?® Overseas
McDonald’s has suffered a rash of attacks since 9-11 by Islamic terrorists, including Al Qaeda.?’
However, the only brief mention of the terrorist threat to the company in its 2004 10-K occurs in a
laundry list of risks that might impact performance, which also includes consumer perceptions about
the safety of beef and chicken, consumer sending patterns, and potential changes in rules on child-
directed advertising.

In 2000, software giant Microsoft Corporation (NASDAQ: MFST), which embodies next-generation
American economic and technological thinking and might, became the strongest American brand.?® The
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majority of the world’s desktop computers run on the company’s “Windows” operating system software.
Software attacks make up a significant and growing percentage of all cyber-attacks,* causing widespread
disruptions and costly losses.*' A 2004 analysis of the global direct costs of a worst-case scenario cyber-
worm attack targeting the Windows operating system put the total damages at $50 billion.*?

Generally speaking, Microsoft’s SEC disclosures inform investors that terrorism may impact the
market for its goods and services.** The company notes that a terrorist attack could materially disrupt
its own operations and that cyber attacks are likely to continue.** In that sense, Microsoft’s disclosure
is one of the best examples now provided to investors. Its discussion underscores the specific threat
to the company; what impact attacks could have; and what the company is doing to protect itself and
its investors.* At the same time, in light of the billions in damages caused by cyber-attacks to date,
they seem to materially understate potential risks. For example, these statements do not even allude
to the potential for cascading failures of systems control and data acquisition networks, or widespread
business disruptions, the type of attack that intelligence suggests terrorists seek to perpetrate.

Most Americans would be highly unlikely to associate coffee giant Starbucks Corporation
(NASDAQ: SBUX) with terrorism.** But Internet websites now proclaim that Starbucks is anti-
Palestinian/Muslim and pro-Israeli.’” Despite the coffee giant’s extensive efforts to address social
causes, the company has also become a target for anarchists and others on the radical left. During the
1999 Seattle globalization protests Starbucks was one of the companies vandalized.*

Starbucks’ 2005 10-K, however, makes only the most general mention that the company’s performance
could be affected by a range of factors, including dairy prices, currency fluctuations, and terrorism,
among others.** While, an isolated terrorist bombing on a lone Starbucks’ store is unlikely to have a
material impact on this sizeable corporation. That said, a string of terrorist bombings at their stores, or
for that matter in malls or other places where people gather could significantly impact the company’s
performance. Additionally, the company does not detail whether and how Starbucks is complying with
the security requirements of the 2002 Bioterrorism Act, which includes provisions applicable to food
sellers like Starbucks, or other applicable federal security standards.*

Wal-Mart Stores (NYSE: WMT), the largest corporation in the world, had $285.2 billion in sales in
the fiscal year ending Jan. 31, 2005.*! For better and worse, the company has also come to symbolize
for many around the world American business and capitalism. The retail giant has suffered a number
of bomb scares in its stores across the nation. A pipe bomb was found in the toy department of a
Wisconsin Wal-Mart, an improvised explosive device was found in a Wal-Mart in Ithaca, New York.,
and Molotov cocktails were spread around a Wal-Mart in Philadelphia.*

Wal-Mart’s 2005 10-K does not directly address the potential impacts of terrorism on the company’s
operations. The 10-K obliquely notes that there are risks associated with the significant number of their
products being obtained from companies located overseas.” The 10-K also notes that the company’s
operations abroad could be impacted by “conditions, economic conditions, legal and regulatory
constraints, currency regulations and other matters . . .”* Neither Wal-Mart’s 2005 10-K, nor its
corresponding Annual Report, address the threats to the company from terrorism at home or abroad in a
considered fashion. There is no mention of the attacks on the company’s stores. Additionally, Wal-Mart
does not address the company’s compliance with applicable homeland security laws, regulations and
guidance, and the impact of these provisions the company’s operations, such as the Bioterrorism Act.*
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Airlines

The sector most impacted by the 9-11 attacks was, and remains, commercial airlines. The 9-11 attacks
were perpetrated using commercial airliners as weapons. Immediately following these attacks the
industry suffered serious losses. Congress swiftly acted to federalize security at the nation’s airports
and impose heightened security requirements on the carriers. For these reasons, it is not surprising that
homeland security disclosures are common across this sector.

United Airlines’ (NYSE: UAL) 2004 Report provides an extensive review of the implications of the
Aviation and Transportation Security Act, enacted in November 2001, which included the imposition
of a passenger security fee.* It also discussed the legal actions the company faces as a result of the
9-11 attacks and the potential relief offered through the victim compensation fund established under
the legislation.*’ Interestingly, American Airlines, the other airline directly attacked on 9-11, did not
discuss these legal actions.

The airlines as a group also all similarly discussed the impact of terrorism insurance on their
operations. For example, Delta Airlines’ (NYSE: DAL) 2004 Form 10-K highlighted the importance
of government support on insurance availability and the added expense and uncertainty, including
potential interruption of operations, if that support ended.*® Delta’s 2004 annual report also provided
a substantial, forward-looking discussion of the airline’s security program, including expanding
partnerships with other homeland security players and the use of technology for access controls and
information sharing.* However, the company’s 2004 Form 10-K does not provide similar insights to
investors.

Southwest Airlines’ (NYSE: LUV) 2004 Report was the only one to discuss, albeit briefly, how
heightened security is impacting the “airport experience for passengers.” Southwest went on to
discuss how it was making substantial investments to process passengers efficiently and “restore the
airport experience” for its fliers.’! Southwest’s 2004 Annual Report discusses this effort at some length,
including efforts to speed check-in procedures and improve baggage screening.>

Apart from potential 9-11 liabilities, every one of these airlines faces essentially the same on-going
threats and security requirements. Yet, apart from fairly uniform insurance disclosures, there are
substantial differences between and among their disclosures of security concerns. Each of these
approaches has merit. They all disclose information that the reasonable investor would want to know
in order to make informed investment decisions. However, no disclosure touched on all these bases.

Chemicals

If the airline industry has faced the greatest impacts of homeland security to date, the chemical industry
is, arguably, the industry most likely to next face considerable regulation.

A number of recent news reports raise serious concerns about vulnerabilities in the chemical sector.

In 2004, Robert Full, Chief of the Allegheny County Department of Emergency Services in
Pennsylvania told a House subcommittee that, with regard to some of the nation’s most dangerous
chemical plants in his area, “Some of the facilities have no more security than maybe perhaps a
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padlock or a chain.”** According to the Environmental Protection Agency, at least 123 plants reported a
worst-case scenario with a vulnerability zone containing more than a million people.>*

According to the Global Security News, of 15,000 chemical plants in the U.S. that produce, use or store
at least one of the 140 toxic and flammable chemicals that the EPA designates as potentially harmful to
humans, only 2,200 of these plants are subject to the federal terrorism security requirements of either the
Public Health Security and Bioterrorism Response Act of 2002 or the Maritime Transportation Security
Act of 2002. An additional 1,100 are required through their membership in the American Chemistry
Council (ACC) to conduct vulnerability assessments and adopt a voluntary “security code.”

In other words, security at the vast majority of these plants is subject to neither mandatory nor voluntary
baselines. Secretary of Homeland Security Michael Chertoff favors the creation of a regulatory
framework.*® Congress is considering legislation.”” New chemical security mandates may require

many facilities to invest significant amounts of money on security upgrades, be subject to enforcement
provisions, litigation and penalties, or, perhaps even, require inherently safer production processes.

Despite these changes and uncertainties, the SEC filings of the nation’s chemical companies offer
virtually no sense of the evolving impacts of security on the competitive marketplace. A review of the
public companies that operate plants that have been identified as among the nation’s deadly facilities>®
found that only three of these companies even alluded to the risk of terrorism, albeit in oblique ways.*

The 2004 Form 10-K of the E. I. du de Nemours and Company (NYSE: DD), better known as
DuPont, stated that “[T]he company’s business and profitability in a particular country could be
affected by political or economic repercussions on a domestic, country specific or global level from
acts of terrorism or war (whether or not declared) and the response to such activities.”®

The Ferro Corporation’s (NYSE: FOE) 2004 Form 10-K listed “terrorism” in a chart of potential risk
factors.®! The Occidental Petroleum Corporation’s (NYSE: OXY) 2004 Form 10-K briefly noted
that the company does business in countries where there is the risk of “armed conflicts” and “security
problems.”¢?

None of these filings discussed the potential impact that a new homeland security regulatory regime
could have on corporate operations, capital expenditures, legal proceedings, or other areas of business.
Apart from the mere mentions by these three companies, none of the other companies even noted

the potential terrorist risks to their operations—even though an attack on any of these facilities could
potentially impose immense liabilities on the company—nor actions taken is response. In short, all
these filings arguably failed to disclose homeland security information that was obviously material to
the reasonable investor.

Freight Rail

Another sector that is now the focus of extensive homeland security concerns is the freight rail
industry. Heightened concerns of terrorist threats to rail systems, following the recent London and
Madrid attacks, have brought considerable attention to rail security, particularly hazardous materials
shipped by rail through target cities including the nation’s Capitol. Senator Joseph Biden, who has
proposed wide-reaching rail cargo security legislation, has repeatedly highlighted the danger:
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[T]he Naval Research Laboratory has estimated that up to 100,000 people could be killed or
injured in less than a half-hour by such an attack.®

In response to these concerns, the District of Columbia’s City Council enacted a ban on shipments of
hazardous materials, including by rail, through the District. On appeal from the lower court, the District
of Columbia Court of Appeals enjoined the ban and sent the matter back to the trial court. While the
case is still under consideration, a number of other cities are moving ahead with their own rail security
measures, including bans on shipments through certain corridors.%

The potential for a series of local security requirements covering key rail corridors, creating a crazy
quilt of differing—if not conflicting—security requirements and or bans is of significant concern to the
railroads. Re-routing options are limited. Even a handful of local actions could significantly affect a
freight carrier’s operations.

In its 2004 Form 10-K, CSX Corporation (NYSE: CSX), the railroad that operates the contentious
route through Washington, D.C., provided the following disclosure:

Certain metropolitan areas considered a security risk have been and may continue to be the
subjects of regulation. The ultimate legislation passed by federal, state and local regulators related
to issues of security has the potential to materially adversely affect CSX’s operations and costs.®

CSX also noted the overall risk of terrorism to its operations.® Interestingly, in response to these
concerns, CSX has undertaken substantial security efforts within the Washington, D.C. corridor.
However, the company did not discuss its efforts to counter the threat of terrorism.

Union Pacific Corporation’s (NYSE: UNP) 2004 Form 10-K acknowledged that it could be a
terrorism target, which would affect its operations, financial condition, liquidity and insurance
coverage.’’” However, Union Pacific’s 2004 Report made no mention of the adequacy of the railroad’s
security efforts to address this threat. Union Pacific operations encompass a number of areas that are
of significant concern for terrorist attacks against railroad operations, such as Los Angeles, Houston,
Chicago, Portland, Seattle, Dallas and Phoenix.

Kansas City Southern’s (NYSE: KSU) 2004 10-K noted that the government response to terrorism
could also materially impact the company’s operations. The company, unlike the other railroads, also
mentioned the potential impact of terrorism risk insurance costs on the railroad’s profitability.®® By
contrast, Burlington Northern Santa Fe Corporation (BNSF) (NYSE: BNI) only named terrorism in
a laundry list of potential operating problems, which also included severe weather and earthquakes.®
BNSF made no mention of the risk to rail operations, even though BNSF’s areas of operation includes
Chicago, Houston and San Francisco, all vital transportation hubs within striking distance of major
population centers and likely terrorist targets.

The Norfolk Southern Corporation’s (NYSE: NSC) 2004 10-K makes no mention of the terrorist
threat to the railroad’s operation.” Nor does the 2004 10-K discuss the potential impact of new security
mandates on the company rail security legislation. This omission occurs despite the fact that Norfolk
Southern operates in a number of areas at a heightened risk to terrorism, including the highly populated
corridor running from the New York-New Jersey area, through Baltimore and Philadelphia, down to
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Washington, DC. The company’s rail lines also serve important military bases and operations in and
around Norfolk, VA.

Canadian Pacific Railway’s (CPR) (NYSE: CP) 2004 Form 10-K took a different approach, focusing
on the impact of border security on the company and giving extensive detail of security actions taken,
including participation in government-sponsored programs, and their cost:

The Government of Canada and CPR have each committed up to $4.1 million to secure the
rail corridor between the Windsor VACIS facility and the U.S. border. This joint government-
industry initiative is expected to enhance the security of U.S.-bound rail shipments while
helping to ensure uninterrupted access to the U.S. market for CPR customers.”!

CPR raises the sort of homeland security information investors have the right to know. CPR’s
discussion here should be contrasted with the lack of discussion from other companies, such as large-
scale retailers, that could similarly be impacted by terrorism impact on trade flows. What is unsaid is
the potential impact should a terrorist attack close the border between the U.S. and Canada for any
period of time, which could seriously harm the railroad.

Hospitals

America’s hospitals and healthcare system are vital to preparing this nation for any terrorist attack. At
the same time, our hospitals have little excess or surge capacity, face significant cost-cutting pressures
and have received little federal assistance in preparing for their role in this fight.

A mass casualty event, in particular a WMD terrorist attack, on the United States will have a major
impact on the nation’s healthcare system. Affected hospitals will be overwhelmed. The business of
healthcare at these facilities will cease. In addition, depending on the nature of the attack, there is

the potential that affected hospitals may find themselves contaminated and shuttered.” In addition, if
these hospitals cannot provide adequate protection for their staffs and patients they may face both high
workers compensation claims and negligence lawsuits.”

A GAO study examined the bioterror response preparedness of 2,041 urban hospitals—the healthcare
facilities that will most likely bear the brunt of a terrorist attack against the United States. According

to the GAO, “Hospital officials have told us that bioterrorism preparedness is expensive and they are
reluctant to create capacity that is not needed on a routine basis and may never be needed at a particular
facility.”” In other words, the vast majority of the nation’s urban hospitals are unprepared to handle a
bioterrorism attack.

At the close of 2004, Hospital Corporation of America (NYSE: HCA) owned and operated 174
general, acute care hospitals, and an additional six through joint ventures, across 23 states.” HCA’s
2005 10-K discusses a host of legal and regulatory issues, as well as societal shifts that could impact
the company. However, the 2005 10-K only mentions the terrorist threat once as part of a laundry list
of things that could impact the company’s performance.

Tenet Healthcare Corporation (NYSE: THC) is the nation’s second largest investor-owned health
care services company in the United States. At the close of 2004, THC operated 80 general hospitals
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(two of which were classified as critical access hospitals) in thirteen states.” The company is
increasingly shifting its operations to focus on the nation’s metropolitan areas, such as Philadelphia,
Los Angeles, Miami and Houston.”” While the company’s 2005 10-K provides extensive and
informative discussions of a host of factors impacting Tenet’s operations, it makes no mention of the
risks from terrorism.

Real Estate Investment Trusts

Real Estate Investment Trusts, “REIT’s,” own vast amounts of property across the nation, ranging
from skyscrapers in major cities, to malls, to luxury hotels. In many instances, this real estate is located
in areas that are at substantial risk to terrorism. The value of these properties as investments can be
adversely impacted if a terrorist attack simply occurs around them, perhaps in their neighborhood—

let alone against them directly. A nuclear or radiological attack could render them permanently or
temporarily uninhabitable.

One of the most important security impacts on the REIT business climate is in the area of insurance.
The attacks of 9-11 resulted in an estimated $32.5 billion in insured losses, the most costly catastrophe
ever.”® The impact on insurance markets was extreme.” Many companies in high risk areas could no
longer obtain comprehensive risk insurance (including terrorism) at any price.** Where companies
could still obtain insurance, the cost of insurance was high.*! Some companies were forced to operate
without coverage or with grossly inadequate coverage.®? In a number of instances lenders sought to
enforce loan terms requiring comprehensive terrorism coverage.® One such case involved the Mall of
America, with the lender going to court to seek repayment for breach of contract.** Major development
projects fell through because terrorism insurance could not be obtained.®

Eventually, Congress passed and the President signed TRIA in November of 2002, with a December
31, 2005 (since extended to 2007) sunset provision. From a disclosure perspective, the uncertainty
around TRIA’s future in 2005 would seem to be a material fact for REIT’s that should have appeared
in corporate filings prior to the extension. Additionally, from a forward-looking perspective, TRIA’s
uncertain future beyond 2007 is likely a material matter. Likewise, changes in building codes and
design in light of the threat of terrorism, including improved fire resistance and egress standards,
could materially impact certain REITs.* Unfortunately, REIT disclosures to date are also generally
inadequate.

The Simon Property Group (NYSE: SPG) owns close to 300 income-producing properties mostly

in and around major metropolitan areas, such as New York City, Los Angeles, Chicago, Boston,
Washington, D.C., San Francisco, and Atlanta, and tourist destinations, such as Orlando and Las Vegas.
Until 2003 Simon was the majority owner and operator of the Mall of America, believed by DHS

and others to be a potential terrorist target.’” Yet the 2003 Form 10-K made only a brief reference to
the impact of “[t]he events of September 11, 2001 on the company’s insurance program.*® Even this
mention did not fully capture the fact that the company was sued by its lender for the failure to have
terrorism risk insurance.®

Ramco-Gershenson Properties Trust (RGPT) (NYSE: RPT) is a somewhat similarly situated,

publicly-traded REIT. The only mention of terrorism in its 2005 Form 10-K appears in a condition to a
promissory note provided as an attachment to the annual report.” RGPT’s 2005 10-K did not mention
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TRIA issues. The SEC filings of the Heritage Property Investment Trust (NYSE: HTG), whose
holdings include three office buildings in New York City, does state, “If one of these [catastrophic]
events occurred to, or caused the destruction of, one or more of our properties, we could lose both our
invested capital and anticipated profits from that property.”!

Contrast these examples with that of Boston Properties (NYSE: BXP), one of the nation’s largest
owners, managers, and developers of office properties. Boston Properties 2005 10-K clearly
underscores the terrorism risk to the company:

We have significant investments in large metropolitan markets that have been or may be in
the future the targets of actual or threatened terrorism attacks, including midtown Manhattan,
Washington, D.C., Boston and San Francisco. As a result, some tenants in these markets may
choose to relocate their businesses to other markets or to lower-profile office buildings within
these markets that may be perceived to be less likely targets of future terrorist activity. This
could result in an overall decrease in the demand for office space in these markets generally or
in our properties in particular, which could increase vacancies in our properties or necessitate
that we lease our properties on less favorable terms or both. In addition, future terrorist
attacks in these markets could directly or indirectly damage our properties, both physically
and financially, or cause losses that materially exceed our insurance coverage. As a result of
the foregoing, our ability to generate revenues and the value of our properties could decline
materially. See also “—Some potential losses are not covered by insurance.””

The company also discusses in great detail the terrorism insurance issues it faces, along with the rest of
the sector and steps the company has undertaken to address these issues.”

From an investor’s standpoint this information is among the best homeland security disclosures of all
publicly traded companies.

Equity Office Properties Trust (NYSE: EOP) also provides a fuller discussion of the potential

impact of terrorism on its operations. Equity is the nation’s largest publicly held owner and manager

of office properties, with buildings located in the heart of Washington, DC, Manhattan and Chicago.
Equity’s 2005 filings incorporate by reference the risk discussions from the company’s March 2004 8K,
which stated that as a result of a terrorist attack, “the market value of our securities could decline.””*
Equity’s 2005 10-K also discusses the importance of TRIA to its business and the uncertainty over its
extension.”” While Equity is clear about the terrorism risks to its operations, it does not discuss what
steps the company may have taken to address or mitigate these risks.

Few companies understand the direct impacts of terrorism better than the Host Marriot Corporation
(NYSE: HMT). Its New York Marriot Financial Center hotel was damaged in the 9-11 attacks and
required extensive repairs. The company’s 2005 10-K provides one of the most extensive discussions
of the terrorism insurance issues facing countless companies:

Some potential losses are not covered by insurance...

there are other risks such as war, certain forms of terrorism such as nuclear, biological or
chemical terrorism and some environmental hazards that may be deemed to fall completely
outside the general coverage limits of our policies or may be uninsurable or may be too
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expensive to justify insuring against. If any such risk were to materialize and materially adversely
affect one or more of our properties, we would likely not be able to recover our losses.”

However, the company does not address the terrorism risk to its properties, nor the likely economic ripple
effect on business travel and tourism if there is another attack. Finally, apart from insurance, Host Marriot
does not mention any steps taken to diminish the risk of terrorism to its operations, employees, customers,
properties, and, in turn, investors. Here the company arguably does itself a disservice.

Starwood Hotels and Resorts Worldwide’s (NYSE: HOT) focuses on hotel and leisure properties.
Starwood’s 2005 10-K included a broad-form disclosure that terrorism, war and other forces majure
could have a material impact on its operations and anticipated results, including insurance limits.”” But
the company does not offer its investors a forward-looking discussion as to the potential wider impacts
of terrorism on results. Its 10-K offers no information about what steps, apart from insuring against this
risk, the company has undertaken to secure itself.

The REIT industry also plays an important role in America’s industrial economy. For example, First
Industrial Realty Trust, Inc. (NYSE: FR) is the nation’s largest provider of diversified industrial
real estate. First Industrial’s holdings are the types of facilities that other companies’ supply chains
are dependent upon—manufacturing, light industrial, regional warehouse and bulk warehouse. Supply
chains that run through transportation hubs in Northern New Jersey, Philadelphia, Houston and Los
Angeles raise major homeland security concerns. An attack, especially a WMD attack, at one of these
ports could cause major human and economic damage. However, the company’s 2005 10-K does not
address the threat of terrorism to supply chain properties in these particular markets. Further, the 2005
10-K does not address who is responsible for security at the company’s leased properties. No mention
is made of what role security plays in determining to whom First Industrial will lease its properties.

Nuclear Energy

Within the energy sector, perhaps the greatest security concerns focus on the nation’s nuclear power
plants. An attack against one of these plants could have devastating consequences, including hundreds
of thousands of casualties and the risk of immense contamination. Security at these facilities has been
plagued by serious problems.”® For example, these companies failed just under 50 percent of the mock
terrorist attacks conducted by the Department of Energy®—even though facilities were given advance
notice of the tests.!®

Entergy Corporation (NYSE: ETR) operates five nuclear plants in New York, Massachusetts,
Vermont, Arkansas, Louisiana, and Mississippi. Of particular concern is the company’s Indian Point
plant located in Buchanan, New York, just 35 miles north of midtown Manhattan. Roughly 300,000
people live within ten miles of this plant alone. A 2002 study of security at Indian Point by an outside
consultant to Entergy found that 81 percent of the facility’s own guard force believed they could not
adequately defend the nuclear plant.'’! While the Federal Emergency Management Agency has certified
the facility’s evacuation plan, an independent report commissioned by New York Governor Pataki

by James Lee Witt, the Director of FEMA under President Clinton, determined that the Indian Point
evacuation plan was flawed and inadequate.!” The federal government’s worst case scenario estimate
for a failure or attack on this plant are 221,000 casualties and up to $314 billion.!%
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Entergy’s 2004 10-K mentions terrorism in an extensive list of risks that could impact the company’s
performance.'™ It also mentions the federally mandated insurance program that the company and other
nuclear plants operate under.'® It does not address the potential liabilities the company might face

in the event of a terrorist attack at its Indian Point Plant or its other nuclear facilities, nor its security
performance.'%

Exelon Corporation (NYSE: EXC), the nation’s largest nuclear operator, operates the Limerick
nuclear power generating plant, about 40 miles northwest of Philadelphia. The Limerick facility is old
and its design puts the facility at heightened risk to certain types of terrorist attacks. Exelon’s 2005
Form 10-K generally raises the issue of the terrorist threat to the energy industry:

Exelon has initiated security measures to safeguard its employees and critical operations from
threats of terrorism and is actively participating in industry initiatives to identify methods to
maintain the reliability of Exelon’s energy production and delivery systems. Additionally, the
energy industry is working with governmental authorities to ensure that emergency plans are in
place and critical infrastructure vulnerabilities are addressed in order to maintain the reliability
of the country’s energy systems. These measures will involve additional expenses to develop
and implement, but will provide increased assurances as to Exelon’s ability to maintain critical
operations.'”’

The 10-K also separately underscores the company’s compliance with security requirements for nuclear
power facilities.!® It does not address in any substantive way the specific threats to Exelon specifically,
such as the proximity of the Limerick plant to Philadelphia.

Transborder Supply Chain

Vast numbers of American companies are increasingly reliant upon global supply chains to deliver
everything from raw materials to finished products to their operations and customers. Each year more
than sixteen million ocean-going loaded marine containers enter the United States offloaded from
thousands of container ships.!®

The fast and efficient movement of goods and materials through supply chains are vital to the U.S.
economy. If these just-in-time supply chains are interrupted, the impact would be significant. A 2002
simulation of a container cargo attack determined that such an attack would close every American port,
resulting in $58 billion in losses to the American economy.!!® Similarly, U.S. Coast Guard officials
believe that the closure of a single major port for just one month because of a terrorist attack could

cost the United States $60 billion in economic losses."" Yet, Stephen Flynn, a retired Coast Guard
officer expert in cargo security, has determined that, under the best circumstances, existing targeting
and inspection programs have less than a 10 percent chance of detecting a nuclear weapon concealed in
containerized cargo being shipped to the United States.!'

The federal government has taken a number of steps to improve cargo, supply chain and port security,
including the Customs-Trade Partnership Against Terrorism (C-TPAT) and Container Security Initiative
(CSI). The post-9-11 MTSA imposes a series of security requirements on the physical port operations
and maritime vessels.!”®* Facilities that are not in compliance with the rules can be fined or closed.!

If the Coast Guard determines security at a foreign port is inadequate, vessels making port calls at
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that port may be denied entry into U.S. waters.!”> Many experts and legislators believe that additional
supply chain security measures are still necessary, which could impact every company with global
supply chains.!'®

Eighty percent of Wal-Mart’s suppliers are located in China, making it the single largest importer

of foreign goods to the United States and highly dependent upon a vast, global supply chain. '’ Yet
Wal-Mart’s 2005 10-K does not address the importance of an unbroken, delay-free supply chain to its
business, nor how fragile it may be to a terrorist attack. Ironically, the company does not address any of
its industry-leading security efforts, which include requiring its top suppliers to put “Radio Frequency
Identification” (RFID) tags on all crates and pallets. Moreover, to avoid disruptions—ranging from
congestion delays to terrorism—Wal-Mart ships products through nine major ports."'* However,
because of Wal-Mart’s failure to disclose these security programs, the company’s investors and
potential investors have no knowledge of this comparative advantage.

Similarly, Target’s (NYSE: TGT) business model and bottom-line are highly dependent on the
unfettered movement of products along a far-reaching supply chain. Target is the second largest
importer of containerized cargo.'" Target management played a key role in the development of the
C-TPAT program and the company was one of the seven charter members in the program.'? Target’s
2005 Form 10-K makes just one passing reference to the potential terrorism impact on the company’s
performance.'?! The company’s 10-K makes no direct mention of the threat to Target’s supply chain.
The 10-K does not discuss Target’s participation in either C-TPAT or Operation Safe Commerce, '*? nor
its RFID directive to its shippers.'?

Seaspan (NYSE: SSW) is one of the few major containerized maritime shipping companies traded on
U.S. markets. The company operates a fleet of thirteen containerships. Seaspan issued its first shares
on the New York Stock Exchange in 2005 and has not yet filed a form 10-K. However, Seaspan’s

F-1 provides a relatively extensive discussion of the risk of terrorism to the company and maritime
shipping companies generally:

Terrorist attacks targeted at sea vessels, such as the October 2002 attack in Yemen on the
VLCC Limburg, a ship not related to us, may in the future also negatively affect our operations
and financial condition and directly impact our containerships or our customers. '*

The company’s form F-1 also notes that the company’s bottom-line could be materially impacted by
terrorism-related business interruptions, higher insurance costs, and loss of revenues and contracts.!?* In
relative terms, Seaspan’s initial filing offers investors a significantly better understanding of the risk of
terrorism to the company than most other companies provide, although there are also a number of gaps.

The Matson Navigation Company is a subsidiary of Alexander & Baldwin Inc. (NASDAQ: ALEX).
Matson operates a fleet of seventeen vessels and provides integrated supply-chain logistic services. The
only mention of the risks to the company from terrorism in the 2004 10-K of Matson’s parent company
occurs as a passing reference in a laundry list of general risks, such as litigation and performance of
pension assets.'?

In contrast, Canadian maritime shipping company CP Ships (TO: TEU.TO), traded on the Toronto
exchange, has a fleet of 79 ships that run on 23 trade lanes focusing on TransAtlantic, Australasia,
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Latin America and Asia shipping, making it the sixteenth largest carrier in the world."?” CP Ships’ 2004
Annual Information Form discusses the issue of supply chain security; the requirements of new U.S.
maritime security legal requirements; Canadian security regulations under which it now operates; and
how supply chain security requirements may impact the company’s performance.'*® CP Ships also
provides a brief mention that the company could suffer uninsured losses in the event of a terrorist
attack.'” CP Ships disclosures provide investors a fairly full understanding of the impact of homeland
security and terrorist activity on the company, though not the sector more broadly.

United Parcel Service (NYSE: UPS) is the world’s largest package delivery service.'*® The company’s
international package operations include delivery of goods to over 200 countries and territories worldwide.!*!
In 2004, the company moved an average of 14.1 million packages per day.!*> UPS is also increasingly
focused on B2B supply chain management services, including customs brokerage assistance.'*

The impact of 9-11 on UPS demonstrates how terrorism can materially impact a company. According
to UPS, the 9-11 terrorist attacks cost the company approximately $130 million, which drove down
earnings per share. '** However, the company does not address the potential of another attack on

its business operations. UPS does provide an assessment regarding potential new air cargo security
requirements, although it materially downplays the cost of new rules compared to what industry groups
have told the Transportation Security Administration.'

Insurance

Terrorism presents special challenges to the insurance industry. It is difficult to objectively quantify the
overall risk of terrorism to the nation, a region, a city, or an industry—Iet alone an individual company. '3¢
The attacks of 9-11 were the single largest losses ever suffered by the industry. As such, terrorism defies
the insurance industry’s current actuarial and business models. To date, the industry has yet to develop

an effective means of determining the risks to companies seeking policies. This situation creates real
competitive challenges for the industry—particularly if TRIA expires at some point. Client companies
want and need terrorism insurance policies. In the absence or more defined homeland security regulations,
insurers may play a significant role in shaping the security programs of their critical infrastructure clients.
As such, terrorism presents real risks and potential advantages to actors in this sector.

American International Group, or AIG (NYSE: AIG), is one of the largest insurance companies in the
United States. AIG alone suffered a loss of approximately $820 million as a result of the 9-11 attacks.'*’
AIG’s 2005 10-K includes a brief statement about the company’s leadership in efforts to renew TRIA, but
no additional information about the impacts if TRIA expired. '*® The 10-K also makes very brief mention
of the risk of terrorist attacks as one of many risk factors to the company’s success.'*’

Aon Corporation (NYSE: AOC), another industry leading insurance and reinsurance company, suffered
far more than mere economic losses in the 9-11 attacks—the company had offices in the South Tower of
the World Trade Center and 176 of its employees were victims of the attacks. Aon’s 2004 Annual Report
makes no mention of terrorism, TRIA uncertainties or other homeland security matters.'** The company’s
2005 10-K notes only that Aon’s performance could fluctuate because of a range of factors including
terrorism'!, even though a company press release stated that “that the private insurance market cannot
operate without some form of public backstop against catastrophic terrorism losses.”!#?
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Marsh & McLennan (NYSE: MMC) also had offices in the World Trade Centers and lost 295
employees in the attacks. In addition, MMC suffered uninsured pre-tax losses of $126 million from the
9-11 attacks.™® That said, MMC’s 2004 Annual Report and Form 10-K make only one brief mention of
the risk of terrorism to the company in a laundry list of risk factors.!'** The company does not discuss

the uncertainties surrounding TRIA, nor any substantive analysis of terrorism risk and how it could
affect MMC.

Analysis

As the examples above show, the current practice of homeland security disclosures under law by public
companies is highly inconsistent. Many companies simply do not provide their shareholders with
homeland security information that the average investor would likely view as material to their investment
decisions. This undermines a basic tenet of the securities laws and markets. '4° Because companies that
more fully discuss security risks may be hurt by their disclosures vis-a-vis competitors who take it less
seriously, incentives are turned on their head. Markets could punish the most secure companies.

Sarbanes-Oxley and Private Sector Homeland Security

The Sarbanes-Oxley Act (“SOX”) may also play an important role in corporate homeland security.

146 Like the 1933 and 1934 Acts, Congress passed SOX in the wake of high-profile scandals.!*” The
stated purpose of the act was to ensure greater compliance with financial reporting requirements and
implement specific measures to insure the accuracy and transparency of these reporting requirements.
Specifically, it requires public companies to adopt, implement, and certify to the existence of internal
procedures adequate to identify and properly disclose material changes in financial conditions and
results, including expectations of future performance.'*

There is a clear convergence of homeland security interests and the fiduciary responsibility of corporate
management.'* Given the clear link between homeland and economic security, Sarbanes-Oxley should
put companies on notice that they should support their homeland security disclosure decisions with

an internal procedure for identifying, quantifying and assessing the materiality of these issues.!*
Management needs to be informed about and engaged in corporate homeland security decisions. A
failure to properly disclose corporate homeland security matters can result in real consequences for
senior management.

The SEC itself has authority to enforce and bring such cases. Therefore, smart companies would be
wise to ensure that they have made appropriate homeland security disclosures based on an informed,
documented process. While there is no authoritative statement or resource outlining what a SOX
homeland security governance process should look like, corporate experience in the environmental area
offers a potential model.'>' Compliance should include:

e A committee of directors with direct oversight of security related matters;

e Formal board level review or audit of security related matters; and,

e Creation of a chief security officer who reports directly to the CEO or to independent
directors.
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SEC Options for Strengthening Homeland Security Disclosures

SEC action should provide an incentive for stronger private sector critical infrastructure protection. There
are a number of steps the SEC could take to make it clear to all public companies that they are required to
fully disclose material homeland security information to their shareholders. Available options include:

e Placing homeland security issues on its list of hot button concerns and using its bully pulpit
to inform public companies that the SEC intends to take a closer look at such issues in future
corporate filings.

e Reviewing a series of corporate filings and issuing “comment letters” back to the reviewed
companies regarding the adequacy of homeland security disclosures. These letters are also
released to the public, allowing the agency to send a broad message about what is expected.

e [ssuing “interpretive guidance” on the importance of homeland security and how it should be
addressed. In 2001, the SEC issued such “Cautionary Advice” that public company disclosures
under the MD&A requirements should be enhanced. '*

e Commencing one or more high profile enforcement actions against regulated companies that
have not, in the Commission’s view, made required homeland security disclosures under
present rules.

The problem, however, is that homeland security matters do not fit neatly within current concepts of
material information that must be disclosed. At present the issue of materiality is driven mainly by

the bottom-line: will the feared occurrence have a material impact on corporate performance—read as
revenues, earnings per share, and other core economic indicators of company success.!*> While homeland
security matters can clearly impact corporate performance, greater, long-term attention to homeland
security is fundamentally an issue of national security.

During the late 1970’s and early 1980’s, the SEC confronted a similar challenge amid growing concern
over corporate environmental performance. Shareholders wanted more information as environmental
laws and regulations were growing stricter and were beginning to be seriously enforced. This created
the potential for serious corporate liabilities. At the same time, environmental groups were making

the positive case that sound environmental stewardship was good for corporate performance. Yet, few
companies were alerting their shareholders to environmental matters.

In response, the SEC issued three disclosure requirements specific to environmental matters:

e [tem 101 of Regulation S-K requires companies to disclose the material effects of compliance
with existing environmental laws.'>*

e [tem 103 of Regulation S-K requires companies to describe “any material pending legal
proceedings, other than ordinary routine litigation incidental to the business, to which the
registrant or any of its subsidiaries is a party.” This applied to any material administrative or
judicial proceedings arising under federal, state, or local environmental laws or regulations;
and any environmental enforcement matters that might reasonably be expected to result in
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sanctions of $100,000 or more, even where the proceeding might otherwise be considered
immaterial to the company’s operations or bottom-line.'>

e [tem 303 of Regulation S-K requires companies to disclose “any known trends, demands,
commitments, events or uncertainties” that are reasonably likely to have a material effect on
a company’s bottom line.'>¢ While the text did not specifically address environmental matters,
the SEC’s interpretive bulletin used two environmental hypotheticals of required disclosure.'’

These rules have perceived shortcomings. The SEC is now facing increasing heat from
environmentalists, members of Congress, corporate watchdogs and even some progressive business
experts who believe that companies are not adequately complying with these requirements. Even so,
the application of similar requirements in the area of homeland security would represent a quantum
leap forward. As such, the environmental rules serve as both precedent and model for homeland
security specific disclosure requirements.

That said, any new SEC homeland security requirements or guidance must reflect the specific sorts of
homeland security information that would be most valuable to shareholders. Homeland security rules
should require disclosure of the following types of information:

» Threats: What is the nature of the threat (if any) to the company specifically or its market
sector generally?

» Impacts: What sorts of impacts would an attack on the company reasonably be expected
to produce? What impacts would a worst case scenario result in?

> Precautions: What steps has the company undertaken to counter the threats it faces?

» Market Impact: To what extent does the company believe homeland security policy changes
will have a material impact—positively or negatively—on the market a company competes in?

» Comparative Advantage and Disadvantage: Does the company’s homeland security
efforts provide it with a comparative advantage, or burden it with a comparative
disadvantage, over the short- or long-term vis-a-vis competitors?

» Compliance: What material effects do voluntary security requirements have whether or
not the company chooses to comply? Are emerging homeland security laws reasonably
expected to have a material effect on the company’s operations or bottom-line? Is
the company aware that it is not in full compliance with any homeland security legal
requirement? Is the company is aware that a governmental agency has begun, or is
beginning, a homeland security compliance action?

> Impending Legal and Regulatory Issues: Does the company know that it may soon face
a new federal, state, or local mandate that would materially impact its operations?

> Spending: What level of investment is the company making in its security? What are the
trends in the company’s security spending?
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Finally, any change to the SEC rules to focus on homeland security matters should address the issues of
materiality and probability. If the goal is to encourage broader corporate disclosures as a vehicle for better
homeland security performance, the SEC will need to provide further guidance as to what constitutes
materiality for homeland security purposes. A new standard could eliminate the materiality test (as was
done in the case of certain environmental sanctions): if this applies, it must be disclosed, full stop.

Probability here should reflect our growing understanding of modern-day terrorism. Otherwise,
because it is impossible to predict with any certainty when and where the terrorists will strike

next, companies that do not want to disclose serious homeland security concerns will simply use
improbability as a shield against disclosure. While no company has a crystal ball, it can determine
within an acceptable margin of error macro-level risk based on sector, geographic presence and other
corporate characteristics.'>

To date, the SEC has been silent on how companies should handle disclosure of homeland security
matters. Congressman Chris Cox, the new SEC chair and former chairman of the House Committee on
Homeland Security, is intimately familiar with the terrorism threat to the United States. He will be in a
strong position to incorporate homeland security issues into SEC rules.

Overcoming the Ostrich Problem

The effectiveness of a disclosure-driven, market-based system for enhancing critical infrastructure
homeland security is largely dependent upon the quality of information available to each company’s
leadership—and in turn shareholders and the market. Simply put, “garbage in, garbage out.”

Some companies are already opting not to know. Many companies have not conducted top-to-bottom
security assessments, or audits, because they are concerned that such a review will bring to light
serious security shortcomings. These companies fear that once they are aware of such shortcomings
they will either have to spend vast amounts of money to fix them, or risk serious liabilities for willful
negligence if something bad happens to the company. This is the proverbial “Ostrich Problem.”

In fact, the decision not to know, and the resulting ignorance, actually offers companies little
protection. There is ample legal precedent that willful blindness is not a shield against liability—in
either shareholder derivative actions or liability lawsuits. A market-based, disclosure regime will
function best if companies are positively encouraged to analyze and fully understand their risks and the
effectiveness of their security systems, and can then communicate such information to the market.

Policymakers previously confronted a very similar dilemma in the environmental compliance and
policy area. During the 1980’s, many companies were concerned about the liabilities environmental
audits might trigger. To correct this problem, all but nine states have adopted so-called Environmental
Audit Shield Laws or self-policing enforcement policies that protect and incentivize self-disclosure.'>
While each state’s law is unique, at base all of these laws protect a company that on its own undertakes
an environmental audit of its operations and then takes reasonable steps to address any shortcomings
identified in such an audit.

At the federal level, in 1995, the Clinton administration adopted a new environmental enforcement
policy for companies that had undertaken self-audits.'®® The 1995 federal audit enforcement shield
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policy, in many cases, completely waived fines and penalties for violations of environmental laws where
the company self-disclosed the problem and took adequate steps to address the violation. In 2000 this
policy was revised to further increase the incentives for self-auditing, disclosure and improvements.'®!

A 2004 empirical analysis of state and federal audit shield-type policies determined that such policies
resulted in significant environmental gains—they achieved their underlying policy goals.!¢?

Federal law already provides a limited information safe-harbor for critical infrastructure companies.
Under section 214 of the Homeland Security Act of 2002, if a company voluntarily submits critical
infrastructure security information to the Department of Homeland Security, that information may
not generally be disseminated or used for other purposes without the consent of the submitting party,
so long as the information submission is accompanied by a statement electing coverage under this
provision.'®* Section 214’s nondisclosure provides include a protection against dissemination and
disclosure under the Freedom of Information Act, use of information in civil actions, or sharing of
information with state and local authorities except for the express purpose of critical infrastructure
protection.'®*

However, the protections afforded under section 214 are constrained and, as such, offer little incentive
to companies to audit their security systems. For example, section 214 only applies to information
conveyed to the Department of Homeland Security. It does not apply to non-governmental, or non-
DHS processes.'® As such, section 214 offers no protection if a plaintiff seeks information directly
from a company as part of a follow on negligence lawsuit. Similarly, section 214 does not preclude
disclosure of information to the Congress.'*® Further, the section specifically provides that it does

not preclude a federal, state or local agency from obtaining and using or disclosing the exact same
information if it can be had under some other, independent means.'” For example, if a company shares
protected information with DHS, the Environmental Protection Agency could still seek, disclose

and use (e.g., in an enforcement proceeding) the same information—albeit developed for a protected
purpose—under another authority (e.g., the Clean Air Act).

A broader homeland security audit shield law (or series of laws at the state level) could greatly reduce
the “ostrich problem.” This would remove a significant disincentive on management to regularly
review and be fully aware of corporate homeland security performance. The information obtained in
these audits—which would be much more operational in nature—could then serve as the basis for
more general, better corporate homeland security SEC disclosures. This information, in turn, would
allow a better informed market to act more effectively as a force for homeland security. Of course, any
such law or laws would need to find an effective balance between the need for secrecy in the name of
security and the public’s right and need to know.

Information Sharing

In most cases, the information that would fall within SEC security disclosures requirements is already
in corporate hands or could be obtained fairly easily through an internal or contracted-out vulnerability
assessment or gap analysis. However, at present, some types of security information that would benefit
shareholders are also unavailable to critical infrastructure companies.'¢®

A company cannot disclose what it cannot know; nor can a company be responsible for the
nondisclosure of information it does not possess and/or is denied access to by responsible authorities.
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A market-based disclosure regime will require a significantly improved two-way flow of information
between DHS and other government agencies and the private sector. The legal/regulatory pressure on
companies to disclose more information should also place similar pressure on DHS to be more open
and less secretive. The SEC is in a position to help promote better dialogue and disclosure.

The Challenge of Foreign Ownership

The recent proposed sale of a series of important U.S. ports to Dubai Ports World, a United Arab
Emirates-owned company, has brought a great deal of attention to the issue of foreign ownership of
critical infrastructure. Some critics of the transaction are concerned that foreign owners of critical
infrastructure might allow terrorists to utilize their holdings to attack the United States. While a
market-based disclosure scheme cannot completely assuage these concerns, such a scheme would
provide both a vehicle for greater oversight of the security of foreign-owned infrastructure and an
impetus to encourage such owners to better secure critical infrastructure.

An SEC-based disclosure scheme only applies to publicly traded companies that are under the SEC’s
jurisdiction. Many foreign companies are outside these rules. However, a significant number of foreign
companies are subject to specific SEC’s rules as “foreign private issuers.” Under current SEC rules,
any foreign company that has more than 300 U.S.-resident holders of any class of security and total
assets greater than $10,000,000 must register and file certain disclosures with the SEC.!® Many, if

not most, foreign infrastructure companies fall within this provision and therefore would be subject

to a SEC homeland security disclosure scheme. For example, British Petroleum, a U.K. company

has extensive holdings within America’s critical energy infrastructure and files with the SEC.!" The
French-owned company Sodexho U.S.A. is the nation’s largest food service company, even providing
services on domestic Marine bases; it, too, files with the SEC.'”! Dubai Ports World, the company at the
heart of the port controversy, does not currently file with the SEC as it is a state-owned enterprise.

Using SEC homeland security disclosures as a catalyst, the Congress could extend similar
disclosures to all owner/operators of critical infrastructure, foreign and domestic, large and small.
Such an extended scheme would provide a strong oversight mechanism over the nation’s most vital
infrastructure.

Conclusion

Terrorist organizations clearly have an on-going intention to attack our homeland by attacking our
economy via our critical infrastructure. At the same time, there are strong indications that America’s
corporate sector is slipping back into complacency on matters of security. From a shareholder’s
standpoint, the security of an investment is substantially linked to the corporate security performance
of the company and homeland security more broadly. The nation has a vital interest in encouraging—if
not directly requiring—companies to do more to protect themselves and our critical infrastructure.

Generally speaking, there are few policy tools available to government decision makers to bring about
better private sector homeland security. One such tool is the use of market-based measures. Market-
based measures, whether on their own or in conjunction with other interventions, present a number of
important policy advantages, including flexibility, immediate feedback, and cost-effectiveness. One
readily available market-based measure for homeland security would be the wider and more effective
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application of SEC disclosure requirements to homeland security matters.

Existing Securities laws likely already require companies to make material homeland security
disclosures. However, the actual application of these provisions to homeland security matters is little
understood and followed. Few companies disclose homeland security matters, even where such matters
seem to be clearly within the scope of current disclosure requirements. Where such homeland security
disclosures are made, they are generally inadequate for both the shareholder and national security.
There is very little homeland security in securities.

In addition, the current status quo provides little incentive for better corporate homeland security,
senior corporate management attention or public disclosure. The status quo actually works against
those companies that take security concerns seriously. Such companies potentially face competitive
disadvantage vis-a-vis competitors. This needs to change, since the terrorism threat to the United States
will continue to exist and homeland security will only increase in importance.

The SEC has a number of courses of action available to bring about better disclosure of homeland
security issues by public companies. These options range from putting public companies on notice
that such disclosures are required under current rules to promulgating new requirements specific to
homeland security. Any of these courses of action would be a significant improvement over the current
practice. Disclosure can be an effective market-based tool to improve critical infrastructure security
and protect our economy and society.

If the SEC seeks to bring about better disclosure of homeland security issues, it should tailor its action
to focus companies on the types of homeland security information that would be most valuable to the
companies themselves (as a vehicle for increasing management attention to these issues), to investors
(as a vehicle for ensuring true security of their investments), and to the nation (as a vehicle for better
homeland security).
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