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Executive Summary

These comments are submitted jointly by alaw professor and computer science professor to
address key technical issuesin online behavioral profiling.

TheFederal Trade Commission has asked for comments on its Proposd Self-Regulatory
Prindples for Online Behaviora Advetising. Thefirst prindpleis Qrangparency and consumer
control.OThe essence of Gonsumer control,Ounde the proposed prindple, istha consumers
(zan choo® whether or notto have thar information collected for such purpos.O

These comments examinewha technical stepsare needed to implement the Consumer Control
Prindple. The comments do nottake any postion on whether this prindple of consumer control
should become part of a self-regulatory or regulatory system.

Our prindplefindingsare thefollowing:

1. Cookies, asflawed as they are, are the primary existing mechanism for awebgte to
determinetha the same computer (or similar device) isreturning to the webdte. We thus
propog mechanisms for making cookies much more effective at upholding conumer
choice with respect to behavioral targeting. Although ptinOcookies are technically
feasible, we assume tha the current policy discussion conaerns pt-out cookies,Owhich
suppot conumers who choo% notto participae in behavioral profiling.

2. Opt-out cookiestoday are often ddeted by anti-spyware software. We recommend tha
anti-spyware software should be modified to honoropt-out cookies. It is technically
feasible to create standadsfor opt-out cookies, and we bdieve security risks can be
effectively addressed throughcreation of apublic Qvhite listOof optout cookies that will
not be used for tracking.

3. Similarly, opt-out cookies are often dd eted today when consumers use their browser
software to ddete all cookies. We recommend tha browser software be updaed to
manage opt-out cookies better. As with anti-spyware software, the standads and security
ISsues appear manageable.

In short, modest stepsfor anti-spyware and browser software can make opt-out cookies a much
more effective tool for consumer choice aboutbehavioral profiling. Unless these or similar
technical measures are taken, the proposd FTC Conaumer Control Prindple will fail.
Conaumerswill lack afeasible way to exercise thar choice.



Introduction

We thank the Federal Trade Commission for the opportunity to comment on GDnline Behavioral
Advetising: Moving the Discussion Forward to Possible Self-Regulatory Prindples.Oln these
comments, we first briefly describetherelevant backgroundof the co-authors. We discuss the
Conaumer Control Prindple, and explain why optout cookies, asimpefect asthey are, arethe
prindple current technology for exercising consumer choice aboutbehavioral profiling. We then
examine how anti-spyware and browser software currently create important difficulties for the
use of opt-out cookies, and recommend technical measures that would address these difficulties.

Background of the Co-Authors

Peter P. Swireisthe C. William ONeill Professor of Law at the Moritz College of Law of the
Ohio State University. He is also Senior Fellow at the Center for American Progress. From 1999
until early 2001 heserved as Chief Counglor for Privacy, in the U.S. Office of Management
and Budge. Among his other activitiesin that role, heworked onissues of behavioral
advertising tha culminaed in creation of theNetwork Advertising Initiative. More recently, he
was an invited participant for the FTC® examination of behavioral profiling and related issuesin
QProtecting Consumers in the Next Tech-Ade Gin 2006,and the Town Hall on GEhavioral
Advertising: Tracking, Targeting, and Technology Oin 2007.His publicationsare available at
www.peerswire.net.

Annie I. Ant—ns an Assodate Professor of Software Engineering in the College of Engineering
at theNorth Carolina State University. Shejoined the computer science department at NC State
in 1998.From 20052006she was a visiting faculty (sabbatical) scholar at PurdueUniversity®
CERIAS. Sheisthefounde and director of ThePrivacyPlace.Org, currently charsthe2008NC
State Public Policy Task Force, andis Co-Char of theU.S. Assodation of Computing
Machinery Public Policy Committee® Privacy Subcommittee. Ant—reurrently serves on various
boads induding: the Nationd Science Foundaion Computer & Information Science &
Engineering Directorate Advisory Counal, the Department of Homeland Security Data Privacy
and Integrity Advisory Committee, and the Computing Research Assodation Board of Directors.
Her publicationsare available at: www.csc.ncsu.edufaculty/anton.

The Consumer Control Principle

This testimony focuses on technical issues arising from the Federal Trade Commission®first
propod prindple, on Qrangarency and consumer controlO

(Every webste where daais collected for benavioral advertising should provide
aclear, condse, consumer-friendly, and prominent statement that (1) data about
consumersCeactivities onlineis being collected at the site for use in providing
advertising about produds and services tailored to individud consumersO
interests, and (2) conumers can choo® whether or not to have ther information
collected for such puipose. Thewebste should also provide consumers with a
clear, easy-to-use, and accessible methodfor exercising this option.O



The essence of @onsumer control,Ounde the proposed prindple, is that consumers Gban choos
whether or notto have their information collected for such purpose.OThere should be Gaclear,
easy-to-use, and accessible methodfor exercising this option.O

This testimony examines thetechnical stepsthat need to be taken to implement the Consumer
Control Prindple. Unless thetechnical infrastructure isin place, there will be no Geasy-to-use
and accessibleOmethodfor exercising consumer choice. This testimony does not take any
postion on whether this prindple of consumer control should become pat of a self-regulatory or
regulatory system.?

The Consumer Control Prindple does not specify whether consumer choice should be opt-out
(behavioral profiling hgopensunless the user opts out) or optin (behaviora profiling hgppens
only after auser optsin). Congstent with thefocusof this testimony on technical issues, this
testimony takes no postion on whether choice would be opt-out or opt-in, but we assume that the
policy discussionsare focused on opt-out approaches. Thetechnical issues for either approach
would be much thesameN what mechanisms exist for awebsite or advertising network to
recognize the same computer or other device as the same.

Cookies asthe Central Existing Technology for Consumer Choice

Thistestimony is based on theassumption tha cookies are the primary existing mechanism for a
website to determinetha the same computer (or similar device) is returning to thewebste In
terms of the Conumer Control Prindple, the webdte mug have a mechanism for knowingtha a
user has allowed or disallowed behavioral profiling. This testimony proposes mechanisms for
making cookies effective at uphdding consumer choice with respect to behavioral targeting.

Session and Persistent Cookies

We recognize, as discussed bdow, tha cookies are a quite imperfect mechanism for exercising
consumer choice. For thereasonsexplained here, we nonghdess bdieve that fixing cookies,
especiadly throughan improved system for opt-out cookies, is a workable and promising path for
improving consumer choice.

Thebasic virtueof cookiesisthat they allow awebste to recognize the same computer when it
returnsto thewebsdte. Some cookies are GessionQcookies, which allow the webste to recognize
the same user for as longas the user@ browser remains open. These session cookies are useful,
for ingance, for online shopping cartsN the session cookie enebles thewebste to take the user
througha series of screens from produd display throughultimate purchase. When an expiration
date is not specified, session cookies are ddeted each time the browser is closed.

Other cookies are (persistentOcookies, which allow the webste to recognize the same computer
onlater vigits, up until the dae the cookie expires. Persistent cookies have historically been the
subject of privacy concern dueto the possibility that web surfing will betracked in ways tha
consumers may notundestand or desire. Respongs to privacy conaerns aboutpersistent cookies
have induddal:



1. Guidance fromthe Office of Management and Budget in 2000concerning persistent
cookies on federal webstes.*

2. TheNetwork Advertising Initiative prindples promulgaed in 2001, induding use of opt-
out cookies for third-party advertising neworks.”

3. Indusonin maor browsers of settingsfor users to manage cookies, induding defaults
tha limit the use of many third-party cookies.

Alongwith theprivacy concernsreflected in these measures, persistent cookies have aso
become widespread in many onlinecommercia settings Notably, persistent cookies are an
important feature in many or mos systems for onlinebehaviora targeting. Althoughthe
technical dealsvary, webgtestypicaly rely on persistent cookies to identity the same
computer. They then can select content or advertisements based on the web activities of tha
same computerN the essence of onlinebehaviora targeting.

Opt-Out Cookiesto Date

Thecentral technical chdlenge for the Consumer Control Prindple is how theconsumer can
signd an ongoing desire notto be subject to behavioral targeting. As aready explained, thereisa
standad technology on the Web for identifying the same computer when it visits awebsteN the
cookie. Thisfeature, of identifying the same computer, has given rise to the ®pt-out cookie.O

An opt-out cookie indicates tha theuser of a paticular computer wants to opt out of
somethingN wants the webste to recognize the user@ choice during repeated visits to thesite,
Undea the NAI Prindples, members of NAI have an opt-out cookie linked fromthe NAI and
other webgtes. NAI members promise notto use targeting to advertise to those computers that
have the opt-out cookie.

There are varioustechnical and practical objections to relying on opt-out cookies. Oneof the
biggest problems, and thefocusof this testimony, is the need for changes to anti-spyware and
browser software to reduce greatly the number of opt-out cookies tha are presently ddeted. In
brief, here are some of theobjectionstha have been raised to reliance on opt-out cookies:

1. Opt-outcookiesare ill cookies. It may seem counter-intuitive to rely on atechnology
tha is often called privacy-threatening (cookies) in order to implement privacy
preferences. The basic answer to thisobjectionisto ask for a better alternaive. Because
cookies are the already-deployed way to retain state (to recognize areturning computer as
the same), then opt-out cookies are thelogca way to retain state for consumer choice
aboutbehaviora targeting. This feature of opt-out cookies is presumably why they were
incorporated into the previousroundof respons to issues of online behavioral
advertising, asreflected in the NAI Prindples.

2. Opt-out cookies do notwork in some computer environnents. The World Privacy Forum
has doaumented how some firewalls and othe system configurationssometimes defeat a
user@ attempt to set an opt-out cookie.® Its report recommended that Gt would be
appropriate for NAI to provide detailed assistance on its webgte that reflects the variety
and complexities of Internet usage. OThis area deserves further research into wha sorts of



technical settingscreate obgacles to setting opt-out cookies, how best to promulgate
information aboutbest practices, andwhoisin thebest postion to make conumer choice
effective.

3. Opt-out cookies are confusngto consumers. It is certainly truetoday tha few Internet
users have a goodundestanding of cookies,” much less opt-out cookies. Thereis survey
evidence tha users often lack undestanding abouthow to manage ordinary persistent
cookies.® Opt-out cookies are less well-known than ordinary cookies, so it is almost
certain tha consumers undestand them less well. This problem of consumer confusonis
areason to expect consumer education to be a prominent pat of any implementation of
the Conumer Control Prindple. Redudion in consumer confuson can result from
improved software design, so tha consumers can easily indicate their choice. Thoughtul
choice of defaultsin software also can reduce consumer confuson, so that thereis
Qorivacy by designGin appropriate settings®

These and othe possible criticisms of opt-out cookies should betaken serioudy. If commentsto
the FTC show other technical mechanisms for implementing the Consumer Control Prindple,
then the Commission may wish to encourage those other mechanisms.'® We have reached the
tentative conduson, however, tha opt-out cookiesN imperfect as they areN arethe most

plausble technology currently and widdy available for implementing the Consumer Control
Prindple.!* Therefore, we now turn to technical measures that would allow optout cookies to
fundion more effectively than they dotoday.

Opt-Out Cookies and Anti-Spyware Software

Many current opt-out cookies are dd eted by anti-spyware software. This section of thetestimony
explainsthe problem and manageable stepstha would address the problem.

A smple example illugrates the problem. Suppo® a consumer on Monday sets an opt-out
cookie with the NAI or at another website. On Tuesday, the consumer@® anti-spyware software
mightdoits regular check on the consumer@ computer, and de ete the opt-out cookie alongwith
al other cookies onthe computer. On Wednesday, therefore, the opt-out cookie would have been
ddeted, and the consumer would be subject to behaviora targeting once again. Thereason that
anti-spyware ddetes opt-out cookiesisthat it isnat interpreting (and in genera cannotinterpret)
the content of the cookies, it is merely deeting all cookies from sites not known to be enign.O

Our basic pointisthat anti-spyware software should be modified to hona optout cookies. In the
example, the software would doits check on Tuesday, butthe opt-out cookie would remain in

place. The consumer@ choice would thusbeimplemented.*?

Oneof theauthars proposd this approach during a presentation at a Public Meeting of the Anti-
Spyware Coditionin Januay, 20082 The off-the-record responses from industry were postive,
induding statements by some that it would nat be expengve or technically difficult to
implement. However, two questionswere raised abouthow to write anti-spyware software so
tha opt-out cookies would remain in placeN standadsand security.



Standards for Opt-Out Cookies

In order for anti-spyware companies to recognize opt-out cookies, there mug becriteriaor
standadsfor defining an pt-out cookie.OBased on discussionswith expetsin thefield, the
technical aspects of such standadsdo not appear difficult. A more difficult question, discussed
bdow, ishowto enforce agang those who try to abuse the standads Suppot from vendors of
anti-spyware software would bevery hdpful for creating such standads

Security and Opt-Out Cookies

Theothe questionis whether there are any security risks created by anti-spyware companies
recognizing opt-out cookies. In general, the security risks assodated with cookies are low,
because cookies are written into atext file and no codeis executed.*

Thebiggest risk tha we have identified isthat othe sorts of cookies might get disguised as opt-
out cookiesin order to avoid being dd eted by anti-spyware software. Theconcernisthat a
persistent cookie might be written in aform tha meets the standad for opt-out cookies, but
ingead beused by awebste or ad server as tracking cookies.

Thereis no simple technical measure tha would prevent this deceptive use of tracking cookies.
In respone to this concern, we tentatively recommend tha a public white list be developed for
opt-out cookies. Thewhitelist could indudethe name of the company setting the opt-out
cookies, and it would be hdpful to have an email address or other informed point of contact if
there are questionsor complaints. Only opt-out cookies on thewhite list would berecognized by
anti-spyware software. An advantage of this sort of white list is tha the organizationsonthe
white list would be making public statements tha the opt-out cookies are not being used for
tracking. Using the opt-out cookies for tracking would thusbe a deceptive practice, enforceable
by the FTC unde its Section 5 authority.

If such awhitelist were developed, then it could be housd in either the public or private sector.
A precedent for the public sector isthelist maintained by the U.S. Department of Commerce for
companies tha have signed up for the privacy Safe Harbor with the European Union. White lists
can also be maintained by private or self-regulatory organizations We do nottake a postionon
how to maintain thewhite list, butingead undescore tha use of awhite list, and enforcement
agang violators, would strengthen operation of opt-out cookies for consumer choice.

Opt-Out Cookiesand Browser Software

A secondmgjor source of ddeted opt-out cookiesis by individuds who use ther browsersto
ddete thar cookies, and thereby ddete opt-out cookies. Once again, asimple example illudrates
wha hgppens On Monday, theconsumer opts outof behavioral tracking, and an opt-out cookie
goes onto the computer. On Tuesday, theconsumer ddetes all cookies, perhgpsafter hearing tha
they create privacy problems. Opt-out cookies are ddeted alongwith other cookies. On
Wednesday, the conumer is agan beng tracked for purposes of behaviora targeting.



Our basic point for browsersis tha the settingsshould be updaed to handle optout cookies
better. There are variouspossible ways to give users more granular control over cookies.
Developas of browser software are in a beter postion than we are to decidethe best way to
implement this. But the basic ideais smple enougtN it should be easy for users to set opt-out
cookies, and to have the opt-out cookies remain in place when othe cookies are ddeted.

Onepossible direction for browser software isto modify thedefault. In this approach, when
users decided to ddete cookies, the default would dd ete other cookies butretain optout cookies.
Users might then get a pop-up message saying something like: Or ou have cookies on your
machinetha indicate you choo® notto be subject to tracking by thefollowing sites: <show list
of sites.> Do you wish to changetha choice, so that the sites can now keep records of your
browsing activities? Once agan, we undescore that we are nottryingto say thebest way to
develop browser software, and thelanguaye here only suggests oneapproach to wording the
message Ingead, our god isto explain thereasonstha undelie our call to updde browser
software to handle opt-out cookies in away that appropriately implements the FTC3 Consumer
Control Prindple.

Aswith anti-spyware software, there are possible issues of standadsfor defining opt-out cookies
and addressing security concerns Theanswers for browser software are essentially the same on
these topics as for anti-spyware software:

¥ For standads it isdesirable to have standardstha work seamlessly across tracking
systems. Notably, the same standards and the same white list should likely apply to anti-
spyware software and browsers. In addition, if and as tracking technologies other than
persistent cookies are used, then the standads shauld extend to those additiond
technologies.

¥ For security, thewhite list should beaccessible to develope's of browser software. The
god, in order to meet the Conumer Control Prindple, isto make actud user control
simple, undestandable and usable. It may make sense, therefore, for browser software to
updde regularly thelist of opt-out cookies onthewhite list.

Conclusion

Thegod of ourcommentsis to address technical issuestha need to be solved in order to achieve
the proposd Conumer Control Prindple for behavioral advertising.In essence, we are tryingto
make the prindple work for consumers when they opt out Thevagaries of anti-spyware or
browser software should notoveridethis exercise of consumer choice. We hopetha goodfaith
paticipantsin theindugry will work togeher to make the existing tools for choice subgantialy
more effective.

There are broade questionsto consder, aswell. Onelarge question is how consumers will be
educated aboutthe choices they have with respect to behaviora advertising. Another isthe
extent to which consumer choice aboutbehaviora advertising should follow the patern set for
telemarketing. In telemarketing, there are company-specific Do Not Call lists, for conumers
who do notwish to receive marketing calls from a particular company. The FTC has also,
however, created thenaiond Do Not Call registry, for the consumers who have decided to opt



out of home telemarketing calls more generally. From the point of view of consumer ease-of-use,
thenaiond Do Not Call registry has been a great success. Going forward, an important question
for theFTC, indudry, and puldic advocacy groupsis how to build consumer ease-of-use and the
Consumer Control Prinapleinto the new technologies of theonlineadvertising indudry.
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Essentialy, opt-out cookies indicate that the user does not want Ge-linkingdN the ability of the
website or advertising network to continue with behaviord profiling even after acookieis once
ddeted.

13 http//www. peterswire.net/psspeeches2008 htm.

14 Thereis one known security problem with cookies worth mentioning, but the proposed use of
opt-out cookies would not seem to increase therisk from it. In some instances, cookies become a
shortcut for spoofing of authentication systems. Maliciousthird partiesin someingances can
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