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Advances in neurcimaging may provide the ability to "read” someone’s mind, rightly or wrongly

Brain Scans Raise Privacy Concerns




Is something new happening?

A controversial claim: Something fundamentally new is happening.

Until now, ALL information that we got from human beings we got
from their peripheral nervous system.

For the first time in human history,
we are developing the ability to
bypass the peripheral nervous

system and get information dire
from the brain.

Assuming this is true:

Does it matter?



Bypassing the Peripheral Nervous System

* Phelps: Amygdala activation and racism

« Greene: Emotional activation & moral decision-making
« Canli: Extroverts amygdala activation to smiling faces
* Price, Zeffiro: Can he read English -- or Arabic?

« Kamitani & Tong, Haynes and Rees: visual patterns

« Schaefer et al: Violent offenders & brain structure

Bufkin & Luttrell:

“The consistency with which prefrontal disruption
occurs across studies, each of which investigated
participants with different types of violent
behaviors, suggests that prefrontal dysfunction
may underlie predisposition to violence.”
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We believe in and treasure our inner lives as agig domain
where none can enter.

Historically, religion preached that God had accés®ur
private thoughts; confession was intended to comgpalation
the inner life.

Think deeply about a world where others ha
access to subjective states of your mind. Dd
you want it? Can such an ability be availabl€
and not be abused? Is the asset to forensics
civil society, the military, national
security worth the potential invasion of privacyig



Are You Lying?




Truth and deception

— the brain tells all

BY TRINH TRAN Langleben, D. D., et. al.,
"Brain Activity During
Simulated Deception: An
Event Related Functional
Magnetic Resonance
Study", 15 Neurolmage,
January 4, 2002.

These days it’s
becoming more
difficult to get
away with a lie.

In a study using
functional
magnetic
resonance
imaging
machines, or
MRIs, Penn
researchers have
found that the
brain operates
differently in
cases of deception  Langleben in front of
and honesty. MRI scanner










Lawrence Farwell and “Brain Fingerprinting”



How Brain Fingerprinting Works

(Memory and Encoding Related Multifaceted Electroen  cephalographic Response -- MERMER)

Probes

Stimuli relevant to the
investigation under question

Irrelevants

Matched to Probes (eg, if the
issue is clothing warn during
crime, four pieces of irrelevant
clothing will be shown for each

probe) “Information present” case
Targets

Comparison images or words
familiar to the subject but not
relevant to investigation; subjects
are told to pay particular attention
before testing. Can be general or
given by experimenters

“Information absent” case



Test of brain fingerprinting, showing
statistical accuracy claimed for the

method.
http://www.brainwavescience.com/FBIRPT4.htm

“"It 1s highly scientific, brain
fingerprinting doesn't have anything
to do with the emotions, whether a
person is sweating or nat;simply
detects scientifically if that
iInformation is stored in the brain,"

says Dr Farwell.

http://news.bbc.co.uk/2/hi/science/nature/3495433
.Stm

Farwell, Larry. “Brain Fingerprinting”



A variety of visceral events
can now be recorded
noninvasively, including
myocardial contractility,
cardiac output, total peripheral
resistance, skin temperature
(thermography), and vascular
perfusion in various cutaneous
tissue beds.

Britton Chance at Penn
and Banu Onaral and her
team at Drexel are
working on fNIR
detection of lies, surrently
using headbands with
Sensors.
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